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ePolicy Orchestrator -

On-prem Administration
Instructor-Led Training

Highlights

Duration

4 days

Prerequisites

A working knowledge of Windows
and system administration and
network technologies, as well as a
basic understanding of computer
security concepts is recommended.

How to Register

This course is available for purchase
at https://academy.trellix.com/.

Private sessions are available. For further
details and pricing, please contact your
Trellix account representative. Instructor-
led sessions are typically a blend of
lecture and hands-on lab activities. To
view our full course catalog, please visit
https://academy.trellix.com/.

This course enables attendees to receive in-depth training on the benefits
of the centralized management and deployment of products using
ePolicy Orchestrator (ePO) - On-prem software. Enabling administrators
to fully understand the capabilities of their security solution not

only reduces the risks of misconfiguration, but also ensures that an
organization gets the maximum protection from installation.

This course combines lectures and practical lab exercises with significant
time allocated for hands-on interaction with all user interfaces.

Learning Objectives
After completing this course, learners should be able to:
= Plan an ePO - On-prem deployment
= Install and configure ePO - On-prem software
= Set up the ePO - On-prem server
= Manage users and resources

= Administer and maintain Trellix-managed security, policies, and
databases

= Monitor and report on Trellix-managed security status

= Install and use Trellix Agent

Who Should Attend

This course is intended for system and network administrators,
security personnel, auditors, and/or consultants concerned with
Networking and System administration.


https://academy.trellix.com/
https://academy.trellix.com/

Course Outline

1. Welcome 14.Deploy Software for

. . Managed Systems
2. Security Solutions and ePO -

On-prem Overview 15. Repositories
3. Plan an ePO - On-prem 16. Product and Server
Deployment Maintenance with

Repositories
4. Install ePO -

On-prem Software 17. Manage Dashboards and

Monitors
5. Manage Permission
Sets and Users 18. Work with Queries
and Reports
6. Create and Populate P
the System Tree 19. Automatic Responses
and Notifications
7. Use the Tag Catalog
20. Database Maintenance

8. Sort the System Tree and Server Utilities

9. Trellix Agent 21. Disaster Recovery
10.System Information

11. Client Tasks

22.Agent Handlers

23.Rogue System Detection

12. Manage Policies 24. Configure Rogue

13. Policy and Client System Detection
Task Approval

Visit Trellix.com to learn more.

Trelll)\ About Trellix

Trellix is a global company redefining the future of cybersecurity and soulful work. The company’s open and native extended detection
and response (XDR) platform helps organizations confronted by today's most advanced threats gain confidence in the protection and
resilience of their operations. Trellix, along with an extensive partner ecosystem, accelerates technology innovation through machine
learning and automation to empower over 40,000 business and government customers with living security. More at https://trellix.com.
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