
 

 

Your company has or has just developed an Incident Response (IR) Plan. Everything looks great on paper, 
but how does it look when posed against a real threat? How can you test the effectiveness of your IR plan 
to streamline and ensure all the pieces are working? 
 

 

Benefits 
 Brings together heads of business 

lines/leaders evaluating your state of 
readiness for crisis management, disaster 
recovery and remediation. 

 Create customized TableTop which pertains 
to your business vertical 

 Evaluate your current Incident Response plan 
based on the scenario to list areas of excellence 
as well as areas in need of improvement 

 Provide recommendations to optimize your 
current Incident Response Plan 

 
Over the years cybercrime has evolved into 
serious forms such as espionage, financial 
fraud, and extortion. Governments, banks, 
and other industries are the targets of today. 
Cybercriminals continue to change their 
techniques, which makes it challenging to 
keep track. 

Handling security incidents requires a solid 
incident response approach and a skilled 
team of incident handlers. However, most 
companies do not have a dedicated IR Team.  

Most companies have employees with other 
full-time duties and are part of an IR Team 
when necessary.  

 

 

 

 

 

 

This can make detection and response to an incident 
cumbersome, which can result in data loss and increased 
system downtime. 

Incident Response is a specialization that requires continuous 
investment and testing to ensure all components are 
streamlined and effective against real- world threats. 

 
Our Trellix Guardians Tabletop Exercises is based upon testing 
your team responses, clarifying roles and responsibilities and 
identifying additional mitigation and preparedness needs. 
 
Our 9-step covered include: 
 

 Reviewing Your Existing Emergency 
Preparedness and IR Plan 

 Define a Goal 
 Develop the Objectives 
 Develop the Scenario 
 Develop the Team 
 Decide on the Logistics 
 Execute the Deliverable 
 Debrief and provide a Written Report 
 Provide Remediation Recommendations. 

 
Once the exercise is completed, all results and subsequent 
actions conducted by your security team will be evaluated 
and presented in a report, showing the strengths and 
weaknesses of the current IR procedures. In addition, 
recommendations are made to ensure your Incident 
Reponses processes and procedures are optimized to better 
respond to threats. 

 

 

 
Collaboration Under Pressure, Excellence Under Fire 



 

 
 
The Trellix Guardian Difference Learn More 

All our client projects are managed using our proven   
Security Engagement Process (SEP) for project 
management. A pivotal aspect of this process is 
continual communication with your organization 
to ensure the success of your consulting 
engagements. 

We provide a depth of industry experience and 
insight unparalleled in the global information 
security community. Our IR consultants hold 
industry-recognized audit qualifications and 
balance these skill sets with practical 
information security management experience 
and certifications. 

Our approach blends our audit and risk 
management experience, allowing us to audit your 
environment effectively and accurately. It also 
provides you with experts to give you a first-hand 
appreciation of your business and risk 
management drivers during the audit process. This 
naturally results in specific and tailored 
recommendations and remediation advice. 
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Fill the gaps in your information security program 
with trusted advice from Trellix TCO Services— 
part of the Trellix Global Professional Services 
organization that provides security consulting, 
customized product deployments, and training 
and advisory services. Let our consultants help 
your organization assess current policies, create 
new programs 
that meet compliance goals, and cost effectively 
prepare for security emergencies. Speak with 
your technology advisor about our services. 

You can reach us at: Guardian@Trellix.com 
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