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Let’s Get “Left of Boom” 💥 

Attack Planning Attack Launched Attack Spreads You Are Hit Attack Objective Met Attack Complete

WHY NOT HERE? CURRENT APPROACHES

Proactive Reactive
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”
“Knowing who your adversary was told 

you what you needed to protect and 
how to defend yourself.

Dmitri Alperovitch
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Who, Why, When?

Who is targeting us?

Why?
What is the context?

Does it happen around 
a specific event?

Geopolitical event?

Adversary motivations?

Does this trend happen 
every year, month, week?



Connecting the Dots

North Korea-related cyber threat activity
in 2023

March 8
9,172

Number of Malicious 
Detections in 2023

March 27
9,518

May 27
11,900

May 31
7,235

August 24
9,001



Connecting the Dots

ANZAC Day 
April 25th 2023

ANZAC Day 
April 25th 2024

Trellix ATLAS



Quick Win for Operational Threat Intelligence

MITRE ATT&CK 
EXPLORER

TOOLS

THREAT HUNT 
RULES

Trellix Insights



Build a Strong Defence with Trellix

Hundreds of millions of sensors across 
endpoint, email, web and network

One of the broadest and deepest 
intelligence offerings on the market

Critical context to prioritise and drive 
comprehensive cyber defences

Global Threat 
Intelligence (GTI)

Threat Intelligence 
Exchange (TIE)

Trellix Insights

Trellix ATLAS

Intelligence as a 
Service (INTaaS)

Private GTI



Trellix Threat Intelligence Group (TIG)

Situational awareness of 
internal and external 
influences and threats

Actionable intelligence
and advanced analytics

Insights into developing
threats, trends and 
vectors

Resident Analyst:
→ Full-time, dedicated analyst
→ On-site, remote or hybrid
→ Directed research

Intelligence as a Service:
→ Team of remote analysts
→ RFI-based research and analysis
→ Advisory 



Customer-Centric Offerings for Any Maturity

Customer Need:
White-glove, customised threat intelligence delivered as a service with a dedicated, 
expert and global threat intelligence team

INTELLIGENCE AS A SERVICE (INTAAS)

Least mature 
organisations with 

intelligence needs, with 
no teams or tools

GTI  /  TIE

Customer Need:
Out-of-box solution for in-depth 
threat detection, reporting and 
mitigation

LOW
MATURITY

TACTICAL

Organisations with 
intelligence needs but 

no specialised team

Customer Need:
Proactive prevention of advanced 
attacks with complete life attack 
lifecycle protection

INSIGHTS

MEDIUM
MATURITY

TACTICAL / OPERATIONAL

Organisations with complete 
threat intelligence and 

hunting teams

ATLAS  /  PRIVATE GTI

Customer Need:
Global intelligence into APTs with 
key support for air-gapped 
environments

HIGH
MATURITY

OPERATIONAL / STRATEGIC



Customer-Specific Intelligence Profiles

Briefing for Executives and Managers

Actor Motivations Organisational Risks TTPs Actor Capabilities

Technical and Incident Response Support

Key Targets Hunt Rules Incident Response Compromise 
Assessment

THREAT ACTOR PROFILE

Intelligence Team



Digging Beyond The Surface

Vulnerability

Decision Points

Network Topography

Threat Actors

Risk

Who is using this CVE?

What verticals are
they targeting?

Have they targeted
us in the past?

What sits between this 
CVE and the target?

Do we have sufficient 
monitoring?

What mitigations can 
we implement?

→ Can this wait until next 
patching cycle?

→ Do we need to take this 
system offline?

→ Can the business afford to 
take this system offline?



Intelligence Support to CISO and Executive

WHY SHOULD THE COMPANY SPEND ON CYBER SECURITY?

Intelligence Team

DATA + EVIDENCE-BASED CONCLUSIONS ON WHY MONEY SHOULD BE SPENT

Understanding

The Threat 
Landscape

Understanding

The Business 
Mission

Understanding

The Political 
Environment

Understanding

Your 
Environment



Operational Threat Intelligence Foundation 

1.5 PB
of data (samples)

8.75 TB
data processed                

per day

2B
email samples                 

per day

250M
malicious file detections 

per month

Real-time, 
reliable, 
information to:

1. Anticipate 
threats

2. Detect and 
block threats

3. Accelerate 
informed  
responses



Trellix CyberThreat Report 2024

THE

CYBERTHREAT 
REPORT
Insights Gleaned from a Global Network of 
Experts, Sensors, Telemetry, and Intelligence

GEOPOLITICAL EVENTS IMPACTING THE
CYBER DOMAIN

RAPID AND SIGNIFICANT CHANGES IN THE
APT LANDSCAPE

LOCKBIT SHAKES UP RANSOMWARE ECOSYSTEM

EDR KILLERS EMERGE

GENERATIVE AI AND THE
CYBERCRIMINAL UNDERGROUND

U.S. PRESIDENTIAL ELECTION THEMED SCAMS


