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https://www.weforum.org/reports/global-risks-report-2023/digest
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Cyber crime

~ thrives during
an era of

“Polycrisis”

The World Economic Forum
defines a "polycrisis” as follows:

“A cluster of related global risks
with compounding effects, such
that the overall impact exceeds
the sum of each part”

Reuters:

“Often the transportation sector
finds itself at the heart of this
upheaval, both as victim and
protagonist.”
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Identify APT Attacks Early

ATT&CK Matrix for Enterprise (¢) Countermeasure Available

A Please note, the proposed countermeasure will not provide defense against all possible ways a tool can be used or the mentioned MITRE techniques as a whole. X

Resource Credential
Reconnaissance Initial Access Execution Persistence Privilege Escalation Defense Evasion Discovery

(¥ Countermeasure Pending Countermeasure Completed

Collection Exfiltration Impact
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XDR = Visibility Across the Kill Chain
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XDR Simplifies Detection
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XDR Simplifies Investigation
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Augment Built in Defences

Make Your Organization more Resilient with Trellix

Mobile Threat Protection
Trellix Mobile extends protection to
Mobile Devices managed by Intune

XDR

Trellix XDR provides Open XDR capability
that detects threats using logs from
Defender and O365 applications as well
as Trellix security controls.

Legacy Systems Protection
Trellix Application Control protects
legacy Operating Systems

Forensics and OnPrem EDR
Trellix HX supplements Defender with
additional visibility and investigative
capability

Email Security

Trellix Email Security protects against
advance threats and business email
compromise

Threat Intelligence

Trellix Insights provides contextual threat
indicators which can be imported into
Defender or other SOC tools

Benchmark Assessments

Trellix Policy Auditor provides continuous
monitoring to verify configuration against
customer security benchmarks

Data Security ,
Trellix Data Security covers
endpoint, network and databases



