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• Product Line Pitching

• Demonstration Guidance
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Product Line 
Pitching​



Result: Organizational risk increases

Today's SOC challenges

Inability to determine,
prioritize top threats

Too many alerts 
and missed threats

Stretched, 
under-resourced

Limited org resources 
and expertise

Weeks

Siloed tools that don't 
work together

Today



Extended Detection Response

What is XDR?
“XDR...integrates, correlates, and 
contextualizes data and alerts from 
multiple security prevention, detection, 
and response components”
– Gartner



Result: A simplified and insightful security operations 
experience to rapidly stop attacks

Threat CoverageSOC ResourcesTime to Resolution

After

Before

Ability to determine,
prioritize top threats

Effective, efficient,
optimizedHours - Minutes

Inability to determine,
prioritize top threats

Stretched, 
under-resourcedDays - Weeks

Trellix XDR Impact



Trellix XDR Impact



Detection 
effectiveness-
prioritized 
alerts / threats
Surface and focus on the 
most critical alerts

• Layered machine learning 
detection intercepts multiple 
points in the kill chain

• Stack ranking of 
priority alerts

• Quick drill down on details



Correlations 
across 
multiple data 
sources
View the entire 
threat story across 
environments

• Cross-correlations with 
web, endpoint and 
intelligence

• Easily view related alerts 
and assets

• Zoom in and out on the 
storyboard

EDR

Web

Intel



Automate 
attack 
mitigation & 
prevention
Streamline threat 
mitigation and 
prevention

• Range of playbooks from 
investigation enrichment to 
containment

• Embedded expertise to guide 
better decisions

• Status on tasks progress 
and completions



Demonstration 
Guidance​ 
(and Use cases) 



©  2 0 2 2  T R E L L I X  I N C .

Integrations

▪ Cloud Connect

▪ Communication Broker



Cloud Connect portal
XDR cloud connections allow events and logs from Trellix products and security products from 
other vendors to be sent to XDR through API connections.



Communication Broker
• XDR uses the Communication Broker (Comm Broker) Sender to accept machine-

generated messages and logs from hardware devices, operating systems, applications, 
security appliances, network devices, and databases through a variety of methods.

• The Comm Broker looks for events formatted as the following (in descending order of 
preference): JSON, CEF syslog, LEEF 1.0 & 2.0 syslog, RFC-5424 Syslog 
(https://tools.ietf.org/html/rfc5424), RFC-3164 Syslog (https://tools.ietf.org/html/rfc3164)

• Communications Broker resides on a Trellix Network Security appliance “NX” or may be 
installed as an "Unmanaged Comm Broker" on a customer-managed Linux host. 

• The log messages received by the Comm Broker are compressed and encrypted for 
transport to the customer’s Helix instance, which resides in an Amazon Web Services™ 
virtual private cloud (VPC). 

• The receiver component present in the customer's VPC decrypts the received data and 
decompresses the log messages. At that point, the log messages are parsed, indexed, 
analyzed, and correlated with real-time threat intelligence from Trellix.

https://tools.ietf.org/html/rfc5424
https://tools.ietf.org/html/rfc3164


Trellix XDR

Trellix    
ENS

Trellix     
DLP

AWS 
GuardDuty

Trellix 
Forensics

Trellix      
IPS

Trellix    
EDR

Trellix      
ETP

Trellix Comms Broker

AWS 
Lambda

AWS S3

Vmware 
ESXi

Trellix 
SaaS ePO

Microsoft 
AzureAD

Alerts

AlertsAlerts Alerts

Trellix SaaS ePO

Alerts

Forensics 
Controller

Alerts Alerts AlertsRaw 
Logs Trace

Lab Mapping
Cloud Connect

Trellix 
InsightsRules + Custom Rules



Events

▪ Taxonomy

▪ Parsers

▪ Alerts

▪ Distinguishers

▪ Correlations



You can send any data you want into XDR as preformatted JSON.
In order for the rules, analytics, and intel to apply, it must conform to the Trellix XDR taxonomy

Events - Taxonomy



LOG  {”victim” : ”jessica.salt”, ”md5hash” : ”4373CF0D42926B15F95E35683D883A1C”, ”type” : ”ransomware”}

Class  myav

Parser  {“victim": “username","md5hash": "md5","type":"malwaretype"}

PARSED_LOG

• username : jessica.salt

• md5 : 4373CF0D42926B15F95E35683D883A1C

• malwaretype : ransomware

Alert Rule class=myav malwaretype=ransomware

Alert Parameters [name= Ransomware Alert] [TAGS= T1204.002, T1486] [Distinguishers= md5]

Events – Generic AV Log



Generic AV log

Alert Rule 

class=myav malwaretype=malware  

Alert Parameters 

[name= Ransomware Alert] 

[TAGS= T1204.002, T1486]

[Distinguishers= username]

Events



LOG  {”violation” : ”credentialaccess”, ”victimaddress” : ”192.168.54.3”, ”user” : ”jessica.salt”}

Class mydlp

Parser {"violation":"policy", " victimaddress ":“hostname", "user":"username"} 

PARSED_LOG 

• hostname : client65 

• policy : credentialaccess 

• username : jessica.salt

Alert Rule class=mydlp policy=credentialaccess

Alert Parameters [name= Credential Access] [TAGS= TA0006] [Distinguishers= username]

Events – Generic DLP Log



Generic DLP Log

Alert Rule 

class=mydlp policy=credentialaccess

Alert Parameters 

[name= Credential Access] 

[TAGS= TA0006] 

[Distinguishers= username]

Events



Events – Trellix XDR



XDR Purple Team Exercise
Conti Ransomware Simulation



Birth date as Password

Move to TEMP folder

Network Scan Credentials Collection Download PS Tools

Client23 Infection Unzip via PowerShell

Unzip via PowerShell

Data Obfuscation

Exfiltration via RClone

credentials.log

SSH to VMWARE ESXi

VM Identification

Access to AWS S3

Ransomware 
Deployment

Download 7ZipPhishing Valid Accounts Credentials in Registry Download RClone PSExec to client65
Ransomware 
Deployment

ZIP

Email
Encrypted

Archive

Initial Access, Defense 
Evasion 
and Execution

Discovery and Defense 
Evasion

ZIP

Encrypted
Archive sysmon.exe

TEMP/
wmprph.exesysmon.exe

10.0.0.0/24
PORT 445sysmon.exe

sysmon.exejohn.butter

Credentials Access and 
Collection

credentials.log
USER(S)
PASS(S)

HKCUwmprph.exe

Ingress Tool Transfer and 
Defense Evasion

7ZIPcertutil.exe

Execution sysmon.exe

PS Toolscertutil.exe

7Za.exe7Zip.zip

PSExec64.exePSTools.zip

ZIP

ZIP

Ingress Tool Transfer, 
Defense Evasion and 
Exfiltration

RClonecertutil.exe

credentials.zip7Za.exe

Bimafu.comcredentials.zip

Deleted

ZIP

ZIP

credentials.log

/vmfs/volumes

S3Threat Actor

Lateral Movement and 
Discovery

client65wmprph.exe

vmwarewmprph.exe

vmware

Impact

backup.dll

backup.dll

client65

client23

Ransomware Kill chain



Demo



Demo Checkpoints
▪ XConsole switcher

▪ Search and TQL (ex MQL)

▪ MITRE

▪ Sources

▪ Assets

▪ Risk Score

▪ Case management

▪ Intelligence

▪ Events, Alerts, Correlations

▪ Actions (Playbooks)

▪ Alert Rules (don’t forget analytics)

▪ Reporting

▪ Investigative Tips

▪ Cloud Connect



Xconsole switcher



Risk Score

MITRE

Assets

Sources

TQL



MITRE with 
custom 

window time



MITRE details for single Threat

CASE management

Intel, Events and Alerts



Relationships



Actions



Reporting



Analytics

Trellix 
Rules



Investigative 
Tips



Trellix Query 
Language 
(TQL) 

Trellix Query Language (TQL) is a data 
analysis language used in queries to retrieve 
events for further analysis. TQL queries are 
used in searches and rules in Helix, and other 
Trellix products.



Anatomy of a TQL query

TQL query can use three types of clauses:

 

• Searches: data to be located based on 
exact matches, comparisons, ranges, and 
expressions

• Directives: modifiers that instruct the 
search engine how to query [Limit, 
Page_size, Offset, Start, End]

• Transforms: allow you to modify the way 
that your query results are returned and 
displayed [Groupby, Histogram, Sort, 
Table]

High-level anatomy of an TQL query:       

<filter section>    |    <transform section>



TQL - Examples



TQL - Examples



TQL - Examples



Pre-Sales 
Resources



POV Guideline 
and Process
.



Data Sources for XDR
XDR effectiveness depends on the data sources available for analysis. The log data that you 
send determines XDR's detection capability (such as use cases available). From the 
perspective of effective use of XDR, there are varying types of log data.

▪ Threat Detection Appliances

▪ Web Proxy (with user tracking)

▪ DNS Resolution and Relay events

▪ Authentication Events

▪ AD/LDAP, Wireless, VPN, etc.

▪ Firewalls (including NAT logs)

▪ Email server and transactions

▪ Endpoint Security

▪ Operating System events

▪ IDS / IPS

▪ Database Security/Audit events

▪ Email Filtering/Security events

▪ NAC events

▪ PowerShell logs

▪ Cloud Infrastructure

▪ Cloud Services



Trellix Rules VS Customer Rules
There are two types of rules in XDR:

Trellix rules: Rules created by Trellix experts that detect a wide range of malicious activity. 
These rules are created and updated regularly.

Customer rules: Rules that you define, which detect events specific to your environment 
and organizational needs.



Bandwidth Calculation
Here are some rough calculations based on the Helix environment size. 

(EPS * average message size * (1 - compression ratio)/ 1MB = megabytes/second 
transferred over WAN to the virtual private cloud. 

Keep in mind that this is a worst-case calculation. 
The average message size we are using is 4 KB, but in practice this is closer to 2KB.

If the customer cannot provide a clear EPS number, then guidance is: 1 EPS per user

▪ 2,500 EPS – (2500 * 4096 * (1 – 0.75))/ 1,048,576 = 2.4 MB/sec

▪ 5,000 EPS – (5000 *4096 * (1 – 0.75))/ 1,048,576 = 4.9 MB/sec

▪ 10,000 EPS - (10000 *4096 * (1 – 0.75))/ 1,048,576 = 9.8 MB/sec

▪ 40,000 EPS - (40000 *4096 * (1 – 0.75))/ 1,048,576 = 39.1 MB/sec



Sizing Questionnaire 
• What is the total number EPS (events per second) you expect to send based on 

logs generated from your infrastructure?

• Number of devices you will be sending logs from?
· Servers? (like AD, DNS etc..)
· Routers?
· Firewalls?
· Switches?
· IPS/IDS?
· VPN?
· Proxy?
· Email Antispam?
· Load balancers?
· EDR/Anti-Virus servers?
· Web Servers?
· Databases?
· Wireless LAN?
· Other Security devices?



Helix EPS and Bandwidth Usage Calculator 



Trellix 
Differentiators



SentinelOne



Microsoft



Paloalto



Crowdstrike



Contact and Docs



• Partner Portal & Service Portal
• Product/Licensing queries
• Profitability programs
• Partner Registration
• Partner Update/Certification
• NFR Depot
• Reports
• Training/Partner Onboarding
• Lab Access

• iAsset access
• Partner training: iAsset, PBC, MSP program, 

Download center
• Partner Business center (PBC), Reporting
• Product & Licensing
• BPS Portal
• Billing
• Tenant
• Name and address updation on MSP accounts

Partner Care Team here to help with:
Partner Care
partnercareemea@trellix.com 

MSP Partner Care
msppartnercare@trellix.com

mailto:partnercareemea@trellix.com


Product Technical Documentation Portal
• Product Documentation:
• https://docs.trellix.com/

•    Administratorion Guides
•    Deployment Guides
•    System Security Guides
•    Release Notes
•    Hardware Guides
•    Reference Guides

Cloud Lab

• CrossFire (ASH):
• https://login.trellix.com/

Communication

Partner Care Team
• partnercareemea@trellix.com

• MSP Partner Care Team
•msppartnercare@trellix.com

Expert Center
Knowledge Base
Forum
• Trellix-F Community:
• https://community.fireeye.com/
• Trellix-M Community:
• https://communitym.trellix.com/

Consolidation in progress…

Partner SE Technical Bookmarks

mailto:partnercareemea@trellix.com
mailto:msppartnercare@trellix.com
https://community.fireeye.com/
https://communitym.trellix.com/


Thank You!
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