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Speaker Intro
Who's that Guy

Mo Casnman Steen Pedersen
FMEA Field CTO PM, Endpoint
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e State of Ransomware

 Anatomy of Attack

 Endpoint - Before, During and After
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ansomware
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Victims by Ransomware Group
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https://www.infosecurity-magazine.com/news/global-dwell-time-drops-emea-lags/
https://www.businesswire.com/news/home/20210216005436/en/Automating-Threat-Detection-Desired-for-Security-Analysts-Battling-Fear-of-Missing-Incidents-and-Security-Operations-Center-Inefficiency
https://blackkite.com/wp-content/uploads/2022/01/Third-Party-Breach-Report-2022.pdf

The nature and velocity of collaboration has changed
New avenues of entry and risk

Collaboration
Platforms
(Box, Teams, Slack etc.)

Enterprise
Applications
Workday, Salesforce etg

Still the primary attack Allow us to freely share Digital transformation

vector. Over 90 % of information, but do not initiatives grant access to
cyberattacks begin with ensure the integrity of what suppliers, vendors, customers
phishing. is being shared - and threat actors
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Ransomware Defense is a constant process

Ransomware Defensive Lifecycle

Before—lncide,7 "

Source: Gartner
735746 _C

The defense life cycle is
a continuous process of
Preparation, Prevention,
Detection and Mitigating
Attacks. VWhen a
ransomware attack is
successful, the Recovery
and Root Cause Analysis
ohases are triggered.
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The Phases of g Ransomware Attack

Cather Victim
Org Information
- T159]

Phishing for
Information -
71598

Active Scanning
T1595

Phishing T1566
NLBrute-

Remote
Desktop
Protocol
T1021.001

Adfind - Remote
system
Discovery T1018

Mimikatz - OS
Credential
Dumping -

T1003

Remote
Services: VNC-
T1021.005

Rclone VSSADMIN-

PsExec- Service

Exfiltration to Inhibit System Execution T1035 R\nodemt_
Cloud Storage Recovery - T1490 esponse
T1567.002 WMIC- Windows orensics
, , BCDEdit- Inhibit Management * Backups
/-Zip- Archive System IMStrUMmentation - « Restoring and
Collected Data Recovery - T1490 1047 re-building
- 11560 . ‘ . Tabletops
eg-mpalr + Re-evaluate
WinSCP- Defenses - T1562 CS%Wmfarige;lr;d YOUr Security
Exfiltration Scripting controls
Over C2 Interpreter -
Channel - T1041

T1059.001

T
COBALT STRIKE / SLIVER/ METASPLOIT
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IPS

Email

Firewall

]
IPS
Email Security

Endpoint
Security

IPS
EDR

Endpoint
Security

DLP
EDR

Endpoint
Security

EDR
DLP

Forensics

Endpoint
Security

Forensics

Each layer of defense can be enriched by leveraging Sandboxing and Threat Intel

The Phases of g Ransomware Attack
Trellix Kill Chain

Endpoint
Security

Forensics
Threat Intel

Professional
Services

TrelliX




g rellix Endpoint Security Capability Overview

Management Capability j»

Asset Discovery & Cloud or On-Premise Event Monitoring & Compliance Third Party XDR
Policy Management Deployment Reporting Reporting Integration Integration

Security Capability

Attack Surface Management Attack Prevention Endpoint Detection Response and Forensics Data Protection

xposure Monitoring

MITRE Att&ck Mapping OS Event Streaming

box Ta' q

Global Threat | - ]

Behavioral Detections Credential Monitoring

Mobile Threat Detection

Guided Investigations

Intelligence

Enterprise Search

ocal Threat Intelligence Application Whitelisting

Configuration Audit Exploit Prevention

Attack Timelines

Threat Research and Intelligence

Threat Product Sianat Global Threat Threat
Research Testing 'gnatures Intelligence Campaigns

TrelliX




Before During After

v What is the scope? Are

V" Are we protected? v~ What is happening? .
P PP Y other endpoints affected?
v How do we minimize the v What is the blast radius? .
attack surface? v How did the attacker
v What should we getin?
v How do we improve our investigate and what v How d K it
security posture? action should we take? oW do we make sure |

does not happen again?

Trellix Endpoint: Visibility & Control over the full life cycle of all your

( Endpoints \
* Endpoint security management + Efficient and effective alerts * Forensics and root cause
at scale and incidents triage analysis
* Pro-active attack surface + Fastresponse and containment * Real-time and historical
mManagement artifacts search

* Al Guided investigation
* Rich & fully-featured threat * Long-term remediation
prevention stack

\ Trelll)(/




Attack Surface Management

Endpoint Posture + Security Intelligence

Threat Readiness Problems

"Are you at risk?
What is a priority?”

"Are you susceptible?
Will your protections hold?”

"What do you need to change
to be protected?”

GClobal Visibility, Priority

Predict and Prioritize
lmpact

Proactively Adapt

Solution

Rank worldwide threats to you

ASSEess your security posture risks

Proactively tune countermeasures

TrelliX




nsignts Demo
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Attack Prevention
What makes ENS so good?

[ Signature Files (DAT / AM Core)*

[ Dynamic App Containment ]

(1) Layered Defense

(2) Customizable Signatures
(3 Optimized for PC or Servers
(@) On Prem or Cloud Managed
(5) Third Party Validation

AV-Comparatives '

AV Test 3

Protection /

Performanc

e / Usability
(max 6)

6/6/6

6/6/6

False Malware Impact
Positives | Protection Score
Rate (lower is
better)
Treliix [RRER 99.9% 10.9
Low
Brand Very o
C High 99.7% 16.8
Brfﬂnd Medium 09.9% 181
Brand _ _
S

TrelliX



-Ndpoint Security - ASR

Attack Surface Reduction

1. Limit what unknown processes can do

— Prevent processes which are contained getting Write or Read access to documents - Based on filename or folder
— Simple example for Expert rule

Rule {
Process {
Include PROCESS STATE_BITS -name DAC_CONTAIN PID BITS { -v ox1 }

}
Target {

Match FILE {
Include OBJECT _NAME { -v "**,
Include OBJECT _NAME { -v "**,
Include OBJECT _NAME { -v "**,
Include OBJECT _NAME { -v "**,
Include -access "WRITE DELETE"

for Impact.Md#t1486--- Trelll)(

e /ExpertRules/blob/main/TRELLIX/ACCESS PROTECTION/T1486 _Attempt to Encrypt data
attempt-to-encrypt-data-for-impact



https://github.com/trellix-enterprise/ExpertRules/blob/main/TRELLIX/ACCESS_PROTECTION/T1486_Attempt_to_Encrypt_data_for_Impact.md#t1486---attempt-to-encrypt-data-for-impact
https://github.com/trellix-enterprise/ExpertRules/blob/main/TRELLIX/ACCESS_PROTECTION/T1486_Attempt_to_Encrypt_data_for_Impact.md#t1486---attempt-to-encrypt-data-for-impact
https://github.com/trellix-enterprise/ExpertRules/blob/main/TRELLIX/ACCESS_PROTECTION/T1486_Attempt_to_Encrypt_data_for_Impact.md#t1486---attempt-to-encrypt-data-for-impact

-Nadpoint Security - ASK

Attack Surface Reduction

2. WebControl - Block access to uncatagorized websites

N

Firewall — Block unknown processes network access

4 ATP — Key Behavior Signtaures to contain malicious use of powershell, office apps, credential
theft

5 TIE - Add your own indicators for fast reaction

TrelliX



Attack Surface Reduction

Prevention Through Intelligent Application Control

Dynamic
Whitelisting

Memaory
Protection

~ile Reputation

Containment

%

Prevents all unauthorized code from
running

Prevents allow listed apps from peing
exploited via buffer overflow attacks

INntegrates with GT1and TIE to classify
binaries as Good. Bad and Unknown

Coordinates with ATD To assess unknown
behavior and Immunize endpoints

TrelliX



Threat Detection
Al-Guided Investigations with EDR

EDR

<All Investigations

Suspicious Winword Behavior
Last updated: 19 days ago

vvvvvvvv BALIVIT GuIuTD

Show Answered questions N

Is there any process opening a socket that
do not commonly do it?

v

Sockets being opened by processes which
do not commonly do it

Does the endpoint contain processes
running from suspicious directories?

—> Processes running from suspicious
directories

Does the endpoint contain evidence of
malicious auto-start entries?

Files referenced in auto-start entries with
suspicious indicators

Does the endpoint contain evidence of
a ing Nvpamic 1)

' Trellix automatically
provides answers to the
SOC analysts

Search

© This Investigation

o)

Artifacts ’ v 0
Key Findings

Artifact type

I Device (external)
Other (external)

I Device (internal)

I Other (internal)

202

Key Artifacts

Graphical view of Step 2
results to guide the analyst
to get further details

O

1. 2,000 artifacts analyzed,
narrowed down to 252 key
artifacts and 8 key findings

2 minutes ago

Finding Details (] X

V Processes running from suspicious directories

Artifacts (7]
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CDR/XDR Demo
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ncident Response

Scoping and Forensics with HX

Protection Detect and Investigate

Logon Tracker

Forensic Acquisition @ Event Streamer
Off-Network
INnvestigation

Real-time Indicators Endpoint
of Compromise (loC) Automated
Investigation

TreliX




Defense

BEFORE
THEATTACK

N Depth — Layered Secur

DURING
THEATTACK

Effective endpoint
alert triage and
prioritization

Simpler investigation
workflows

Proactive protection against sophisticated
threats, like Ransomware

Threat Prevention

Proactive Attack
Surface Reduction

Insights Threat

Intelligence &

S Post
@ Web Control

AlonBoaistirgl-teh+Cart)

S
Detedtios
Cdrdse
Rt

[ Host Firewall

Feeaadion
Device
Control Rosteaadian
AP Qo
Ap ion Dyamchd e
Control Learirg

ploit Prevention

Ex
Act

+ Broad Visibility
« Flexible Retention

* File and Fileless threats

* MITRE framework
* Always-on data driven detection and
collection mapping
Trellix Insights
Threat
Intelligence

« Force-multiply
expertise with Al

« Automatic Alert Triage

« Data Visualization &
Search

* Robust Response

cess Protection

Trelix TrelixX

Rapid response Root cause
%’EIE& cK @ capabilities to contain understanding,
s

N—attacks N—”" and remediation

Investigation Response

Enterprise @ Quick
Search Containment

Forensic

Acquisition Scalability

Attack Summary
and Audit Viewer

Off Network
Investigation

TrelixX

TrelliX




Supporting Threat Intel Services

e olf Product
Da Telemetry
e ~ ~ C / \

Content Real Protect - 332 Asiahts
Distribution (Machine Learning cecnees HISIGHES

On Prem Management

Deployment 1:|
Architectures

o2/ 0TI VNNNSNSSSNNNNN\ L [ [ [/ /777~

Support for diverse
de © | oyment arc Nitectures Endpoint Security Stack Endpoint Security Stack

EPP DLP

EDR

Forensics

TrelliX



Trellix Endpoint Security Stack

M-ENS (EPP) ‘ *
UMcAfee | |/ | |

d = C
\/ = e M-EDR

s O
d e r; Trellix xClient
M

d
C e

[
e - [
d
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Conceptual Endpoin

Journey

xConsole

® = Qs

Value Propositions

t 1) Single EDR/Forensics (HX) agent called Trellix
xClient

2) Policy for all Trellix endpoint products to be
managed from ePO

Trellix
Endpoint Security (HX)

L Trellix IAM
Optional
Endpoint Local trace data
storage

‘ Agent (TA)

Trellix xClient (Forensics (HX)+EDR)

________________________________________________________________________________________________________________

S _———

TrelliX



- NAdpoint Security

Customer Outcomes Journey Map

Extended

% Detection
3 and
> Response
8 Nnhanced
2 Workload and
= Server
(:’—,) Protection
m Endpoint
(@) Foundat\on Detection &
= Response
%)
o /Enhanced
o Endpoint and
c Basic Endpoint ~ Server
_ and Server Protection
Protection

Increasing Security and Resilience Ti‘elll)(



I
J Endpoint Security Solution Reference Architecture

Trellix Insights

End User Devices e Trellix ENS
o Trellix EDR _ _ ; :
. Trellly Forencice Event Reporting Trellix Intelligence - TrelUx oo
I I ﬁ « Trellix Policy Auditor _ Content Updates * Trellix

—_— * Trellix DLP/DE/DC = ("il lmeiitgemce as
e Trellix TIE Reputation Checksk a Service
o Trellix IS g o Trellix pGTl

Mobile Devices lmtegeﬂce
. . Feeds

* Trellix Mobile Event Reporting

| D Response Actions Trellix Sec Ops i
Policy Updates 000 eDO/XCongo\e
s Trellix Insights o ‘ l'l]l! » Trellix XDR
reat Alerts > e Third pamy

* Trellix ENS for Servers

A

A

Server and Workload » Trellix EDR Forensics Data )
Security « Trellix Forensics g
 Trellix Policy Auditor Event Reporting Health Watch
1F i b * Trellix Application Control - Data
| | =" &.] * Trellix Cloud Workload
. EGCHW% . Trellix Services
reflix * Assessments
e Trellix 1S Health Watch Data= v ; Trair‘ﬂgg _
; * Health Checks
Operational . . lﬂ! e Health Watch
Technology » Trellix Insights Event Reporting
» Trellix ENS >

Trellix Device Control
Trellix Application Control

S Ed©
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