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The typical SOC environment

Too many alerts: Too many ignored alerts: Too many tools:

10Kk 35% 85

Average number of
security tools in use

Typical company's Alerts that are
daily alerts ignored

Lack of visibility: Lack of fast responses: Slow triage:

30min

99days

Average time to
discover a breach

32days

Average time to respond
to a breach

Average time to triage
a single alert

TrelhiX



And SOCs struggle to keep up with threat landscape

Siloed toolsthat Limited org resources Too many alertsand Expensive
don't work together and expertise missed threats infrastructure
Fragmented visibility Over-workedteams Alert fatigueand Costlytomaintain
and control and insufficient high-risk exposure and operate
threatcoverage

Result = Increased Risk to the Organization

TrelhiX




XDR Market Dynamics

XDR represents an evolutionary convergence EPP/EDR/NDR/AV as well as SIEM/SOAR

capabilitiesto offer better threat intelligence, detection, response and remediation

LogMgt. SIEM  SOAR
"\

e

O O \ / O Data Security/DLP

- O Email

O Network + FW

\-—O Others

» Focus: Threat Detection,
Investigationand Response

» Broad telemetry sources

* Integrated, automated response actions

* Turnkey—OOTB detectionsand
response

« Open/Native XDR

EPP/EDR
EDRConvergence

>
<
Z
O
>
<
m
U
¢
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XDR - Merges Controls, Control Management and Sec Ops Capability

Gartner's Point of view

XDR Front End (Sources) XDR Back End (Processing)
A3 K4 - 1 P
TIT [ﬂ] ( 2 } T
NDR

(]

EPP/EDR DLP Cloud Data Automatio
m Delivered Lake n
M & &
r
SEG CWPP CASB o, </> T+L
(o] + Threat APIs Orchestrati
1 Intelligenc on
SWG UEM 1AM ©
s
== l I /O “H
i Advanced Incident Response
Firewall Analytics Investigations Workflows

Gartner XDR Market Guide 2021

B Native Trellix Capability

B Partner Opportunity

TrelhiX



ATT&CK Matrix for Enterprise

Initial Access
Exploit Public-
Facing...

External Remote
Services
Phishing

Valid Accounts

Cloud Accounts

Compromise

Hardware Suppl...

Compromise
Software...

Compromise

Software Supply...

Default Accounts

Domain Accounts

Drive-by
Compromise

Hardware
Additions

Execution

PowerShell

Scheduled Task

Service Execution

Shared Modules

System Services

Unix Shell

Windows

Management...

AppleScript

At (Linux)

At (Windows)

Command and

Scripting...

Command-Line
Interface

Actor — MITRE ATT&CK Matrix

Persistence

Account
Manipulation

Domain Account
External Remote
Services
Scheduled Task

Valid Accounts

.bash_profile and
.bashrc

Accessibility Features

Add Office 365

Global Administrat...

Add-ins

Additional Azure

Service Principal...

Additional Cloud
Credentials

AppCert DLLs

Privilege

Escalation

Bypass User
Account Control

Dynamic-link
Library Injection

Exploitation for
Privilege Escalation

Process Injection

Scheduled Task

Valid Accounts

.bash_profile and
.bashrc

Abuse Elevation
Control Mechanism

Access Token
Manipulation

Accessibility
Features

AppCert DLLs

Appinit DLLs

Defense

Evasion

Bypass User
Account Control

Compile After
Delivery

Deobfuscate/Deco
Files or...

Disable or Modify
Tools

Dynamic-link
Library Injection

File and Directory
Permissions...

Linux and Mac File
and Directory...

Masquerading
Modify Registry
Obfuscated Files
or Information

Process Injection

Valid Accounts

Credential

Access

Credentials from
Password Stores

Credentials from
Web Browsers

Credentials in
Registry

/etc/passwd and
/etc/shadow

ARP Cache
Poisoning

AS-REP Roasting

Bash History

Brute Force

Cached Domain
Credentials

Cloud Instance
Metadata API

Credential API
Hooking

Credential
Dumping

Discovery

Account
Discovery

Domain Account

Domain Groups

Domain Trust
Discovery

File and
Directory...

Process
Discovery

Remote System
Discovery

System
Information...

System Network
Configuration...

Application
Window...

Browser
Bookmark...

Cloud Account

Lateral

Movement

Remote Desktop
Protocol

Taint Shared
Content

Application Access
Token

Component Object
Model and...

Distributed
Component Obje...

Exploitation of
Remote Services

Internal
Spearphishing

Lateral Tool
Transfer
Logon Scripts
Pass the Hash

Pass the Ticket

RDP Hijacking

Collection

Archive Collected
Data

Automated
Collection

Screen Capture

Archive via
Custom Method

Archive via
Library

Archive via Utility

ARP Cache
Poisoning

Audio Capture

Clipboard Data

Confluence

Credential API

Hooking

Data from Cloud
Storage Object

Command and

Control

Application Layer
Protocol

Commonly Used
Port

Ingress Tool
Transfer

Multi-hop Proxy

Web Protocols

Asymmetric
Cryptography

Bidirectional
Communication

Communication
Through...
Connection Proxy
Data Encoding

Data Obfuscation

Dead Drop
Resolver

Exfiltration

Automated
Exfiltration

Exfiltration Over
Alternative Protocol

Exfiltration to Cloud
Storage

Data Transfer Size
Limits

Exfiltration Over
Asymmetric...

Exfiltration Over
Bluetooth

Exfiltration Over C2
Channel

Exfiltration Over
Command and...

Exfiltration Over
Other Network...

Exfiltration Over
Physical Medium

Exfiltration Over
Symmetric...

Exfiltration Over

Unencrypted/Obfu...

Impact

Data
Encrypted...

Inhibit
System...

Service Stop

Account
Access...

Application
Exhaustion...

Application
or System...

Data
Destruction

Data
Manipulation

Defacement

Direct
Network...

Disk Content
Wipe

Disk
Structure...
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Welcome to your Dashboard, Tanj

There are 3,211 threats. 2 of them must be reviewed as soon as possible and 346 recommended to be reviewed proactively. Learn More & Show: Past 7 Days v

Top 6 Threats @ View All 144 Threats Threats: All v Status: Open v Assignee: All v Tags: All v Show: Past 7 Days v Total Risk Score ® Show: Past 7 Days v

Threat Name, Type and Risk Score Status Assignee Affected Assets Tags

CORRELATIONS | ID: 748501 | DETECTED AT: 2023-10-19T15:38:00.373932Z

O m

Command and Control(+8) tactic(s) using Bypass User Account Control(+18) | ... gpen
technique(s) with local.infection(+10) malware(s) detected, but not blocked @

Command and Control(+8) tactic(s) using Bypass User Account Control(+18) technique(s) with local.infection(+10) - Unassigned
malware(s) detected, but not blocked on 318171-demo.user1ce41b5c-Marketing asset(s) by Network Security...

CORRELATIONS | ID: 749686 | DETECTED AT: 2023-10-20T16:02:3...
. . - Open — Unassigned
Command and Control(+8) tactic(s) using Bypass User Account ... * e

1017 1018 10-19 1020 1021 10:22
CORRELATIONS | ID: 751506 | DETECTED AT: 2023-10-23T04:01:3..

Command and Control(+7) tactic(s) using Bypass User Account ... — Unassigned
Assigned Threats :

CORRELATIONS | ID: 749684 | DETECTED AT: 2023-10-20T16:01:5... d Threats: All Threats v Show: Past7D... wv
q . — Unassigne
Command and Control(+6) tactic(s) using Bypass User Account ... g

CORRELATIONS | ID: 750617 | DETECTED AT: 2023-10-21T722:01:2...

Command and Control(+6) tactic(s) using Bypass User Account ... = Uiz

CORRELATIONS | ID: 751505 | DETECTED AT: 2023-10-23T04:01:2..

Command and Control(+4) tactic(s) using Ingress Tool Transfer(... " Open =UlEsjEiEd

Threat Intel Matches ©

MITRE ATT&CK Matrix © Focused View m Show: Past7Days v &

Privilege Defense Credential Lateral Command and

Initial Access . - = 5
Execution (6) Discovery (1) Movement (2) Collection (2) Exfiltration (1) Control (4) Impact (1)

2) Escalation (3) Evasion (7) Access (2)
© Phishing © Malicious © Bypass User © Bypass User © Brute Force © Query © Remote © Datafrom © Data © DNS © Resource 1
File Account Account Registry Services Cloud Transfer Size Hijacking

Control Control Storage Limits
© spearphishing © Two-Factor Object © Ingress Tool

Attachment Native API Authentication © SMB/Windows Transfer Malware
© Process Modify Cloud Interception Admin Shares
Hollowing Compute © Email MITRE ATT&CK™ Riahvae
PowerShell s Collection Proxy Query Regis...

Ingress Tool...

© Thread Local Miscellaneo...

System Storage Modify
Services Registry

Windows Eracesy Trel I I X

Web
Protocols




(@ Back to Installed Connections ‘

Add Connection (123 Available)

Search connections Q

Jump to Category:

Active Directory (1)
Asset Sharing (2)

CASB (7)

Cloud (2)

Cloud Infrastructure (10)
Cloud Security (26)
Cloud Storage (6)

Cloud Infrastructure

DNS (4)

Disaster Recovery (1)
Email (4)

Endpoint (1)

Endpoint Security (12)
Forwarding (3)

Fraud Detection (2)

General (6)

Identity and access management (3)
Intel (6)

Logs Collectors (1)

Mobile Security (4)

Network Security (10)

Office (6)

id Storage

Phishing (1)
SIEM (3)
Security Training (1)

Vulnerability Management (1)

w3 A e s sicsen Coren ta ke
B oo cous omecstoraee serice AWS VP Flow Loss AN CloudWatch Grhub Webhook

Intelligent Virtual Execution Cloud for AWS 53 Virtual Execution Cloud for Micraset Sharepsint.

Google Cloud Artifactory r Mulesoft

. Asset Discavery Trelix ePolicy Orchestrator (EPD)

Cloud Security

. AVES DNS Firewall . Amazon Veriied Access . AWS CloudTrail
. VS GuardDuty AWS Security Hub Agentiess Device Security E Autho Log Stream

ey Al Logs Gl Emat = = P —

n Extrabop Reveallx) Juniper Mist Lastpass Events Report m Mahuarebytes Nebula oint

Trellox MVISION ECR

€5¢ Giobal Domaln Manager . Cisca Umbrella . Cisco Urnbrella 53 . Cloudriare Logs 55

[B) ©ucerencer ravorzons Audit Logs Searchlight

ook Meta Workplace Microsoft Graph 4 Prisma Cloud iy serincione s
Endpoint Security
Talon Logs Tenable Aucit Logs & Trollx 1AM Audit Repart
g oo O — - Ciso A Events Byl comeanaron

Cloudisory Zscaler Cloudss
iy comseraen Endocint Priviene Managsr ) i oo s [ Rt
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= TrelixX  xor - Rules

Rules

Create and manage rules to compare specific conditions against your live data stream. Rules are used to match events against queries and thresholds, and to then generate alerts on those matches. Trellix provides a set of rules that are constantly being added
and improved. You can also define your own set of rules based on your own detection strategy. Learn More (!

Collapse Widgets
Rule Coverage(Enabled Trellix Rules, Past 24 Hours) £ Rule Coverage Trend(Enabled Trellix Rules, Past 14 Days) )

Class/Field Recommendations Impacted Rules 100%

class:analytics* has(application) has(auth_success) has(severity) a4 80%
metaclass:windows has(eventid) has(msg) 43 60%
((class:fireeye_hx_ioc has(assets.properties.os) has(eventtype)) or (metaclass:win... 43 40%
((class:fireeye_hx_ioc has(assets.properties.os) has(eventtype)) or (metaclass:win... 29 20% I I I I I I I I I I I I I I
metaclass:windows has(eventid) 26 0%
Trellix Rules Customer Rules RESET ALL FILTERS
Risk Name Rule Pack Distinguishers Query Tags Status Assertions Dependencies Alerting (= Tuned Security Orc... Created At N
all ~ Intel Match v Search | Search Search Al ~ All v Al ~ All v All v 0 All v
TRELLIX INTEL HIT [Ema...
D: 1.1 3')‘2“ Hud Intel Match intelmatchvalue class=intel_hit NOT intelmatchcl...  intel.indicator,email md-action  Enabled o No on Yes No 0 2023-05-24 23:17 U... H
HIGH :1.1.3925
TRELLIX INTEL HIT [Ema
seee o Intel Match intelmatchvalue class=intel_hit NOT intelmatchel...  intel,indicator,email.md-info Enabled 0 No on Yes No 0 2023-05-24 23:17 U... i
MEDIUM 1D: 1.1.3924
NTEL HIT [ 5
ssse IT;_H“;Q'Q‘a ELHIT[Ema.. | ol Match intelmatchvalue class=intel_hit NOT intelmatchcl... ~ intelindicator.emailmd-info Enabled 0 No on Yes No 0 2023-05-24 23117 U H
MEDIUM Rl IE
sees IT;E:?';;;;EL HITEMA... el Match intelmatchvalue class=intel_hit NOT intelmatchcl...  intel,indicator,email.md-info Enabled 0 No on Yes No 0 2023-05-24 23:17 U... i
Low Bl
TRELLIX INTEL HIT [IP -
:«‘-»: * 1D: 1.1.3921 Intel Match intel_matches.value class=intel_hit NOT intelmatchcl...  intel.indicator.ip,md-action Enabled 0 No i Yes No 0 2023-05-24 23117 U, 1
seee TRELLIX INTEL HIT [IP - ...
Intel Match intel_matches.value class=intel_hit NOT intelmatchcl... intelindicator,ip,md-info Enabled o No off Yes No 1] 2023-05-24 2317 U.
MEDIUM ID: 1.1.3920
seee LRl 11 Intel Match intel_matches.value class=intel_hit NOT intelmatchcl...  intel,indicator,ip,md-info Enabled 0 No off Yes No 0 2023-05-24 23:17 U...
MEDIUM 1D:1.1.3919
TRELLIX INTEL HIT [IP - .
1D: 1.1.3918 Intel Match intel_matches.value class=intel_hit NOT intelmatchcl...  intelindicator.ip.md-info Enabled 0 No off Yes No ] 2023-05-24 23:17 U... H
TRELLIX INTEL HIT [URL ..
';" 1D:1.1.3917 . Intel Match intelmatchvalue class=intel_hit NOT intelmatchcl...  intel.indicator,url, md-action Enabled o No on Yes No 0 2023-05-24 23:17 U...
HIGH Al
TRELLIX INTEL HIT [URL ..
seee Intel Match intelmatchvalue class=intel_hit NOT intelmatchcl...  intelindicator,url,md-info Enabled [1} No on Yes No 0 2023-05-24 23117 U...
MEDIUM ID: 1.1.3916
TRELLIX INTEL HIT [URL .. .
esen ! : Intel Match intelmatchvalue class=intel_hit NOT intelmatchcl...  intel,indicator,url,md-info Enabled 0 No on Yes No 0 2023-05-24 23:17 U...

MEDIUM ID: 1.1.3915




INDEX SEARCH v class=mcafee_epo
History v Favorites v Syntax Help

3 PAST24HOURSv CB:ALL v Saveas v

H Search Results LOCAL:2023-10-23T17:16:55+02:00 UTC:2023-10-23T15:16:55Z

List View v

Viewing 1-10 of at least 357 results in 0.35 seconds @

®2023-10-23 13:37:51 UTC +~ rawmsghostname: helix-mcafee_epo-macvaljpeyod... . class: mcafee epo «

agentip: 10.40.137.81 ~  agentversion: 10.7.0.5828 .. category: ops.update.end .  detect _ruleids: 1.1.3737 «  detect_rulematches: [{"confidence":"medium","distin...

action: none +  agent: endp_gs 1070 + agenthostname: 648344-ahaque-ACCOUNTING +  agentid: 1d5503a8-715d-11ee-0f81-0050...
detect_rulenames: trellix mvision [<%= category %>] v detectedtime: 2023-10-23T13:04:14.000Z «  dstipv4: 10.40.137.81 v  event_epoch: {"day":23,"epochtime_field":"eve... eventid: 60526d64-6cda-45e8-beb8-50ac... v eventreceivedtime: 2023-10-23T13:33:25.776Z v  eventtime: 2023-10-23T13:33:25.776Z +

eventtype: mvevents v malwarename: _ v malwaretype: metaclass: cloud ~ node: 1\1359587\1359588\1436997 +  product: trellix endpoint security v result: handled v  severity:6 ~  srcipv4: 10.40.137.81 «  uuid: f153c3e7-8eed-4803-b305-b6e1... «

®2023-10-23 13:31:51 UTC +~ rawmsghostname: helix-mcafee_epo-macvaljpeyod... « class: mcafee_epo «

action: none «  agent:endp_gs 1070 « agenthostname: 455433-gwoo-FINANCE .  agentid: 8f571caf-2ad3-46af-afd9-ecOdbb... ~  agentip: 10.40.144.114 .  agentversion: 10.7.0.6149 . category: ops.update.end ..  detect_ruleids: 1.1.3737 «  detect_rulematches: [{"confidence":"medium","distin...
detect_rulenames: trellix mvision [<%= category %>] + detectedtime: 2023-10-23T12:24:33.000Z «~ dstipv4: 10.40.144.114 ~  event epoch: {"day":23,"epochtime_field""eve... eventid: c4e4149b-f2dd-4580-9bd9-c9fbb... ~ eventreceivedtime: 2023-10-23T13:18:59.346Z eventtime: 2023-10-23T13:18:59.346Z

srcipv4: 10.40.144.114 «  yuid: a8e8305a-4540-48b7-849a-b175... +

node: 1\1359587\1434673 «  product: trellix endpoint security «  result: handled ©  severity:6 «

eventtype: mvevents «  malwarename: _ v malwaretype: metaclass: cloud +

©2023-10-2313:31:51 UTC v rawmsghostname: helix-mcafee_epo-macvaljpeyod... « class: mcafee_epo «

action: none «  agent:endp_gs 1070 ~ agenthostname: 466732-atanhuiqgi-FINANCE ..  agentid: 4c598b96-a142-4767-8973-f3a5.. . agentip: 10.40.110.106 ~ agentversion: 10.7.0.6149 .  category: ops.update.end .. detect ruleids: 1.13737 .  detect_rulematches: [{"confidence":"medium","distin...
detect_rulenames: trellix mvision [<%= category %>] ~ detectedtime: 2023-10-23T12:21:33.000Z +~  dstipv4: 10.40.110.106 +~ event epoch: {"day™:23,"epochtime_field""eve... eventid: fc68b73c-3e83-47ec-953c-02665... + eventreceivedtime: 2023-10-23T13:03:54.848Z eventtime: 2023-10-23T13:03:54.849Z

srcipv4: 10.40.110.106 «  wuid: e6c5cbca-8539-4c79-8dbc-f3ec8...

node: 1\1359587\1434673 «  product: trellix endpoint security «  result: handled «  severity: 6 -

eventtype: mvevents v malwarename: _ ~ malwaretype: metaclass: cloud

©2023-10-23 11:40:51 UTC v rawmsghostname: helix-mcafee_epo-macvaljpeyod... . class: mcafee_epo «

action: none «  agent:endp_gs 1070 « agenthostname: victim1-win10 «  agentid: 21bb3c66-1ce7-11ee-0ada-0050... + agentip: 10.1.0.100 ~  agentversion: 10.7.0.6149  category: ops.update.end . detect ruleids: 1.1.3737 «  detect_rulematches: [{"confidence":"medium®","distin...
detect_rulenames: trellix mvision [<%= category %>] ~ detectedtime: 2023-10-23T11:37:55.000Z «  dstipv4: 10.1.0.100 «  event epoch: {"day":23,"epochtime_field":"eve... eventid: 281b0c46-ce8c-4c53-b6c9-b2e35... ©  eventreceivedtime: 2023-10-23711:38:49.279Z . eventtime: 2023-10-23T711:38:49.279Z +

eventtype: mvevents v malwarename: _ ~ malwaretype: metaclass: cloud + node: 1\1359587\1434681 +  product: trellix endpoint security ~  result: handled «  severity:6 ~  srcipv4: 10.1.0.100 v  uuid: 180751ac-d04f-4d3b-b500-e8a7... ~
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() SECURITY ORCHESTRATOR

== Dashboard

@ cases

All Activity

Configure

Adapters
Tables

Tags

Scripts
& Types
Manage Content
¥ Packages
i Plugins
System
Wl Status

‘& Users & Groups

Playbooks

ALL LOCAL (0) PACKAGED (7) Q Sort by name (asc.) ¢

(] . -
.9 Cloud IAM Credential Mis-use 1.2.22 Auto E‘

B Helix AWS Guar... Updated 05/23/2022 by

® Cloud Resource Mis-Use 1.4.3 Auto

- -]
(5] Playbook to detect Cloud Resource Misuse

B Helix AWS Cloud... Updated 05/23/2022 by

.EB MS Graph API Revoke Access 1.2.24 Auto E‘

Y Helix Ingest MS... Updated 05/23/2022 by

- Self Starter Sample Playbook 1 1.0.0 Self Starter Learn E‘
© Sample self starter playbook which generates random score & risk rating for provided IP Address and creates an entry in table if score is greater than 50. This Security Orchestrator playbook showcases use of device commands, user input and storing data in table
Updated 05/23/2022 by @

«® Self Starter Sample Playbook 2 1.0.1 Auto

Self Starter Learn E‘
Sample self starter playbook which gets messages via interval adapter which contains origin ip. If origin ip is present in table no generation of score is required, else score will be generated. This Security Orchestrator playbook showcases use of adapter, sub-playbook(invoking another playbook from playbook) and retri...

B Self Starter Sam... Updated 05/23/2022 by @

-? Self Starter Sample Playbook 3 1.0.0 Self Starter Learn E‘
Sample self starter playbook which checks status of host, if alive then gets alert messages. Finds the http status codes in alert messages by using script and if http status code is equal to 200, it checks for IP Score & stores it in table(if score > 50). This Security Orchestrator playbook uses device commands, scripts, forms,...
Updated 05/23/2022 by @
®» Self Starter Sample Playbook 4 1.0.0

Self Starter Learn E‘
@ Sample self starter playbook which checks status of host, if alive then gets alert messages. Finds the http status codes in alert messages by using script and if http status code equals 200, it checks for IP Score & stores it in table(if score > 50). If http status code is not 200, asks user if IP Score is to be checked, if yes then I...

Updated 05/23/2022 by @
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Plugins

INSTALLED (5) MARKET (209)

AbuselPDB 3.1.0
AbuselPDB provides a free API for
reporting and checking IP addresses

Amazon IAM Plug-in 1.0.1
AWS Identity and Access Management
(IAM) enables you to manage access to

Any Run 1.0.0
Any Run is a cloud-based malware
analysis platform that provides a safe

BlacklistMaster Plug-in 1.1.1
BlacklistMaster is a blacklist monitoring
service to enrich IP addresses

Cherwell Plug-in 2.3.0

Alexa AWIS 2.0.7
Alexa is a Web traffic information,
metrics and analytics provider that

Amazon Lambda Plug-in 1.0.0
AWS Lambda is a serverless compute
service that runs your code in respon

AOL Moloch Plug-in 1.03
Moloch is a large scale, open-source, full
packet capturing, indexing, a

BMC Remedy Ars 1.0.2
BMC Remedy ITSM is industry-leading,
next-gen service management that tr

Cisco AMP Plug-in 1.0.3

AlienVault OTX 2.0.0
AlienVault Open Threat Exchange (OTX) is
the world’s largest open threat

Amazon S3 Plug-in 3.2.1
Amazon Simple Storage Service is a
simple web services interface that yo

Apache Kafka Plug-in 2.2.1
Apache Kafka is a distributed streaming
platform capable of handling tri

BMC Remedy Plug-in 2.0.4
BMC remedy is a ticketing tool. This plug-
in helps to automate BMC Remed

Cisco ASA Plug-in 2.0.3

Amazon Athena Plug-in 1.0.1
Amazon Athena is an interactive query
service to analyze data in Amazon

Amazon SNS Plug-in 1.0.2
Amazon Simple Naotification Service (SNS)
is a flexible, fully managed pu

Apility.io Plug-in 2.0.1
Apility.io offers an extremely simple and
minimalistic REST-style API to

Broadcom/Symantec Data... 1.0.1
Broadcom's Symantec Data Loss
Prevention enables users to integrate inci

Cisco ESA (Ironport) Async... 1.0.1

Amazon CloudTrail Plug-in 1.0.3
AWS CloudTrail is a service that enables
governance, compliance, operati

Amazon VPC Plug-in 1.0.3
Amazon Virtual Private Cloud (Amazon
VPCQ) lets you provision a logically

Atlassian Jira Plug-in 3.0.1
Atlassian JIRA is an issue tracking and
project management platform. Thi

Broadcom/Symantec Secu... 1.0.9
Get complete security visibility, advanced
network traffic analysis, and

Cisco Firepower Plug-in 1.1.2

Amazon EC2 Plug-in 2.1.3
Amazon Elastic Compute Cloud (Amazon
EC2) is a web service that provides

Amazon WAF Plug-in 1.0.2
AWS WAF is a web application firewall
that helps protect your web applic

Axonious Plug-in 2.0.1
Axonius is an asset management
solution for cybersecurity. &nbsp;This pl

Censys Plug-in 2.0.2
Censys is a platform that helps
information security practitioners disco

Cisco 10S Plug-in 2.1.4

Sort by name (asc.)

Amazon Guard Duty Plug-in 1.0.4
Amazon GuardDuty plugin monitors the
security of your AWS environment by

Anomali ThreatStream Pl... 1.9.0
Anomali ThreatStream collects, curates
and provides threat intelligence

Best Practical Request Tra... 1.1.1
Best Practical Request Tracker (RT), the
open-source enterprise-grade is

CheckPoint Management 1.0.0
It read information and send commands
to the Check Point management serv

Cisco ISE Plug-in 1.0.0
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Safe Harbor
Statement
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Thisslidedeck mayinclude roadmap information,
projectionsor otherinformationthat might be
considered forward-looking. While these forward-
looking statements represent our current
judgmenton what the future holds,theyare
subjecttorisksand uncertaintiesthat could cause
actual resultsto differ.r
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Trellix Unified Security Stack

T McAfee

_ — D = -

O o >

M-ESM SIEM

F-Helix Threat
Detection

F-FireEye Security
Orchestrator

M-EDR

M-ENS (EPP)

Unified Endpoint I—}

F-EDR + Forensics

Data Protection

Email

Network

App Control

Cloud Posture
Management

Cloud Workload
Security
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O 0O X
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SOC Personas and Workflows ===iis

* Setups Tasks/Playbooks
* Tunealerts/managerules

Real-time

Correlation L1: AlertM t
Engine SOCWorkflbw —> & i JUC-
Users & =]

* Monitoralerts
Cloud O —

* Identify TP/FPalerts
0g

e Enrichedalerts with context
Servers & Events
== *°]
== °°]

Security Analysts
Levell

* Acknowledgein<5mins
Incidents
Workloads

& L2: Investigation
* Assessrisksandrespond
Investigation [Grg Secu[i;x:\lrrzalysts

* Run queriesacrossthe environment

* Detemine attack origin/ impact

¢ Take action

Investigation Queries
y
/\ L3: Hunt
O — 10Cs fAnaIyr(lcs drlvtehhuntt & * Huntforunknownthreatswith deepanalytics
w and machinelearning
* |dentifynew|OCs toimprove monitoring
Intelligence Feeds Correlation Security UL CE
(TrellixInsights, Database Data Lake

others)

locs TrelhiX



XConsole New Unified Apps

Common apps across Unified Endpointand XDR

Alerting
* Prioritized alerts

« Automatically enriched
* Designedfor SOC (multi-monitoretc))
« Autorespond/Clicktorespond

Search and Forensics
« Searchacrossdatalakes

* Threatinteland enrichmentintegration
» Saved queriesandthreatrulecreation

* Endpointdataretrieval

rules
* Importfrom standard formats

Rule Management
« Create monitoring, mitigation andwhitelist

Integrations Hub

» Clicktointegratedifferentsources(data
ingest, enrichment, workflow, response,
custom)

» Createtasks per integration automatically

Tasks and Playbooks

* Low codeactions

* Create customtasks

+ Combinetasksinto playbooks

* Integrateactionsintoalertsandrules

Case Management

» Collaboration space

« Assign actionsto colleagues

* Integrateandcreatethird party cases

Integrated Workflows Between Apps

TrelhiX



ing activity attributed to campalgn APT 28 ©

raly and Credential harves t ed...

Which assets are affected?

Compromised device from Miami, FL, USA

BanmeSm thExen:23 Y l ’
Worlkstation ’ a s

@Wm Included -

S — | ® I ® l
RESPOMNSES TAKEN RESPONSES TA De a I e I s
d the domain and 10 respon

IN308 04 assignedto Kyle and closed on 6/

TrelliX



= Trelx
Alerts

v

 Time Range:Last7 Days v O Assignes

Alert Created

0 Severity

10 CRIT
3:22 AM PT

11:45:32 PM PT

86/ CRIT
55:28 PM P

75( HIGH
30:17 AM PT

73 HiGH

02:10:49 AM PT

70 HIGH
£:20 PM P

15:03 PM PT

08AZSE PM P!

27:41 AM T

XConsole - Alerts

Me, Unassigned v (' Status: New v

Alert Name

Spearphishing G Attributed To Campaign APT 28
Unauthorized Access Arcsmpe

Malware Infiltration Detected

Critical System Breach Alert

Unauthorized Access Warning

High Risk Malware Detection Alert

Potential Da :..'nk‘.‘.'dl'mng
Suspicious Network Activity Alert

ork Activity Detected

Unusual Login Activity Detected Alert

Drill-down summary—»

Assigned To Status Generated By

2 Unassigned Trellix

B4

98 | @ Spearphishing activity

100 shishing activity related to !

©> campaign APT28
CRITICAL

Alert Timeline Respond

How was the alert triggered?

9 alerts triggered in these sources

5 2

& Qo

Earliest technique in the ATT&CK sequence

MITRE ATT&CK
Initial Access TAODO1 F

© | 98 criT ) Risk Score Details

Recent Activity
Martin Binetti quarantined 2 devices on 06/15/2023 02:30:05 PM
Martin Binetti added 1 alert on 06/15/2023 02:30:05 PM

Martin Binetti added note on 06/15/2023 02:30:05 PM

Showing 25 out of 3000 results

Data Sources Intel  Tags &

© © art2s

related to APT 28 campaign

nvolving €2 and Credential harvesting

Which assets are affected?

View Timeline > 43 affected assets View Assets

S

Containment status

ASSIGNEE

STATUS
New

MITRE ATT&CK

Sandbox MITRE

What actions should | take?

Recommended actions

Quarantine Device

Quarantine Malicious File

Related Activity

History Notes

View Actions >

Q)  BonnieSmithExec23

notepod.exe

Block Suspicious Domain 000.00.00.00

Remave Email Fram All Inboxes Email

Block Proxy Redirection Email

TrelliX




XConsole - + Alert Details

98 | @ Spearphishing activity related to APT 28 campaign <

100 iphishin

© campaign apT28
CRITICAL

Summary

Select All

06/17/2022 03:12:08 PM PT

06/17/2022 03:12:08 PM PT

37( MeD

06/17/2022 03:12:08 PM PT

42( mep

& Timeline

Spearphishin
vith spe

BonnieSmithExec23

Endpoint: Fil¢

BonnieSmithExec2

Endpoint: Po

Downloaded word.€
performs PowerShe

Response options——

ASSIGNEE STATUS
New

MITRE ATT&CK BN

t————Timeline view

= Trelix XConsole - Alerts -+ Alert Details

ASSIGNEE

Sirius Black v

98 | @ Spearphishing activity related to APT 28 campaign 2 .

hing activity related to Af involving C 5 rvesting fect

100

sTaTUS
New

MITRE ATT&CK BN |

© campaign apT28
CRITICAL

Summary Alert Timeline Responc Intel Sandbox MITRE Related Activity

Recommended Actions Task & Automation L Preventative Measures

Artifacts Tags Integration Category

uarantine Device onnieSmithExec2 ontainmen mail Security
D (=0-* thExec23 cont ¢ Email Security

Quarantine Malicious File notepod.exe Email Security

Block Suspicious Doma 000.00.00.00 Email Security

Remove Email From All Inboxes Trellix Email Email Security

Block Proxy Redirection Email Trellix Emai Email Security

Create ticket in Jira JIRA-ABC Ticketing System

Arcsight Investigation JIRA-ABC Arcsight Investiga

~ History Notes

Showing 8 out of 8 results




Case Management

= Trelix XConsole - Cases

Cases

manage, and assign cases to track Investigation and Response actions.

Y Filter

C' Assignee: Me, Unassigned ~  C' Status:Open ~  C' Time Filter: This Month ~
(m] Severity |, Case Name Assigned To T

Employee Reporting Possible Malware

: Kyle Steffan Open

Phishing Attachment Received By C-Level

: Kyle Steffan Open

Possible Privilege Escalation
Kyle Steffan

Suspected RAT

Tz Kyle Steffan

Unusual Behavior On Window Startup

D Kyle Steffan Open

Suspicious Attachment With Endpoint Activity

: Kyle Steffan

Case detajlg——p

ID: 34471

e Case list

Employee reporting possible malware #

Possible m: running on endpoint. Employee reporting s

error messag

MEDIUM © Malware

Summary Case Timeline Respond

Key Milestones

Case Created 05/18/2023 03:52:08 PM

Kyle Steffan

1hr, 14 min ELA I

Last Updated 05/18/2023 05:06:00 PM

Hans Zimmer
T2 Analyst

Added 19 search results

Estimated 1 hr, 5 min
Time Spent

Recent Activity

Hanz Zimmer added 19 search results on 05/18/2023 5:06:00 PM PT

Kyle Steffan created case on 05/18/2023 3:52:08 PM PT

erformance and unusual

Case Contains
Data Sources

Alerts

Assets

Tasks & Automations
Search Results

Notes

Related Cases

SEVERITY ASSIGNEE STATUS

Medium Kyle v Open

MITRE ATT&CK

Intel Sandbox MITRE Related Activity History Notes

Case Summary

Lorem Ipsum is simply dummy text of the printing and
typesetting industry. Lorem Ipsum is simply dummy text of the
printing and typesetting industry. Lorem Ipsum is simply dummy
text of the printing and typesetting industry.Lorem Ipsum is
simply dummy text of the printing and typesetting industry.
Lorem Ipsum is simply dummy text of the printing and
typesetting industry.Lorem Ipsum is simply dummy text of the
printing and typesetting industry




Case Management

= Trelhx XConsole - Cases - Case Details

| @im) ®© Employee reporting possible malware =z

Summary Case Timeline Respond

Y Filter

C' Entries : Alerts, Manual Entries, +3 Alerts: All ~

O select All

05/18/2023 03:52:08 PM PT

05/19/2023 07:25:10 PM PT

05/19/2023 07:50:08 PM PT

@
~

B \’;;
N

Medium

Intel Sandbox

06:30

O® | «Wbmw

& Timeline 3 Relationship

Case Created

Created By: Kyle Steffan

Windows log event 624 from Harold's device

Manual Entry
Created By: Kyle Steffan

Xyz.exe

User Account Created:

New account Name:harold
New Account ID:ELM/harold
Caller User Name:administrator
Caller Domain:ELM

more...

19 search results
Process: Powershell.exe, Process Id, Original Name..

Added By: Jamie Stein

MITRE

ASSIGNEE STATUS
Kyle v | Open

G Case Timeline

Related Activity History

‘ View v H Actions v | + Add Entry

e Manual entry

+—————Add datafrom
other apps

TrelliX




Rule Management

Tre"lx XCON £S5 Global Link Global Link Q o Q

Rules

Create and manage rules which match events against queries and then generate alerts to match. T

Trellix XCON E RU Global Link Global Link

T i Create Custom Rule

C Type:All v C Origin:All v C Status:Enabled v

Definition Settings

Name
Enable Rule u

Attack - Possible DDoS Against Single Host - TCP - Flow

Rule Name Origin

Detect Abnormal Content Creation ) Trellix

Select Task or Automation

Detect Deletion Of Backup Catalog Using WBAD Trellix Description (Optional) Trellix: Quarantine Device

Recon Events From A Local Host Custom Assign Tags
Severity D .

Detect Unauthorized Access Of SAM Database F Custom Critical

Oobos @ ©attack @

Detect Unauthorized Access Of SAM Database F Custom Type
Exclude these Lists
EDR Rule
= Search | xclude Create List +

Conditions

Detect Unauthorized Access Of SAM Database F  XDR Trellix

Detect Unauthorized Usage Of Adobe Lightroon Trellix Test IPs (27 IPs) mapsto SRC_IP

: Attack - Possible DDoS Against Single Host - TCP - Flow

IMFEO Registry Protection Trellix AND UXers (12 Users) maps to USERNAME

10s
Mission Critical (13 IPs) mapsto Select Field

deviation

event

Create/edit————> roco. = s co
[$v(n'8,$vdz‘183,SvarS,$va1'2?.$n"url9]

cardinality
stddev
: 60m




Rule Management

Trelhx CONSOLE -+ CONFIGURATION

Lists

Create and manage lists to be used as exclusions in Rules

N Filter

Type
Test Systems Systems
Systems
Systems
Network Roster IP Address
IP List IP Address
Address Catalog IP Address
Host Inventory IP Address

IP Directory IP Address

Import/Edit/Create

Global Link

Trelhx

Import List

Description (Optional)

Type

IP Address

© Invalid:0 @ Added: 789,234

108.61.217.65

134.209.96.226

142.93.78.14

142.93.98.51

162.243.108.129

165.22.28.95

172.217.8.78

172.67.218.197

173.236.169.113

173.255.250.142

178.79.164.35
2001:0db8:0000:0000:0000:0000:1428:57ab
2001:0db8:123
2001:0db8:1234:5678:90ab: cdef:0000: 0000
2001:0db8:85a3:0000:0000:8a2e:0370:7334

Global Link

Global Link

Global Link

a o @
Cancel

TrelliX




Search

Trelx XCONSOLE - SEARCH

Q Process name = Powershell.exe in {Summarys=APT 28}

C' From : 05/21/2023 22:25:00 To: 06/21/2023 22:25:00 v  C' Data Sources: All v

Showing results From:05/21/2023 22:25:00 To: 06/21/2023 22: 0. T 20% Completed found 1500 results Cancel Search ® | ‘ Run In Background [ ‘

AT re| i
Query

>t e Canguage

16:15 16:30 16:45 3 17:15 17 8e]e)

+—Query
results

Data Source Date & Time Summary Source Address Integration Tags

N Spearphishing activity attributed to campaign APT 28
05/23/2023 16:04:07 Windows 10 10.25.33.75 Trellix © apr2s8
ID: 34471  Affected Assets: 27

Spearphishing activity attributed to campaign APT 29
05/23/2023 16:34:07 pearp 8 Y paig Windows 10 10.25.33.75 © apT28

ID: 34471  Affected Assets: 27 ‘ < Sma rt

Spearphishing activity attributed to campaign APT 28 .
05/23/2023 16:40:07 pearphishing y I Windows 10 10.25.33.75 Trellix © apT28 : columns
ID: 34471  Affected Assets: 27

o _ Spearphishing activity attributed to campaign APT 28 ) )
05/23/2023 16:44:07 Windows 10 10.25.33.75 Trellix E) APT28
ID: 34471  Affected Assets: 27

~ Spearphishing activity attributed to campaign APT 28 )
05/23/2023 16:54:07 Windows 10 10.25.33.75 Trellix E) APT28
ID: 34471  Affected Assets: 27

S Spearphishing activity attributed to campaign APT 28
05/23/2023 17:04:07 Windows 10 10.25.33.75 © apT28
ID: 34471  Affected Assets: 27
Spearphishing activity attributed to campaign APT 28

ID: 34471  Affected Assets: 27

XDR Cloud 05/23/2023 17:24:07 Windows 10 10.25.33.75 Trellix © ApT28

Spearphishing activity attributed to campaign APT 28
ID: 34471  Affected Assets: 27

XDR Cloud 05/23/2023 17:34:07 Windows 10 10.25.33.75 © ApT28

~ Spearphishing activity attributed to campaign APT 28 ) )
05/23/2023 17:44:07 Windows 10 10.25.33.75 Trellix E) APT28
|D: 34471  Affected Assets: 27

TrelliX




Search

LLEDN
Search Activity Saved Searches

Y Filter o
< Search history

C status:All ¥ C Types:All v Showing 185 of 372 searches

Search Activity Status Run

W  Activity_30232 Hans Zimmer In Progress May 27, 2023 11:25
Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2, Cmd: PS C: Senior Analyst
\Powershell\Mynewscript.Ps1, Process Integrity: 4, Md5: 9b0cd17f7e8 Process: Powershell.Exe, Process Id: 1136, Original Name:
Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2, Cmd: PS C:\Powershell\Mynewscript.Ps1, Process Integrity: 4, Md5: 9b0cd17f7e8

Time Range: Last 7 Days Data Sources: EDR

Spearphishing activity attributed to campaign APT 28

Time Range: 05/21/2023 22:25:00 To 05/23/2023 19:25:00  D: Trelhx

Status=503 OR Status=504

Time Range: 05/01/2023 12:00:00 To 05/25/2023 12:00:00 Data Sources: XDR Cloud Search Activity saved Searches
Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2,

\Powershell\Mynewscript.Ps1, Process Integrity: 4, Md5: 9b0cd17f7e8 Process: Powershell.Exe, Process Id: 113

Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2, Cmd: PS C:\Powershell\Mynewscript.Ps1, Process Integrit Y Filter

Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2, Cmd: PS C:\Powershell\l

ne Range: Last 3 Days Data Sources: Helix

Class:Bluecoat_http_proxy Metaclass:File_xfer !Dstisp:["Private Ip Address Lan","<Target Corporation>"] Bytes: Name and Query Created
Time Range: Last 1 th | D: irces: XDR Cloud
sl o Activity_30232 HansZimmer  way 27, 2023 11:25
Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2, Cmd: PS C:\Powershell\Mynewscript.Ps1, Senior Analyst
Process Integrity: 4, Md5: 9b0cd17f7e8 Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2, Cmd: PS
C:\Powershell\Mynewscript.Ps1, Process Integrity: 4, Md5: 9b0cd17f7e8 Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe

Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2,
\Powershell\Mynewscript.Ps1, Process Integrity: 4, Md5: 9b0cd17f7e8 Process: Powershell.Exe, Process Id: 113

me Range: 02/21/2023 12:00:00 To 03/21/2023 12:00:00 Data Sources: Helix Time Range: Last 3 Days ~ Data Sources: EDR

Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2,

Spearphishing activity attributed to campaign APT 28 .
\Powershel\Mynewscript.Ps1, Process Integrity: 4, Md5: 9b0cd17f7e8 Process: Powershell.Exe, Process Id: 113 pearp 8 Y paig May 20, 2023 09:00

class:bluecoat_http_proxy metaclass:file_xfer !dstisp:["private ip address lan","<target corporation>"] bytes>10000000 | groupby [srcipv4,dstisp)

Time Range: 05/22/2023 19:00:00 To 05/01/2023 12:00:00

Attribute to APT 29 May 21, 2023 12:25
Product_name="Dream Crusher”

Time Range: Last 1 week Data Sources: XDR Cloud

Investigation Iron Ore May 21, 2023 11:25
Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2, Cmd: PS C:\Powershell\Mynewscript.Ps1, Pr...

Saved searches Time Range: Last 3 Days | Dsta Sources: Hellx

Alert for APT 32

May 01, 2023 14:25
503

me Range: 01/21/2023 12:00:00 To 02/21/2023 20:45:00 Da ources: XDR Cloud

Hunt MD5 File Anderson April 27, 2023 15:25
Process: Powershell.Exe, Process Id: 1136, Original Name: Powershell.Exe, Md5: 9b0cd17f7e891d4609d6c50f2, Cmd: PS C:\Powershell\Mynewscript.Ps1 TIER 1




Add New Integration ancel

Integration

Trellix XConsole

w

Available Integrations

Extend the capabilities of your SecOps enviranment, including monitoring, analysis,

T

© Features: All v & Cate;

Akamai SIEM

Monitor for suspicious activity
in your account

SIEM

AWS GuardDuty

Continuous
monitoring f

Cloud sacurity

Duo Auth

Mo your IdP fo
suspicious activity

Authentication & identity
Juniper IDP
Juniper
Wetwark Security

Microsoft Azure

Cloud Computing

Select your product

Atlasssian JIRA

Monitor for suspicious act
n your account

Ticketing

Cloud Security

Google GSuite Audit

curity
onitoring for GCP

Authentication & identity

Lacework
snitor all processes and
cations in your cloud

Cloud Security

Okta Logs

Monitor your IdP for

Authentication & Identity

triage, remediation, enrichment, and more.

AWS CloudTrail

Continuous security
monitoring S

Cloud security

Box Events

spect netwark traffic for
behavi

Data Management

Google GSuite
Admin

Showing 185 of 372 integra

AWS CloudWatch
uous s
aWS1

€o
manitoring for /

Cloud security

Cloudflare Logs

inspect network tr
signs of suspicious

security

Google Cloud

e YOUT INtEErations

Authantication & idant

Configure your 3rd party and custom integrations to ing

Microsoft 365

Cloud Computing

C' Features: All v

Palo Alto Prisma
Cloud
Manitor a nalyze secu

Cloud security

Monitorintegratiom————

Integration

AWS 53 Germany

Palo Alto Germany

C' Status:All ¥ C Category: All v

Features

Ingest

Tasking

Microsoft 365 Deutschland und
Weiterentwicklung ein Titel

Ingest

Ingest

Tasking

Ingest

Tasking

Details

Integration Name

Description

Assign Tags +

Feature Settings

0O Ingest

Description of ingestion features supported by this integration lorem ipsum dolor sut.

Enrichment

The enrichment API allows for an enhanced cybersecurity management product by providing real-time threat intelligence updates. This enables the
product to stay up-to-date with the latest threats and vulnerabilities, allowing for quicker response times and more effective threat mitigation
Additionally, the APl provides contextual information about threats, including their origin and potential impact, further enhancing Trellix XConsole's

ability to detect and respond to threats.

Tasking

Description of tasking features supported by this integration lorem ipsum dolor sut.

Unique Configuration

Category

SRR |

Showing 11 of 11 integrations

O cloud ) ops infra

© Bus boes D oLp Target

© 3p Monitor B Palo

Palo Alto

Ingest

> customer Facing

Configure

TrelliX




Benefits of XDRv2 vs XDRVI1

Tasks are now separate and can be run stand-alone from an automation
* Directlyaccesssingletaskswithoutwrappingthemin afullautomation
* Immidiate value without having to understand automations
Automation Editor
« Editautomationsweshipwith the productor create new custom automations for your use cases
« Reimaginededitorto enable low-code experience

» Limitlesspossibilityto automate mostthingsfor mature customersand power users
Custom XDR Tasks

» Buildyourown tasks using REST and Webhook

« ExtendSOARto currentlyunsupported 3rd party products yourself

Integrated workflows in Alert management & Case management
* Launchtasksand automationsdirectlyfrom an alert or case without pivoting
« Respondandremediatewiththeclickofa button

XDR internal tasks now exposed as tasks
« Allowautomationsto interact with ourown platform

» Createcases, createalerts,searchdatainthe DB, createrulesand much more...
« Extendour XDR platformvia custom automations

API
o = of

o

79\

n\?/s

TrelliX



Task Library

= Trelix

Task and Automation Library

that result fr

Automations

Type-ahead filte

3rd party tasks
from integration
hub

Categories

to: Add To Blocklist

\lto: Add Rule

to: Disable Port

ck: Get User Access Log Application

k: Get User Activity Log

ck: Pull Suspicious Admin Activity Application

Slack: Pull Suspicious User Activity

ellix Endpoint: Quarantine Device

x Endpoint: Query User Action.. Application

Not in Beta

1-250f 125

Global Link Global Link Q a @ ]

Task And Automation Monitor | | Create Automation

Sort By : Date Created Create Custom Task

Showing 10 out of 3000 results

X Quarantine Device

Collect all the nd if any malicious file found,
quarantine th ce.

® Run

Category Endpoint Security

Description

Created by @ Alan Nguyen
Last Updated On 6/17/2022 4:09:08 PM
Integration X Trellix Endpaint

Last Updated By @ Alan Nguyen

Tags

Create newautomation

Separatetablesfor
Tasksand Automations

Create customtask

Run taskad-hoc

TrelliX



XDR Custom Task

Trellix XConsole Functional Group Page > Tier 3 Page

Select Integration Method

Select one or more integrations to proceed.

O Webhook

Monitor f
count

Create Custom Task

O Email 0O Syslog
1 new custom task. Follow the steps and Save the tas .

Step 1

Add Settings

XDR Task - Rest Integration
chosen.

Wizard
Naming andtype
Authmethod

REST/WebHook
config

Setup inputs and API call

Step 2

Basic Auth chosen.

| API Endpoint
) Step3

Add Settings HTTP Method URL

Get v https://dummy.restapiexample.com/api/vi/employees

Configure

Parameters

A
A
A
A
A
A
A
PN
w

Label Type

Company Static V%

Label Type

User Dynamic v User Username you want t

Label Type Task input name Description

Name Dynamic v Remidiation This is a sample long text for description of the task

@ Add Setting

Header

Type Label

Static N Sweden

© 2022 Trellix

Note: Asimplified version of thisworkflow will be available at next release! Trelll)(




Automation Editor el

Trellix XCONSOLE -+ AUTOMATION

©

STATUS LAST SAVED

Manual analysis of a file on an endpoint 2 Disabled | v.7 02:56:03 o
Q Search

: : Version Histor!

IF  Logic Settings X y
Save New Version KEYBIND

The conditions will be run in order © Clone Selected Version KEYBIND

TRIGGERS

If any above is malicious I 0] Q Seorch

Trellix Endpoint ) UNSAVED CHANGES Draft g Rule Trigger
Collect file from...

X
u ‘ariab @ Hans Zimmer

» ;
© Add Criteria v | 055603 o0 4 Manual Trigger

@ Add Condition @ Hans Zimmer

COMPONENTS
1 | File Collected ] V.6 08:14:40 pm

@ RN «  Automations R una nOtheI’
il automation

.5 |04/22/2023 12:09:40 PM

@ Hans Zimmer lj Tasks
XDR Task
R eva m p e 4 b Get an;Iysis result for...

v.d | 04/22/2023 12:09:40 PM

‘ <> Transform SC”pt
I F |Og IC ® Wait @ ans Zimmer

20h 34m 20s
v.3 | 04/22/2023 12:09:40 Pm PATH VARIATIONS

wy Loop @ .
=~ Analysis Hans Zimmer IE

Logic
v.2 |04/22/2023 12:09:40 PM

@ Hans Zimmer D) Loop

1| Analysis complete [

.1 | 04/22/2023 12:09:40 PM

e Hans Zimmer
XDR Interna ) vis ke maiooss

XDR Task
Task d

End Branch

Terminate Automation

@ 2023 Trellix ooter Link 1 ooter Link 2 Footer Link 3

TrelliX




Alert Workflow integration

Full Library

= TrelixX | ProductTitle - Page Title

ASSIGNEE STATUS

98 | @ Spearphishing activity attributed to campaign APT 28 4 i : ) e

Spearphishing activity related to APT28 involving C2 and Credential harvesting with 4 assets affected...

gC2
100 This text can be a maximum of 2 lines MITRE ATT&CK BN [ ]

CRITICAL © campaign APT28

Summary Alert Timeline Respond Intel Sandbox MITRE Related Activity History Notes

\4

Task & Automation Library

Filteredlistfrom
tasklibrary

> Recommended Actions Actions Monitor Preventative Measures

Showing 25 out of 3000 results

Execute selected

Filteredlistfrom Tasks & Automations

task monitor

Automation Name Artifacts Integration Category

Quarantine Device

Quarantine Malicious File

Block Suspicious Domair

Remove Email From All Inboxes

Block Proxy Redirection

Create ticket in Jira

Arcsight Investigation

© 2023 Trellix

0000 -

notepod.exe

000.00.00.00

Ermnail
Ermnail
JIRA-ABC

JIRA-ABC

Trellix Email mail Security

Trellix Email mail Security

Trellix Email mail Security

Trellix Email mail Security

Trellix Email mail Security

Jira

Arcsight

Ticketing System

Investigation

oater Link 1 ooter Link 2

oater Link 3

TrelliX




Task & Automation Monitor

Trelix aobaltink  Q 0 @

© Self Starter Automation © More Options ~

Content - Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore e
aliqua. Ut enim 2 T quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo cons
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