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Speakers Intro

Who'sthat Guy

Siju Ramachandradasan Ralph Habets
Professional Services Director- EMEA Professional Services Manager - Germany

TrelhiX



TreliX Platform

SecOps/Analysts
IT/Ops
MSSPs
Endpoint Security

XConsole
@ Product Research

Threat Intelligence

Data Security

AV
Cloud Securit . o Advanced
@ Y Security Trellix .
luti Research Q Adversarial Resilience
@ Collaboration Security Solutions XDR Center
Data Science ML / Al
Network Security
Research Engineering
@ 39 Party Integrations
Services
/ Integration \
Advisory

Staff Augmentation
Managed (partner)

TrelhiX



e Pro— THESGHINDU @ . [
| businessline. |
[re ] X Discovers M '1J( r Cisco Networking Companias / Matkate 7 Porfole 7 Opinlon / Economy ® Companies ONews  Sarch ompar
an € Thread
evice Vu o)
Device Vulnerabilitie s cncisnrs S
a by . y o o 0 o o O D Scoop: FBI seized $2.2 million in bitcoin from a wallet JOb-themed emalls have become prlme target for
owned by 'Lalarty,' a well-known REvil and GandCrab Cybel'crlmlnalS: Tl'elllX
ransomware affiliate March 02, 2023 - Updated 06:00 pm IST

Cybercriminals using phishing and malware campaigns to target job seekers in a bid to steal sensitive

information
« Tweet
BY BL BENGALURU BUREAU
A N £
o «
: . 2 SHARE 2 [ Rea aten
#e. . Sean Lyngaas & 2N Ny ! :

New --> Romanian authorities have arrested two
people suspected of deploying REvil ransomware and

@ Government <§> Support

B9 Contact

Platform

Services Research Partners Resources About

A New Kind of Bug
Spells Trouble for iOS
and macOS Security

Securty rosearchers found a ¢lass of flaws that, ¥

June 2023 : = eploited, would allow an attackor to access people’s
. . S, o e K .2 ¥ e : messages, phetos, and call history

STRTE Rl

E REUTE RS h World v Business v Markets v Legal v Breakingviews v Technology v  Investigations

< United Kingdom

3 minute read - April 5, 2023 10:15 PM GMT+2 - Last Updated a month ago

'Operation Cookie Monster': International

0 ¢ T 3
(e ! : : : ' https://www.trellix.com/en- Tl‘el I |)(

police action seizes dark web market us/about/newsroom/stories/research.html



https://www.trellix.com/en-us/about/newsroom/stories/research.html
https://www.trellix.com/en-us/about/newsroom/stories/research.html

The Cyberthreat Report

June 2023

Most Prevalent Threat-Actor Most Prevalent MITRE ATT&CK Techniques Used in
Groups Q12023 Nation-State Activity Q12023

1. Mustang Panda 1. DLL Side-Loading
° ° ° 2. Lazarus 2. Deobfuscate/Decode Files for Information
Nation-State Activity Q1 -2023
3. UNC4191 . Ingress Tool Transfer

Most Prevalent Threat-Actor Countries Behind Nation-State Activity Q12023 4. Common Raven e Chole s ks

* 0 China accounted for a dominant majority of the nation-state-related activity in Q1 SR AR TR R
Q 2023

Most Prevalent Malicious Tools Used in Nation-State Activity Q1 2023

38% t
North Korea

B Russia PlugX accounted for 38% of malicious nation-state R
B Iran activity in Q12023. 3. Raspberry Robin
Pakistan
4. BLUEHAZE/DARKDEW/MISTCLOAK

5. Mimikatz

ellix.com/en-us/advanced- ) 4 ( JU T teActivi Trelll)(



https://www.trellix.com/en-us/advanced-research-center/threat-reports/jun-2023.html

The Threat Intelligence Group
Part of the Advanced Research Center (ARC)

Motto: “Always Vigilantagainst Evil”

2,\

“?

</G e
ENC

24/7 mission-critical insightson the evolving threat
landscape

Valuable Intelligence based on:
* Productintegrations

« Customintelligence collections

* In-depthresearch

History
* 2015 Support US Intelligence Community (IC)

* Expandserviceto|Cagencies, defenseorgs, Homeland Security, Federal law,
commercial & financial orgs

« 2022 Trellix (McAfee & FireEye) ARC

https://www.trellix.com/en-us/platform/threat-

intelligence.html TrelhX



https://www.trellix.com/en-us/platform/threat-intelligence.html
https://www.trellix.com/en-us/platform/threat-intelligence.html

Global Threat Intelligence Group / N

Q.
. . . C. </GENC€0
* Located in multiple time zones, N

24/7 coverage

® « Concentrated hubs in Europe and
® © East Coast US

® * Analysts remote and on-site with customers

* Native speakersin Russian, Chinese,
Vietnamese, French, German, Spanish,
Portuguese, Hebrew, Arabic and Dutch

» Skillset, fromanalyst to Vuln and Malware
research

» Customersranging from National CERTS,
|IC agencies, LE Agencies, Defense,and

+50 +200 commercial orgs

* Top Publications
Tl Analysts researchers

« Data-drivenresearchfromintelto products

TrelliX




Data-Driven Threat Intelligence

different
threatgroups

campaigns

Insights
has
intelligence
on:

+2250

different
maliciousand
non-malicious
tools

+100

actorsand
toolswith
extensive
tracking

217M 15.8
maliciousfile Thousand
detectionsin Unique MD5
last 30 days. Advanced campaigns

Threat detections

Landscape
Analysis
System
(ATLAS):

1200

Campaign
detectionsat
unique
customers

TrelhiX
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Intelligence
Requirements
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Trellix Intelligence Framework from 30K feet

COLLECTION STORAGE ANALYSIS ENGAGE

. Extract, ; : ; : : .
Transform, Data reduction i Dissemination
Load : : :

Trellix Telemetry
Threat Hunting
Incident Response
Third-Party Intelligence Feeds
Industry Peers and Partners
Situational Awareness

Threat Actor/ Tool profiling
Campaign Analysis
Vulnerability Analysis
Malware Analysis
Underground Engagements
RFI fulfilment

MISP
STAR (Syllabus of Tools and Actors)
YARA Rule repository
Tracking Infrastructure
Trellix Malware Storage

Intelligence as a Product
Product Improvement
Thought Leadership & Advocacy
Law Enforcement Collaboration
Bady of Knowledge

Threat Intelligence outputs and by-products can serve as input for the collection

1cTrelll)(

https://cpb-eu-w2wpmucdn.com/blogs.bristol.ac.uk/dist/1/670/files/2021/03/W hite-Paper-Towards-Data-Scientific-lnvestigations.pd



https://cpb-eu-w2.wpmucdn.com/blogs.bristol.ac.uk/dist/1/670/files/2021/03/White-Paper-Towards-Data-Scientific-Investigations.pdf

Determining Customer Requirements

Internal External

Industry
Customers Peers/

Partnerships

Products/

Researchers Public Sector

High Low
Impact Prevalence
A A
Highly
Sophisticated
Crime Groups
v v
Low High
Impact Low-skilled cyber criminals Prevalence

using commodity Malware
and PUPs

TrelhiX



TIG Intelligence Cycle

RFI - INTaaS

Utilization

Planning & Direction

Customer TIG *
Require Leadership
ments

Customer
Feedback

Decision
Points

Capabilities
Analysis

Industry
Trends

Tool

Refi
etine Develop

Require

Lessons
Learned

Intel Feedback

- — Gain/Loss
Provides the end user the ability to
generate courses of action:
update/enhance security protocols;

LE response
Identify new requirements and

reattack

Dissemination

Loop
ments

Structure

Improve .
P Queries

ment

Implemen
tation

Product I NTaaS Collection
Private release only / NDA Presen Intelllgence Plan
Report with TLP-Level tation CycCle

Product

) Research
Delivery

Customer
Engage
ment

Analytical
Exchange

Can the customer consume Intelligence?
Identify cyberattack/threat and determine
course of action and requirements to illuminate

the adversary

Contract finalization

Collection

*+ Team build or leverage
capabilities tailored to
requirements

* Aggregate information from
internal/external resources

*+ Team works to turn complex
technical data into
consumable information

+ Constantly refining
requirements and collection

Processing & Exploitation

Production

Peer Outline

Review Generation

+ Combine visual representations,
data, and industry reporting to
create a comprehensive
response to the attack/threat

* PhD & Principal Engineer editors

*  Written for Executive
consumption

Edits
&
Rewrites

Leadership

Review

Convert collected data into an
understandable form: enriched,
text-based data to a visual
representation; attribution

+35 years combined
experienced in All-Source
Analysis, Technical Analysis,
Reverse Engineering, and
Malware Analysis

TrelhiX



Threat Intelligence Maturity

The demandsdiffer from one organizationto another

Tactical Tactical / Operational Operational / Strategic

Organizations with
complete Threat

Intelligence and
Hunting Teams

Least mature organizations
with intelligence needs,
unaware but no team/tools to
speak

of passive dissemination
through tools

Medium .
Low High

Level of CTI Maturity

TrelhiX



I
Customer-Centric Offerings to Meet Market Needs

Tactical Tactical / Operational Operational / Strategic

@@@
Organizations with

complete Threat
Intelligence and

@@@
Least mature
organizations with

intelligence needs,
unaware but no team/

J

]

|

0

]

|

0

]

: Organizations with
Intelligence needs

: but no specialized

]

|

0

]

|

0

]

|

0

i

|

tools to speak of passive team Hunting Teams
dissemination through
MEDIUM
Level of CTI Maturity High

Proactive prevention of

CUSTOMER advanéed attacks with complete attack
NEEDS - lifecycle protection
]
Trellix GTI/TIE 1 INSIGHTS ATLAS/PGTI :
Offerings

INTaas TrelhX



Collections
and
Deliverables
overview

Sensors

Trellix Product

Technical sources

Endpoint Sandbox
Email ¥DR
Metwaork EDR

Payload and Infrastructure
Tracking

Payload and Command
from Batnet Emulation

Underground Research

Vulnerability and Exploit
Research

Observed Threat
Reverse Engineering

Customer Escalations and
Engagements

Threat Hunting
Open/Closed/Human
sources

Private Sector
Collaboration

Incident Response
Findings and Reports

TrellX

RisklG

VirusTotal

JPCert Phishing feed

Inteld71

Analysis and Reporting
from Peers

Third Party Intelligence

Feeds
Closed Sources

Threat Intelligence Group
Research and Tradecraft

Intelligence as a
Product

_

——)lTrcllix Finished Inteligence

Trellix Insights

Trelix ATLAS

\l

Product
Improvement

MNaticnal CERTs

Strategic Partners

Industry Peers and
Partners

Tracking Emerging
Technigues

Thought Leadership

Advocacy

Law Enforcement
Collaboration

Geopclitics

Threat Actor and Tool
Landscape

Situational Awareness

L\

Body of Knowledge

\

i

& —}l Guarterly Threat Reports |

Trellix XDR |

| Trellix Unified Endpaint

Context in Trellix Products
Alerts

Feed of Current Threats

Detection Research

[Rejclassification of
Samples

Talks at Conferences and
Events

Elog Posts

Customer Briefings

Social Media Presence

Takedowns

Europal Advisory Group

Product
Research | «f—
Team

Improve ‘
Proguct Efficacy

Single Source of Truth

(Threat Actors and Tools)

Harmonized Naming
used in all Products

Custom Yara rule
Repository

Curation of Attack
Sightings (Breach Patterns)

/]

Curated Set of Malware
Samplas

Adaptive
Countermeasdres
and Playbooks

A

Supervised
Machine
Learning

TrelhiX

Product
Configuration
Guidance




Frameworks supported

I ntel nall = TrellnX | ePo - Trellix Insights
[ ]
FAVORITES & Protection Workspace Product Deployment System Tree Dashboards Policy Catalog Tag Catalog  Security Resources

« Diamond Model

* ACH (Analysis of
Competing
Hypotheses)

« CSAE

Externally:
- MITRE

« OODA loop
(Countermeasures
and playbooks)

MITRE Explorer %

Technique : Deobfuscate/Decode Files or
Information

Tactic

Technique Id

TrelliX



Vision

Current

Meet customerswhere
theyare as the “go-to
threat intelligence
solutions”

Sold as an individual
solution or bundled with
the Trellix portfolio

Actionable and
contextual write-ups for
the CxO to analyst

Accessible & transparent
threat database

Network effect on
immediate detection

Future

* Create a microservice,
composable solution

» Deployed within any
console, either Trellix or
external provider

* Apply Al to correlate
‘what we thinkitison a
probability %" vs “wait
untilthe analyst is
finished writing it up”

« Remediation stepsthat

embeds Trellix solutions

and SOAR Playbooks

Key Differentiators

« Sensor diversity with the
largest footprint

« Composable application
with on-demand Trellix
deployments

* Bridging Threat
Intelligence and
Security Posture

* Threat Intelligence Group

and Advanced Research
Center

TrelliX



Partnerships and Relationships e s A

Intelligence-sharing partnerships:
MISP CIRCL <

JCDC CISA

Mandiant (RPP)

CyberVeilig Nederland

Intel471

JPCert

AlS CISA (under development)

Public Sector relationships:

* Europol EC3 Advisory Group
NSTAC

JCDC

NSACCC

FBI

NCA

NHTCU



Key Integrations SIA Partnerships

™= ThreatConnect THREATQUOTIENT A

b
F::RTINET aWs ooF

Threat Sharing

¢ CYWARE™  FINTEL471

== Radar

ANOMALI

TrelhiX


https://www.trellix.com/en-us/partners/security-innovation-alliance/directory.html

Commercial
Threat
Intelligence
Offerings

https://Mwww.trellix.com/en-
us/platform/threat-intelligence.htm|

Trell



. [
Trellix Threat

Intelligence —
portfo Io Private GTI ]*gpe':'\ @"tﬁm.

U
Build a Strong Defense Trellix Intelligence Exchange en'mq .a-w
with Global Intelligence and (TIE) \ﬂ‘— .
Local Visibility \ 1
A A A B B TR ULV W VL N N N L W T N [ I R A g e MR
Trellix | ht ‘ | Nl
 Mission-critical insights 24/7 ;‘f /\J

* Millions of sensorsdistinctly across key
vectors (endpoint,email, web, & network) Advanced Threat Landscape
Analysis System (ATLAS)
* One ofthe broadestand deepest
intelligence offeringson the market

lllllllllllllll

. L . Intelligence as-a-Service WINNER
* Critical contextto prioritizeand drive (INTaaS) ernnrast e |

better comprehensive protection N/

Most Innovative -
intellicence htm Threat Intelligence

NTTPS//WWW ellix.com/en-us/platform/threat-



https://www.trellix.com/en-us/platform/threat-intelligence.html

Trellix Insights

Real-time intelligence that identifiesand prioritizesthe threats most likely to
target your organization

CUSTOMER PROBLEMS:
1. The organizationisunder constant threat of advanced cyberattacks.

2. The team has the toolsto mitigate most malicious threats but requires
greaterinsight into the attack landscape to mitigate advanced, zero-day
threats.

3. Broad best-of-breed security portfolio with disjointed analysisand
MEDIUM reporting.

Level of CTI Maturity
KEY BENEFITS:

* Proactively identifies and prioritizes threats most likely to hit your
organization.

* Reducesmean time todetect and resolve from months to hours.
« Streamlines workflows with rich, actionable context and analysis.

* Intuitively guides security teams with various levels of experience to easily

identify relevant threats. Trell}



Profiles » Conti Ransomware

Overview Your Environment Indicators of Compromise (IOCs) @ Hunting Rules Connections @

Global Prevalence &
Description

The Conti ransomware family was discovered using multiple techniques to find files to attack and
how the encryption process is carried out. The malware uses multiple threads to encrypt files at a
faster rate compared to other ransomware families and contains command-line options to scan for
local files as well as remote files over SMB shares. Conti also uses the Windows Restart Manager to
free up files that are open by various applications. The ransomware uses AES-256 encryption and
requires the victim to email the threat actor for the decryption key. Variants of the malware post
stolen data from entities who refuse to pay the ransom. Jabber IDs of the Threat-actors involved:
it_work_support(@)xmpp.jp cicada3301(@)strong.pm

Trellix's Advanced Threat Research team will continue to monitor and update events related to the
Conti ransomware family and disseminate information that is deemed appropriate regarding Conti
and potential victims.

Severity
High

Knowledge Base

https://kc.mcafee.com/corporate/index?page=content&id=KB93317

Labels @

f ings (loT) war o-Ukrainian Crisi Vulner ity .
|_ Internet of Things (loT) ] ‘ Ransomware | | Russo-Ukrainian Crisis | | ulnerability | Observed Countries (27) o

Common Vulnerabilities and Exposures Israel Turkey Ecuador Luxembourg Ukraine Mexico Italy United Arab Emirates Belgium Malaysia Indonesia Chile

| CVE-2021-1675 | | CVE-2021-34473 | | CVE-2021-34523 | | CVE-2018-13379 | Brazil Poland India Singapore Spain Serbia South Africa Colombia Netherlands United States United Kingdom

Threat Behavior

MITRE Techniques Observed (80) DIET S Other Information
Trellix Threat Actor

- - Observables Conti Group
Network Share Discovery - T1135 (Discovery) rclone.exe copy "\\<Server 3>\<Folder path>" remote:<victim name> —-g —ignore-—¢ Trellix Tool

S, y . - tUSERPROFILE%\.config\rclone\rclone.conf
Network Service Scanning - T1046 lcedID @ PowerShell Invoke-SMBExec

Trelhix

Dynamic-link Library Injection - T1055.001 (Privilege Escalation, ...




rellixX’ | epo - Trellix Insights

i Protection Workspace

Product Deployment

System Tree

Dashboards

Policy Catalog  Tag Catalog

Security Resources

MITRE Explorer

Technique : Deobfuscate/Decod
Information

Adversaries may use Obfuscated Files or Infor
artifacts of an intrusion from analysis. They may
mechanisms to decode or deobfuscate t
depending on how they intend to use it. Metho
include built-in functionality of malware or b
present on the system.

One such example is use of certutil to decode {
tool portable executable file that has been |
certificate file. (Citation: Malwarebytes Targete
Saudi Arabia) Another example is using the Wi
command to reassemble binary fragments |
payload. (Citation: Carbon Black Obfuscation Sef

Sometimes a user's action may be required

T AT U U SY U S T S

Tactic Defense Evasion

Technique Id T1140

Associated Campaigns

[- =% B1txor20 Backdoor Spreading Via... l

[- =8| PcShare backdoor attacks

+ 1042 moare

TrelliX




Country - Ukraine Country - Sweden Country - Finland

STANDARD O\ i

Search and add

. Show only common campaigns across categories D Include Detections

Profiled (Actors [ Tools) Include TTPs

Threat Actor

APT19
APT27
APT27_Attack

APT28

7Logger
7z SFX Constructor
7zr

8.t Dropper

Russo-UKrainian Crisis
Scareware

Spyware

Supply chain attack

Tool

TrelliX




Countermeasures (Revision®: 1)

Outcome : Maximum native logging for
PowerShell Script Block execution.
Stage Before

Type Preparation

Capabilities Windows Active Directory GPO
Applicability User Device

Operator Windows SysAdmin
Frequency Once

Component Processes

Category Process Created

Goal Visibility

Platform Windows

Tactics Execution

Techniques PowerShell - T1059.001

Tools PowerShell

View Actions
Not Started 0 / 4

Notes »; ':‘; Add notes

Jul 11
CONFIGURE insightsepo admin

Test

MONITOR insightsepo admin
Test

VALIDATE insightsepo admin

TrelliX




Advanced Threat Landscape Analysis
System (ATLAS)

Aggregatesdatafromrich data sourcesto provide the latest visibility into global

emergingthreats,including campaign-specificdata such as industrysectorand
geolocation.

. CUSTOMER PROBLEMS:
o 0

g W 1. Top-priority, highly sensitive data under constant targeting from evolving

global cyberthreats
2. Needs-based situational awareness based on the types of threats targeting
Customers with complete the organization
Threat Intelligence and
Hunting teams 3. Requiresinternal analysis only for targeted attacks
High KEY BENEFITS:

Level of CTI Maturity .

Unique global insights power tailor-made threat mitigation

+ |dentifies both current and future/emerging threats, keeping you ahead of
latest threats

* Experienced research teamsdelivertailor-made threat reporting for
attackstargeting your specific organization

TrelliX



ATLAS Overview

Main dashboard
showing Global File,
URL, IP Prevalence up
tolyear back

Campaigndashboard
dataisimported from
Trellix's backend
intelligence platform,
MISP.As partofthis
process, ATLAS
automatically

= : enrichesour
Detections, divided 168,855,012 934126 11157947 66062, 52848 prevalencedatawith [
per GEO Sector, i ' B : campaign OCs. p
Products,etc.

« Which attacksare
most relevant toyour

organization. Thevulnerability Trellix

dashboard collates
theanalysisofthe S
latest high-impact
vulnerabilities. The
analysisandtriageare
performedbythe
Advanced Research
Center'sindustry
expertson
vulnerabillities.

atsed_tags threat-profile-
p Ll o

* When and where
they are occurring.

* What industry sectors
are affected.

* Whetherthey belong
toany organized
campaigns.

TrelliX



I rel I I x TRELLIX DETECTIONS ¥ CAMPAIGN THREATS THREAT INTEL (BY ARC)

Q Search... (e.g. client_country:US AND _exists_:event_id) G 2023-09-15 to 2023-10-14 APPLY

Detections

®0-025

®0.25-0.5
0.5-0.75

TR
\ (X ) 0.75-1
] 124 N

- L) S & ’v’ !
[CpenStreetMap contributorslfopenMapTilesElastic Maps ServicellMade with NaturalEarth]

Malicious File Detection Counts

665098 1399 22,843 62 95 10

Total - Detections Campaign - Detections Total - Unique MD5s Campaign - Unique MD5s Total - Unique Customers Campaign - Unique Customers

Top Customer Sectors Top Whois Sectors Top Country Codes

Government telecom
@® Wholesale \ | ‘ @ education
© Copyright 2023 Trellix |

TrelliX




Wholesale
Outsourcing & Hosti...

® Government
Technology/IT
Industrial

@ Utilities

@ Retail

@ Transportation & Sh...
Aviation
Healthcare
Construction

® Telecom
Banking/Financial/W...
Software

@ Consumer Products

9595e40300c884e...
a’78d230c944ef20...
@ 045cdBab189dd15a...
5db32a316f079fe7...
@ add80e5dsfad4827...
® 07370bbe5666bd12...
577d9cd8fdd91ef70...
@ 72bb11ccb133ffbfal...
@ 9acB2311a996dd7d...
0475a3f1dc5580da...
@ c3652669f97dd58d...
6a508551850fc98f...
014dad518f146177d...
f7b7ebBBecb4985f7...

Top Event Names

telecom

@ meadia & communica...

@ industrial
education
government
construction

@ agriculture

transportation & shi...

healthcare
real estate
@ technology
@ finance
@ automotive
consumer

@ insurance

Threat Profile: RedLi...
@ PrivateLoader - Inte...

Threat Profile: Coba...

T-RAT 2.0

@ STRRAT Remote Ac...
Caobalt Strike - Intel ...
Vidar - Intel 471 Pro...

@ Threat Profile: Snak...
Dissecting Amadey ...
Ukraine Utility Com...

@ Threat Profile: Form...

@ CISA Alert AA21-20...

Operating On A Co...

Threat Profile: Quas...

Top Threat Actors

.

APT10
@ APT40
Mustang Panda
APT27
FIN7
@ TAS505 Group
@ TrickBot Group
@ APTA1
APT32
APT37
APT29
@ APT19
Chimera

@ Cobalt Group

TrelliX




Detections Timeline

150,000

Detections

Tool
Information-stealer

Downloader

Remote Access Troj...

Backdoor
@ Fileless
Monitoring Tool
Ransomware
@ Trojan
APT
Vulnerability
@ Hack Tool
Botnet
@ Phishing
Web shell

@ Redline Stealer
NSIS
Caobalt Strike

@ PrivateLoader
RDPWrap

@ STRRAT
Vidar
Cmd
PowerShell
Schtasks.exe

@ Netsh
Rundll32
python.exe
Snake Keylogger
DarkCrystal RAT

VSE Artemis

@ McAfee Personal Fir...

Unknown Artemis
VS0 Artemis
MSS Artemis

® AMCore-ENS

WSS-LAM

McAfee WebAdvisor
ENS

AMCore-WSS

VS0 AMCore

VSE AMCore

McAfee Application ...
Avert Stinger (OnDe...

Echelon

trojan

pup

virus
assumed_dirty4

application

TrelliX




I re I I I x TRELLIX DETECTIONS « CAMPAIGN THREATS THREAT INTEL (BY ARC) «

Q, Search... (e.g. client_country:US AND _exists_:event_id) m 2019-01-01 to 2023-07-14 APPLY

2,932 503,390 ™ o

Events Indicators Jul 13, 2023 @ 22:44:53.000 Cobalt Strike - Intel 471P  Cobalt Strike is a suite of tools used by red teams in penetration testing engagements. The entire suite can be purchased and used as a malware tool set. The main compo
rovided Feed nent infecting the system is Beacon. Users of Cobalt Strike can also generate a loader component that injects

Beacon into memaory, this is also called a stager. The Cobalt Strike toolkit is very popular among targeted ransomware actors and espionage groups.

Event Threat Levels
This Insights Entry for Cobalt Strike is part of Intel 471's *Malware Freemium®* which offers near real-time technical intelligence on 3 malware families as a free taster of ou

r full Malware Intellinence nfferina.

Jul 13, 2023 @ 22:43:20.000 CVE-2023-33157 Micros Sharepcint is vulnerable to a deserialization attack. Software reverse engineering has detected an update to the Microsoft.BusinessData assembly (Microsoft.BusinessDat
oft Sharepoint, Remote C  a.dll) which is used by sharepoint to deserialize XML files. In particular the method IsAllowedForDeserializationTypeString has been significantly altered with the old versio
ode Execution n being:

public static bool IsAllowedForDeserializationTypeString(string s)

{
if {string.IsNullOrEmpty(s))
I

Jul 13, 2023 @ 22:34:34.000 CVE-2023-32046 Micros  MSHTML, and other applications that use this library (Internet Explorer, File Explorer for instance) are vulnerable to an attack allowing malicious users to leak NTLM hashe
oft Internet ExplorerfMSH  s. In this case the vector is a internet shortcut (.Ink) file. Attackers encode a UNC path for the shortcut image into the Ink file, enticing the system to reach out to a malicio
TML, Remote Code Execu  us server when the file is viewed. Users must view a folder or webshare where the file is hosted but do not did to click the file or otherwise interact with it. Leaking hashes
tion in this way is used by attackers to gain remote code execution either through pass the hash attacks on the local network or via password cracking and subsequent logics
on the internet.

Lpcenned bigl IS e This attack has been detected in use in the wild. It is a variatinon on several nrevioush known attacks such as CWF-2023-233487

Largest Events by Number of Indicators Threat Actor Country

Event Name Indicators
PrivateLoader - Intel 471 Provided Feed 63,243
JPCERT/CC Verified Phishing URLs 50,599
Cobalt Strike - Intel 471 Provided Feed 30,742
Threat Profile: Cobalt Strike 28,21
ThreatFox IOC Feed: Past 14 Days 23,928
Threat Profile: RedLine Infostealer 11,134
Infection Chain Uses Excel Add-Ins To Deliver Dridex 7841

French Industry Targeted 7554
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I re I I I x TRELLIX DETECTIONS « CAMPAIGN THREATS THREAT INTEL (BY ARC) =

Q, parsed_tags.threat-profile-type:cve Q m 2019-01-01 to 2023-07-14 APPLY

Total Events and Indicators Latest Events by Update Time

148 695 Time e -

Events Indicators Jul13, 2023 @ 22:43:20.000  CVE-2023-33157 Micro  Sharepoint is vulnerable to a deserialization attack. Software reverse engineering has detected an update to the Microsoft.BusinessData assembly (Microsoft.Busine
soft Sharepoint, Remote  a.dll) which is used by sharepoint to deserialize XML files. In particular the method IsAllowedForDeserializationTypeString has been significantly altered with the old versio
Code Execution n being:
public static bool IsAllowedForDeserializationTypeString(string s)
Event Threat Levels {

1-50 of 148

if (string.IsNullOrEmpty(s))
I

Jul13, 2023 @ 22:34:34.000  CVE-2023-32046 Micro  MSHTML, and other applications that use this library (Internet Explorer, File Explorer for instance) are vulnerable to an attack allowing malicious users to leak NTLM hashe
soft Internet Explorer/M  s. In this case the vector is a internet shorteut (.Ink) file. Attackers encode a UNC path for the shortcut image into the Ink file, enticing the system to reach out to a malicio
SHTML, Remote Code E  us server when the file is viewed. Users must view a folder or webshare where the file is hosted but do not did to click the file or otherwise interact with it. Leaking hashes
xecution in this way is used by attackers to gain remote code execution either through pass the hash attacks on the local network or via password cracking and subsequent logics
on the internet.

This attack has heen detected in use in the wild. It is a variation on several nrevinusliv known attacks such as CVF-2023-73387

Jul 13, 2023 @ 22:29:42.000 CVE-2023-36874 Micro  The Windows Error Reporting Service (WER) is vulnerable to an elevation of privilege. This attack is made locally by low privileged users. This attack requires users to mak
soft Windows (Error Rep e folders and be able to create performance traces.
orting Service), Elevatio
n of Privilege Software reverse engineering detected that the patch fixing this vulnerability was in the linked library wercplsupport.dil. This library is used for interoperation of WER and
the control panel Ul element. In particular the WerComReport::SubmitReport function was amended. This function is used for submitting error reports. This suggests that t

high medium he exploit is triggered by manual submission of a .wer report.

Largest Events by Number of Indicators Threat Actor Country

Event Name Indicators
CVE-2016-6415 Cisco [0S, Information Disclosure

CVE-2021-35587 Oracle Access Manager, Remote Code Execution

CVE-2023-3460 Ultimate Members Plugin, Elevation Of Privilege

CVE-2023-34362 In Progress MOVEIt Transfer, Remote Code Execution
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Trellix Threat INTaaS Packaging

Trellix Threat and Efficacy Reporting
Health Watch/ Hunting

Tailored Request for Information
Executive Briefing

Security Assessment

Services Credits

Offering at a Glance

Trellix Threat and Efficacy Reporting
* Automated collection and reportingofthe efficacy of the Trellix solutionsin the
environment

» Correlated detectioneventswith threatcampaignsand actors

* Briefingwith managementteam onthefindingsand recommendationstoimprove
efficacy

Tailored Request for Information
« Detailedresearch ofsubmittedinformation

e Tailoredreportreadoutonthe RFlsubmission
+ Provide additional IOC, YARA, SNORT, Expert Rulesto detect/preventthe RFI

2x Year
Yearly

4 Small annually

Quarterly Monthly
Yearly 2x Year
1 Major /7 Small annually 2 Major /14 Small annually
Quarterly Monthly
Yearly
40 hours 80 hours

Executive Briefing
* Tailored presentation of RFI findingsand efficacy reporting to the executive
managementteam

Security Assessment
One of the following assessments may be utilized during the subscription

+ XDRStrategy and Maturity
* SOC Maturity

* IR Readiness

e Purple Team Exercise

TrelhiX



Example RFI

Small Request (2-3 business days)

Requestsrequire about 2 to 3 days to

compile and enrich data through
various sources.

= First-level enriched data

. Telemetry detections

= Yararules

= loCs

= Automated data enrichment

. Hash connections (MD5, SHAT &
SHA256)

. DNS/passive DNS

= Domain connections

= Subdomain connections

= Host connections

= File connections

] URL connections

" Digital certificates associations

= Email addresses

= [P connections

" Initial malware analysis report

Examples

Drive-by exploitation
capture/analysis

“We have a user who accidently
clicked on this URL. | would like
to request an analysisand
better understand the nature of
this link, if malware was
installed, etc.”

Interpretation of media
events/reporting

“The attached article mentions
the use of specific malware.
Does Trellix have detection data
on this malware? If so, could we
receive any historical
information, details on
geographies, and sectors
targeted by this malware."

Major Request (5+ business days)

Requestsrequire infrastructure
mapping, campaign-specific
connection analysis, trending analysis
and more deep-dive

. Threat actor profile

. Attributions

=  Vender/App /Device Risk Profile
Comprehensive malware analysis
report

Examples

Geography-based threat actor
research

“We have offices located in various
countries within Europe and the
Middle East. Can you identify the top
threat actors in each region that
target our sector and provide known
TTPs and historical events? Isour
company at risk from these threat
actors?”

Malware analysis (Static, behavioral,
and/or reverse engineering)

"We have discovered two samples
that seem to have been silently
infected our systems since 2020. We
suspect they are Qakbot variants,
although their capabilities, attribution,
and initial threat vector remain
unknown. We have attached the files
and need a comprehensive inspection,
including loCs, unpacked payload,
evasion and de-obfuscation
techniques, if any exist."
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Example Reports

Trel le We bring security to life,

TrelhX
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Trellix does not have malicious detection data for this IP.
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Trellix Services Roadmap

Build a more productive team through investment in systems and processes
A global organization delivering over 620,000+ hours each year helping customers protect their environments from threats

Build an organization characterized by:

Guide, Advise = Culture of “Threat Protection” versus single technology

Data subject matter expertise

| Protection &

Governance
Program

= Organizationthatthinkslike engineers and risk

o .' managers
Operate, Optimize Ogg;&:]t:ic::r;al

P . = QOrganizationthatcontinuestolearn and evolve in

Technol . . o .
@) Operations alignment with a well understood “big picture” of cyber
Security
TEAM & ot cetense
EFFICIENCY (Secops)

D . D I Threat ConSist Of:
es,',?t:' raefeoy’ Intelligence = Consulting Services
= 5 Incident Advanced Cyber Threat Services (ACTS)
7| DA, " Response Threat Intelligence Group (TIG)

o Endpoint & Event :
Server @ Aggregation lﬁ Health Watch Incident

Protection & Visibility @ Aﬁsezg:r?,:t
& Training

Threat
Cloud Hunting

@ p':ce,f:"fﬁ:,‘n D Protection

OPERATIONALIZATION TrellhiX
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