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TODAY’s AGENDA

EMEASecurity Summit ¢ Rome,ltaly e October 24 -26

REGISTRATION

8:00am -9:00am Registration Open
KEYNOTE SESSION
9:30am - 9:40am Welcome & Introduction

Fabien Rech, Senior Vice President EMEA
9:40am -10:00am Trellix CEO Keynote

Bryan Palma, Chief Executive Officer
10:00am -10:30am Mind of a Trellix CISO

Harold Rivas, Chief Information Security Officer

10:30am - 1T:00am Unveiling the Shadows
John Fokker, Head of Threat Intelligence, Trellix ARC
Mo Cashman, Field CTO EMEA

M:00am - 1i:15am Perspectives from a Trellix Security Alliance Partner
Harrison Holstein, Global Architect, AWS
TM:15am - 1:40am Panel Discussion
Moderated by Vibin Shaju, VP Solution Engineering, EMEA
TM:40am - 11:50am Closing

Fabien Rech, Senior Vice President EMEA
NETWORKING LUNCH

f 3

12:00pm - 1:30pm Networking Lunch
01:30pm - 5:15pm Breakout Sessions
5:30pm - 7:30pm Networking Reception

Trelh)X
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WHERE is Trellix
Coming From?

Trel-lis
['trelis]
NOUN

Trel-lix
['trelix]
NOUN

BIOLOGY, WELLNESS,
SUSTAINABILITY

A framework used to support
trees or plants.

CYBERSECURITY

A global ecosystem dedicated
to living security, an open
XDR architecture and

experts inspired by
cybersecurity’s

soulful work.




Tenacious

TrelhiX




SOCIAL MEDIA

| have one ask: Please share photos, make some noise
Use hashtags #TeamTrellix, #Soulfulwork, #TrellixXDR

TrelhiX
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Thank You!
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Harold R



25+ years of Information Security experience
leading global programs for financial services
and highly regulated organizations.

Served as CISO and senior technology leader
for multiple international companies, including
Fujitsu, loanDepot, Santander, Mr. Cooper, and
Citigroup.

Lead the Trellix Information Security program
leveraging the full suite of its capabilities
(products, services, and partnerships).

Guide the Customer Zero program providing a

customer's view and feedback loop into our
product roadmap.

Harold Rivas
Chief Information Security Officer

TreliX



Agenda
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CISO Journey

e Historical Timeline

Threat Forecast

« New and Emerging Risks

SOC Battle Plan

» Evolving our approach to SecOps



CISO Journey

Historical Timeline

1995 2002

Citi hires the first + Regulatory
CISO; role was compliance era
created to starts

address growing

risk of + CISOs become
Information risk oriented
security.

+ Vendor risk and
thesextended
enterprise

A A

LAl

)

B

20135

Cybersecuri
major focus -

2025

Frameworks like

NIST CSF adopted Governance

Bléness + “Cyberfraud

Resilience

DR/BCP



Threat Forecast
2024 and beyonad

Geopolitical conflicts
e Economic pressures

e Generative Al ’
e Evolution of OT risks

e Software Supply Chain

e Stronger regulations

e Accelerating Attacks

e Skills & staff shortages




“Before anything else,
preparation Is the ke
to success.”

Alexander Grah:

s 770 T T VNNNN




SOC Battle Plan

Evolving the approachto SecOps

...
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TreliX




Typical SOC Environment

Budget High®Volume
& Staffing of Log Events
Limited Visibility Culture of Burnout Insufficient Coverage
Fragmented Control & Visibility Navigating Alert Fatigue Balancing Capacity
with Disparate Tools & Limited Expertise & Technical Skills

TreliX



XDR = A better way forward

Threat focused, holistic view, guided response with fast containment actions

People, Support Enable Rapid
Processes, Consolidation Containment
Technology Initiatives Actions
Develop your SOC An open platform to Speed is essential in
Analysts Faster support all your minimizing the impact
security investments of an Incident

TreliX



Focus on your threat actors

Q Identify.the top threat actors by industry, geography, association,-etc.
d Combine and leverage threat intelligence on those actors.

4 Institute controls based on real threat intelligence.

O Partner with executive leadership to meaningfully reduce risk.

U Shareithreat intelligence!
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1 Establish Boa : 19 ited containment. .

Oys integrates

d Demand that every new atform'yé_u Janizatiot

with your r' > platfor

to future-proof your investments.



Simplify your tech stack

d Platform fragmentation creates administrative overhead.
1 Where possible consolidate platforms to reduce administrative burden.
1 Seek an open ecosystem to ensure maximum SOC response speed.

d Support the growth and evolution of your SOC analysts
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John Fokker Mo Cashman

Head of Threat Intelligence at Trellix EMEA Field CTO, Trellix
Advanced Research Center
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Unveiling
the Shadows



WORLD
ECONOMIC
FORUM
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WORLD
ECONOMIC
FORUM

TRELLIX




Polycrisis ; o

. .
e
"""""""

e *

“ A cluster of related global s
risks with compounding poders '
effects, such that the |
overall impact exceeds
the sum of each part .

.....

The World Economic Forum’s
Global Risks Report 2023 Ryviis

\\\\\\



https://www.weforum.org/reports/global-risks-report-2023/digest

-MEA

2 wars across the region

Polycrisis

Reality Today:

TrelliX



Use of weapons

of massdestruction Interstate conflict

Adverseoutcomes of
frontier technologies Geoeconomic

. . confrontation
Widespread cybercrime

Digital powerconcentration and cyber insacurity

Digitalinequality .\. Terrorist attacks .
Misj nforma’gion and
Breakdown of critical ‘ disinformation

informationinfrastructure

Naturaldisastersand
extreme weather

_ Large-scale
involuntary migration

State collapse

Erosionofsocial cohesion

Proliferation ofillicit
economic activity climate-change

Severe mental .
healthdeterioration ‘ adaption

Infectious diseases . ‘ Chronic health conditions Collapse ofa systemically

important supply chain
Employment crisis

Collapse orlack of public . " Failure tostabilize price trajectories
infrastructureandservices

Debtcrisis

N

Cost-of-livingcrisis
\ Asset bubbleburst

Prolongedeconomic
downtum

Failureof/‘

Ineffectiveness of
multilateralinstitutions

Environmental
damageincidents

Failure to mitigate
climatechange

Biodiversitylossand
ecosystemcollapse

Natural resource
crisis

TrelliX



Adverse outcomesof
frontiertechnologies

Widespread cybercrime

Dlglta| power concentration =1ale Cyber iNnsecu rity

Digital inequality ‘

Breakdown of critical
INnformation infrastructure
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- Cybercrime
thrives during
an era of

“Polycrisis”

The World Economic Forum
defines a "polycrisis” as follows:

“A clusterof related globalrisks
with compounding effects, such
that the overallimpactexceeds
the sum ofeach part”

Reuters:

“Often the transportation sector
finds itselfat the heart of this
upheaval, both as victim and
protagonist.”

TrelliX




Campaigns

BlueBravo Deploys Gr... Excel Documents With...

| Ukraine Organization... /
S 1
//

Threat Profile: Mars Stealer  pjort (ARZZ057A) - ..

An Overview Of Wiper Malware )
ACTINIUM APT Group T...

- | ) CERT-UA 4709 - Micro...
& | 7 ;
) $ / A 4
Bad Magic APT Found . Y,
IsaacWiper And Herme... / ofi
> /S /

~ / ' Toveat Prfie F/rzs /
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Analysis O 7 O

Havoc Demon Backdoor... /

Unknown Group Re...
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But are we
helpless agalnst
a Polycrisis? =

T TrelliX



The Digital Operational
Resilience Act (DORA)

n (EU) 2022/2554

TrelliX



NIS 2
Directive

~

A~

o

RC N
A

- |\ 10 Dl I —

P -

G
N\



Resilient

SOC Maturity Journey

N Optimized

Q
@ SOC20
Q .
.9 Business-Focus
= Ad-Hoc
& ek Adaptable
& Threat-Focus
3 Risk-Driven
- N
G Proactive
M
Compliant-Focus Intel-Driven
@))
C
n Reactive
qV)
o
O Audit-Driven
£

>
Increasing Decision Speed, Effectiveness, and Business Value Trelli?



State of Adaptability in Sec Ops

37%) 30?& 38%) 34%) 31%\

Manufacturing  Energy @ Financial  Telecommunications Govermen

TrelliX



Trellix Marketplace  Product D

SECURITY POSTURE SCORE e
—_—

® Content 23.03%

® Zero-day 7.21%

2343%"5 Configuration 30.5%

#® Detection Prevalence 100%

‘ulnerability Assessment 0.03%

Threats Profiles CVEs

Campaigns

MITRE Explorer

icy Catalog  TagC

CAMPAIGNS BY SEVERITY

CAMPAIGN DETECTIONS

-

High 304

pd
31 23 @ Medium "N 1531
@ Llow 1233

View more ™

Requiring Attention (1) @ All Campaigns (3123) Campaign Connections @

¥ Q
Detection Comparison @

Campaign You Government GBR
Threat Profile: Conti Ransomware

The Stealthy Email Stealer in the TA505 Arsenal L L )
BlueNoroff APT Group Targets macOS With RustBucket Malware L L )
B1txor20 Backdoor Spreading Via Log4) Vulnerability . . .
PcShare backdoor attacks o < o

DEVICES

Campaignsin
the Polycrisis

Past 10 days

Your Devices

Worldwide Exposzed Endpoints L]

] i

Campaigns
Affecting You

Insufficient Coverage L]

INSUFRICIENT
COVERAGE

1!4

Gowvernment

Defensive Play... L

®

DEFENSIVE PLAYBOOKS
.I Daone 0
Pending 1
Country Sart by
- -

United Kingdom Last Detected

Last Detected @

5 hours ago

Never

Never

Never

MNever
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Sharing Threat Intel Across Borders

Trellix
Intelligence

Trellix Helix

_ a
Trellix Com

Cloud Enrichment

Connect

3rd Party Tools
and
Organizations

TrelliX



Trellix / e \

Intelligence v
From the A | :l
Frontlines \\\\ y
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Research ;
Partner Progra m."
In Action




SOGU Activity Discovery on *
Eastern European Participant

»*
Overview

While conducting routine threat hunting for advanced threats, suspiciousactivity
was identified with our Research Partner consistent with SOGU infection and
persistence on a host belonging to Eastern European RPP participant.

Gamaredon /UNC530 TEMP. -
Armageddon attacks

Overview

During one of our Threat hunts, Trellix Threat Intelligence Group identified Gamaredon's Petrodo, which

was targeting a Government organization. Gamaredon was leveraging specific PowerShell scripts and
Wscripts for C2 communications.

The C2 infrastructure was very dynamic. Threat actor created prevalence via schedule tasks and Logon
Registry Keys.

TrelliX
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APT Defense is a constant process

Adaptable Security Lifecycle

5. Repa"ring

The defense life cycleis

a continuous process of
Preparation, Prevention,
Detection and Mitigating Attacks.
When a ransomware attack
Is successful, the Recovery
and Root Cause Analysis phases
are triggered.

TrelhiX




Identify APT Attacks Early

ATT&CK Matrix for Enterprise [3) Countermeasure Available

Ak Please note, the propesed countermeasure will not provide defience against all possible ways a tool can be used or the mantioned MITRE technigues s a whale. X

Reconnaissance Imitial Access Execution Persistence Privilege Escalation Defense Evasion

Replication . Compile After Delivery

Through...

S:ea':-'ial'iﬂc_.

Attachment

Siéa‘J'iBHﬂt_.
Link

Deobfuscate/Decode Process Discovery

Files or Information

Syctem Chedks
System Checks

Dizable or Modify Tools

System Information

Discovery

pstem Cwner/Lzer

DWEry

Mazquerade Task or User Activity Based

Service Checks

Mazquerading

@

(¥} Countermeasure Pending

Collection

™

A apture

[=1
=]

Automated

Lodlection

Data from Local

System

Data from
Metwork Sh

Screen Capture

Countermeasure Completed

Automated

Exfiltration

TrelhiX




XY Q

Campaigns Threats Profiles CVEs MITRE Explorer  View more ~ Q Bg

Requiring Attention (1) @ Campaign Connections @ ConneCtl ng APT

Intelligenceto

° Country Sort by
DeteCtl ons nment United Kingdon v Last Detected
Campaign ernment GBR  Worldwide Exposed En.. @ InsufficentC.. @  Defens.. @ st Detected

Armageddon APT Targets Ukraine With GammaLoad

0 ] @ 17 minutes ago
ENE]S
Gamaredon Continues To Target Ukraine But Shifts To :
) 0 ] @ 17 minutes ago
Include NATO Allies
Threat Profile: Conti Ransomware 0 0 ® | 4daysapo

TrelhiX




XDR = Visibility Across the Kill Chain

Trelix ¥DR = Threats

« THREAT LIST

®

About

ID: 473564 @ Correlations Details

Collection(+7) tactic(s) using Archive Collected Data(+12)

| Assignes: Unassigned - | | Status: Open -~ |

=l [ [

Threat

B sr1a TacTiCS e

(s  technique(s) detected, but not blocked < s e e Open | —Unassigned
que(s) : Prioritization
Collection({+7) tactic{s) using Archive Collected Data{+12) technique(s} detected, but not blocked on john.butter asset(s) by
Endpoint Security.
Last Seen: 2023-10-21 18:07:05 UTC (a day ago)
O Cvervisw = Intel = Events &7 AN Relsted Alerts 18 B8 Relsted Assets 1
. Total Timeframe: 02d 55m 39s | | Expand All Nodes ™ | | Collapse All Nodes 5 | Multiple Alerts (19)
€O
V)
D = Mode Contents
+

-] Did not block

Endpoint Security

- 9
Lo
Multiple Sources (7}

Whicht

ered

Attack

Visualization

Multiple Alerts (19)

u
=
Multiple Assets (4)

From interacting with

L]
Multiple Artifacts (34)

Risk Score

Name

EDR credential search

Forensics 1OC: rclone

EDR Trace credentials in Registry

AWS GUARDDUTY [unauthorizedaccess:s3f...

AWS GUARDDUTY [discovery:s3fmaliciousi...

EDR Trace: RClone usage

DLP Alert: credentials access

EDR Trace: 7zip usage

IPS Medium Alert [login successful]

EDR. Trace: WinSCP

Events

Alert ID

5876345

5876351

5876937

5877112

5876380

EE7ead

58769343

5876343

5876933

SE7EI44




Augment Built in Defences

Make Your Organization more Resilient with Trellix

Legacy Systems Protection
Trellix Application Control protects
legacy Operating Systems

Email Security

Trellix Email Security protects against
advance threats and business email
compromise

Benchmark Assessments

Trellix Policy Auditor provides continuous
monitoring to verify configuration against
customer security benchmarks

Mobile Threat Protection
Trellix Mobile extends protection to
Mobile Devices managed by Intune

Data Security
Trellix Data Security covers
endpoint, network and databases

XDR

Trellix XDR provides Open XDR capability
that detects threats using logs from
Defender and O365 applications as well
as Trellix security controls.

Forensics and OnPrem EDR
Trellix HX supplements Defender with
additional visibility and investigative
capability

Threat Intelligence

Trellix Insights provides contextual threat
indicators which can be imported into
Defender or other SOC tools

TrelhiX




Protect the critical systems

Lock Down Industrial Control, Medicaland Financial Systems

ABB /) Abbott ALSTOM

8 HITACHI  Honeywell

EMEﬁSON MEDICAL SYSTEMS

#NCR  PHILIPS SIEMENS

TN TN T e
N e
N T e e

~———— —— o
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)
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Ty e

/
/
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|
l
l
|
\
\
\
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\

Schneider  YOKOGAWA

TrelhiX



OT Threat Detection and Response with
XDR

i

Network traffic metadata
Trellix NX

>

ICS-specific alerts

SCADA/OT Specific Trellix Helix

Asset and CMDB tool

)

Intelligence

7 -
\ -~ - .
Trellix \ Rules \ >
Com F—-—-> E— 3

Trellix

Windows or Proprietary

Intelligence

PLC/HMI Broker /- _ Analytics

L

Trellix Endpoint

~
Event Index

Security and Win Events

 —

Security Technology,
Firewalls, Network Devices

Trellix ICS Security Reference Architecture I rel I IX
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OPERATION COOKIE MONSTER

Genesis Market’s domains have been seized b?; the FBI pursuant to a seizure warrant

issued by the United States District Court for the Eastern District of Wisconsin. These

seizures were possible because of international law enforcement and private sector
coordination involving the partners listed below.

7 Been active on Genesis Market? In contact with Genesis Market administrators?
Email us, we're interested: FBIMW-Genesis@fbi.gov

CIN@Y =EURPOL #POLIISI

KESKUSRIKOSPOLIISI

Centralkriminalpolisen
National Bureau of Investigation

| el e e N— -
| :| EUROJUST PYZLITIE - Polisen




By Genes 4

\ @ [MATA3UH] Genesis Store|Sell bots|#Fingerprints#Cookie#Logs
»

GenesisStore
terabyte

Genesis Store - marasux no npogaxe peanshbix FP (punrepnpunros), Cookies (kyk), Form Grabber (noros), Saved Logins (COXpaHeHHbix Naponen) v Apyron NUYHOM
MHOOPMALMM C KOMNBIOTEPOB NONL30BATENEH CETH.

Bt NONYNAETE NONHOCTLIO NOATOTOBNCHHLIC AANHDIC:
- ornevarku Gpaysepos(FingerPrints)

- norn(FormGrabber)

- COXpaHeHHble naponu xonaepa(Saved Logins)

= aKKayHThl ¢ mixexros(InjectScript)
3 - seck ero undposoi cnen (Cookies)
oined
= camoe rnasHoe BECN/TIATHO nonyuaere pesomouMOHHbIi cOPT ANA HCNONLIOBAHKA roTosbix HACTOALLMX oTneyarkon n yBeNHIEHHA BAWER AHOHHMHOCTH,
Activity

3abyasTe 0 HEOGX0AMMOCTH TPATHTL GONbLIME ACHLIN HA Copepanne 6oTHETa, TPad), KPHUNT, HHKM...
Y Hac Bce yxe ectb ana Bac, npocTo 3aRan-Kynn-uenonsiyn.

Hawm ornevarku He redepennsie, KOGNDHPOVCH B POXHME DLANBHOIO BPEMEHH C HACTORLWMNX Goros.
Mo3TOMY € HAMK CHCTEMBI AHANMTHKM BAC NPUMYT 32 HacToAwmA NK, a He paHROMHBIA HABOP AAHHbLIX,

Bce 061oBbt Gpay3epon GUKCHPYIOTCA M Bbl MOXeTe BuibpaTs Nobylo cobpannyio sepcuio.
HeT HUKAKOR reHepKM, KOTOPYIO N1RrKO AGTEKTAT CHCTEMbI AHANMTHKH. HaWM OTNEUATKH MMEIOT MAKCHMANLHO BOIMOXMHYIO rnyGuHy c6opa, n paboTaloT KaK Yacs!

M 4 GOTOB C NOTAMM, KYKAMM M MX POANLHLIMK DIHIEPNPUHTAM: HHLIM W YHAXANBHBIM NPUNOKEHMEM Genesls Secuity. Bl umeeTe BOIMOXNC
pe: YNaM# K NONTE, Cou. CeTAM, Ga TAM, NNATOXMLIM CHCTEMaM! A 30 UADPOBOR Xnamb (WCTOPMN) Gora - 6 CTB0 copencos e Gynyr TpeGosars naxe
NOMMHA ¥ N3P NPHMYT BAC 33 CHOSIO BEPHOTD NOMB3VBATENK. MOKyNas 60T C HABGOPOM HHNIOPNPUNT+K) 1 B! CTAHOBMTOCH TOM CAMBIM YHHKANBMBIM B HUOM AN BCEX 0 Cep! " APYNAX CaRTos. Mnn

10 W M 1 0 xax Habop peansiux O 1A COKPULITH: XCTH B COTH.

bl N0 © BPEMEHM HALUMX KNHBHTOR, NOITOMY #H Genesls Secuity umeer npocTo YATHBHO NOHATHYIA MHTEPDERC W BCEO B 1-2 v ) LUEHHO APYTas | AR eMua 8 ceti. 3alyasre npo
juaca B LONHE KONHEeKTH. MnarK patoTaeT Ha MoGhix ONEPALMOMMBLIX cHeTemax (Windows, Mac OS, Linux) va moBuix X on nix Gpaysepax (Chrome, Iron, Iridium u Op) W MMEET XBCTXYIO NPUBRIKY K
. QuHrepnpuiTaM. Boe 0BHORNGHHA 1 ¢ MATH NPOXOAAT B ABTOMATH OM Pe: HE I3HANIGMCA NPOB nos 60108. By ysaere WHDOPMALINO “xaK ecTh” oT BoTa. Mul cTapaemcs colpaTs xax D

Gonuiwe uiopuaumn 0 6oTe, ero AKTHEHOCTH B COTH W NEPAAATL BAM BMECTE € AKTYANLHLIMK DUHIEPNDATAMM W KyKAMH

TrelliX



What was in the showroom....

different visible profiles
Profilesin total
Different Countries
Price per Profile

Updateson the profiles

Access to popularaccountsfor e.q.:
Google, Amazon, Facebook, Netflix,
Spotify, PayPal, Alibaba, Linkedin,
Twitter, Corp logins.... etc.

TrelliX



How did Genesis keep the
showroom full?

Using Commodity malwaresand a proprietary browser extension.

Dropper CnC DanaBotCnC
2.Decryptsand 4. Downloads DanaBot 7. Downloads the malicious
executes shellcode dropper Chrome extension
1. Extractsthe DLL \'4 3. Decrypt:s,and injectsa \ 4 5. Executes DanaBot 6.Extractsand 8. Installs themalicious
A downloaderintoexplorer.exe dropper %, executes DanaBot Chrome extenson@
N N N
EXE| ’[DLL > g[13 |£ii\
Setup.exe yvibiajwi.dll explorerexe svchost.exe Qruhaepdediwhfdll chrome.exe

TrelliX



IX

Contributions by Trell

Y EWYEILE
Analysis
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Browser Fingerprint Credential Theft

=" TrellX | Helix - & =

INDEX SEARCH v Start hunting for ewil., B

i PAST 24 HOURS w History ~ Favorites v Syntax Help

<o |D# 8870992 | WINDOWS METHODOLOGY [Stored Browser Credential Access] fquanes

sses Nedium % WINDOWS, Browser Credentials, Cookie Access, Credential Access, md-info, Credentials from Password Stores (T1555) &, Credentials from Web Browsers (T1555.003) &, 05 Credential Dumping (T1003) G, Steal Web Session Cookie (T1539) G

A 4 @ @ (@) ©

First Seen: 2023-04-24 TB:57.50 Last Seen: 2023-04-24 194523

Log Events Mot Assigned Mot Assessed Mot Added to Case Status: Informational
This rule identifies the execution of a process with arguments painting to known browser files that store Azl ASSIGN ASSESS v ADD TO CASE « Severity: N/A
passwords and cookies, Adversaries/Malwares may acquire credentials from web browsers by re... windows

https://kylemistele.medium.com/stealing-saved-browser-passwords-your-new-favorite-post-exploitation-te...
https:/attack. mitre.orgftechniques/T1555/003/

https:/fattack. mitre. orgftechniques/T1003/

https:/fattack. mitre.orgftechniques/T1539/

2023-04-24 18:58 UTC

Most Recent Event | Windows Process Rule Managed Defense
hostname prvtsilw. ptheorp com eventid esprofilestrenapplacamposiwini Suiiupm_profileiap Narme WINDOWS METHODOLOGY [Stored Browser... O Severity MAA
pdataslocalmicrosoftiedgeiuser datavdefaulnstoragens Rule Pack Windows Siatus el
msg an attempt was made te access an., ¥ username  uibmafllikibpmigkcoadcmckbfhibefpidefdawncache
] Distinguishers nostname: prefs0iw.ptbeorp.com Disposition MR
process chwindows\system32emd_exe v filename enprofilesixenapplacamposiwin.. L
Threshold 1 Event Thriat: Type b
SEVErity Info ~ deviceid BRB25042350¢ v Threat Actors MNFA
Interval Ewery 1 minute
class ms_windows_swvent ~ metaclass windaws ~ Query (metaclasswindows [[class=ms_defender cat,,. 0F Capabilities N/A
meta_chid BRARAAAARE ~ Pivot Query detect_ruleids:1.1.3875 hostname=prvfs01... Malware e



Credential Protection in Endpoint

BDIOIOIOICS

Malware Exploit ATP Credential Logon WindowsEvent
Prevention Prevention Theft Protection Tracker Streamer
Signatures Rules Rules

TrelhiX



EDR Detects Credential Theft Techniques

O
= Trelhx EDR - Monitoring

Monitoring 0 2 0 3 < Threat Prioritization

Total Threats High Medium Low

Threats by Ranking « & regexe « | Threat Details
| | Initial trigger Tracedetection 3 Device: [ client23 0Oct2,202312:26:19PM 1 affected devices
- First detection Qct 2, 2023 12:26:19 PM
View | Al ~ | Last detection Oct2,2022122619PM v Threat Behavior

Affected devices 1

~ Techniques Observed(1) MITRE ATT&CK™ Matrix Suspicious Indicators(1)
& ssmonex Sep 12, 20.. Age 10 days
SR LT N
Il L Security Account Manager T1003.002 (Credential Access) Dumped credentials from Windows Registry SAM and SECURITY hives via reg.exe

Take Action

Oct 2, 2023

& regee 12:26:19 PM

~ Process Attributes

First Name
reg exe
MDS ~ Process Activity
227F63E1D9008B36BDBCC4B397780BES
S5HA-1 Summary View
CODEBE341 DEFABEF40CO3EDTE9A%001 D0
DEQR4DAE Y EleE Observed (compare to SANS DFIR)
e Image path C:\Windows'\System32\reg.exe
265CAD30FAGG26FE1 AJASTRACCAAIETD
Type -
Parent process cmd.exe
Command Line reg save hklm\sam sam.dump p aSSWOI’d F| |e

Access

Process ID 456296




Identity Provider integrations in XDR

Azure Active M Data Foundationforidentity-based
Directory scoring in XDR
@ Duo Auth M Flag VIP usersbased on profilefor
risk scoring

@ Entrustintellitrust M Understand authorization levels to

m Okta apps for a given user

M Connecting usersto roles provides
basisfor investigations

RSA Secure D

7 Amazon Verified M Trackinglogin patternsinforms
M Access threat hunting

TrelliX




How can Identity Data + XDR

work together?

‘ 6. Okta

invalidates

User session
AN\

1. Attacker steals
tokenvia SMS
or 2FA push
fatigue

2. Attacker
authorizes
with Okta

Cloud App

Attacker 3. Attacker
accesses
cloud app
with token

4. Oktalogs
accessto
Helix

5. Helix
determines
malicious login
with analytics
and additional
data sources

TreliX

XDR

TrelhiX



Chaos to Clarity

Take A Moment is aboutsimply
taking a few secondsevery day
for our mental health..to pause,
breath,disconnectand then
reconnect,sowe can find Clarity.
A simpleactionthat can makea
life changing differencein our
fast-pacedworld.

WE ALL NEED TO TAKE A MOMENT.

SO, LET'S TAKE A MOMENT TOGETHER.

TrelhiX
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dWS

Trellix and Amazon Web Se
Better Together for Cloud Security

Harrison Holstein
Global Solution Architect



The most secure,
extensive, and reliable

Global Cloud Infrastructure

Infrastructure allows you to run workloads

You have the same access and
capabilities no matter where you are

200+ fully featured services from
data centers globally

dWS

\-/‘7



Shared responsibility model

Securitv IN  Customer responsibility is
y determined by the AWS Cloud

the Cloud services a customer selects.

Security OF AWS is responsible for protecting
the infrastructure that runs all the
the Cloud services offered in the AWS Cloud.

Customers
AWS

aws

N 2) © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 3



Infrastructure & services to elevate your security

?

A

g

@ I:I Oo—| ¢ |-O
o o o
Inherit global security and Scale with superior Highest standards for
compliance controls visibility and control privacy and data security
@ﬁ
Automate & reduce risk with Largest ecosystem of security

deeply integrated services partners and solutions

aws

N >) © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Highest standards for privacy and data security

Meet data
residency requirements
Choose an AWS Region,

and AWS will not replicate
it elsewhere unless you
choose to do so

aws

Se

Encryption at scale
with keys managed by
AWS Key Management
Service or manage your

own encryption keys with
AWS CloudHSM using

FIPS 140-2 Level 3

validated HSMs

N 2) © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Ho

T
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Comply with local
data privacy laws
by controlling who
can access content, its
lifecycle, and its disposal

bz

Access services and tools
that enable you to
build compliant
infrastructure
on top of AWS



Further and
faster, together

COMMITMENT

On September 19, 2019, Amazon and
Global Optimism announced The
Climate Pledge, a commitment to meet
the Paris Agreement 10 years early

TH= Paris...
CLIMAT= 10 years
PLEDG= I=arly

Net-zero carbon by 2040
Path to 100% renewable energy by 2025

$2 billion Climate Pledge Fund



TH= Paris...
CLIMAT= 10 years
PLEDG= Izarly

PRINCIPLES

Regular Carbon elimination Credible offsets
reporting

PROGRESS
200+ 26 21
signatories industries countries

IRON
MOUNTAIN®

aska B N‘B Ctety ge o

IIIIIIIIIIII ilders Heinelke“’“ ==
. ?‘n‘s 0¥
LifeStraw e~ € Ume  post  JRove  tTelefonica & VISA

Unilower



It's more

sustainable 3.6Xx 880/0

in the CIOUd More energy efficient arbon footprint
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dWS

PARTNER

Security Software
Competency

dWS

PARTNER

Authority to
Operate

dWS

PARTNER

Marketplace
Seller

dWS5S

PARTNER

Public Sector




Trellix and AWS

Trellix and Amazon Web Services (AWS) have come together to expand
security capabilities on the cloud and uncover cloud-specific threats.

&

aws

N

AWS Network Firewall

Amazon Route 53 Resolver
DNS Firewall

Amazon Virtual Private Cloud
(Amazon VPC) Flow Logs

AWS Verified Access

Amazon Simple Storage Service
(Amazon S3)

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon CloudWatch

AWS CloudTrail

Amazon Inspector

Amazon Guard Duty

AWS Security Hub

Amazon Security Lake



Amazon Security Lake

AUTOMATICALLY CENTRALIZE SECURITY DATA INTO A PURPOSE-BUILT DATA LAKE

U

ANA

Breakout 8 — Thursday 26 October
11:45-12:40

aws

N >) © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Automatically centralize data from AWS
environments, SaaS providers, on premises, and
cloud sources across AWS Regions

Optimize and manage security data for more
efficient storage and query performance

Normalize data to an open standard to streamline
security data management across multicloud and

hybrid environments

Analyze security data using your preferred analytics
tools while retaining complete control and
ownership of that data

12



Amazon
Bedrock

The easiest way to build and
scale generative Al applications
with foundation models (FMs)

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Accelerate development of generative Al
applications using FMs through an API,
without managing infrastructure

Choose FMs from Amazon, Al21 Labs,
Anthropic, Cohere, Meta, and Stability
Al to find the right FM for your use case

Privately customize FMs using
your organization’s data




Keeping your data private and secure

28 A 5

None of the customer's data is All data is encrypted at rest Customized foundation
used to train the underlying and PrivateLink support allows models and the customer-
model access to Bedrock APIs via specific data that trains them
customer's VPC endpoints remain private

aws

N >) © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS threat intelligence

aWS Contact Us Support» My Account~ Sign In
Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

AWS Blog Home Blogs ~ Editions ~

AWS Security Blog

How AWS threat intelligence deters threat actors

by Mark Ryland | on 28 SEP 2023 | in Foundational (100), Security, Identity, & Compliance, Technical How-To, Thought

Resources

Leadership | Permalink | #® Comments | # Share AWS Cloud Security
AWS Compliance
Every day across the Amazon Web S es (AWS) cloud infrastructure, we detect and successfully thwart hundreds of AWS Security Reference Architecture
cyberattacks that might otherwise be disruptive and costly. These important but mostly unseen victories are achieved Best Practices
with a global network of sensors and an associated set of disruption tools. Using these capabilities, we make it more Data Protection at AWS
difficult and expensive for cyberattacks to be carried out against our network, our infrastructure, and our customers. But Zero Trust on AWS
we also help make the internet as a whole a safer place by working with other responsible providers to take action Cryptographic Computing
against threat actors operating within their infrastructure. Turning our global-scale threat intelligence into swift action is

just one of the many steps that we take as part of our commitment to security as our top priority. Although this is a

never-ending endeavor and our capabilities are constantly improving, we've reached a point where we believe customers
and other stakeholders can benefit from learning more about what we're doing today, and where we want to go in the

future.

Global-scale threat intelligence using the AWS Cloud

aws

N =) © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 16
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Thank you!

AWS@trellix.com




Panel Discussion
Cybersecurity Landscape | EMEA Perspective

Fabien Rech Michael Faulkner Chris Steiner Vibin Shaju
Trellix NATO Zimperium Trellix
SVP and GM Deputy Head Vice President VP, Solutions Engineering
EMEA Infrastructure EMEA EMEA

TrelhiX




