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Speaker Intro

Who's that Guy

Mo Cashman Filippo Sitzia
EMEAField CTO Sr Solutions Architect
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 Welcome

» State of Ransomware
AGEN DA  Anatomy of Attack

* Threat Response Exercise

» Solutions Architecture



State of
Ransomware

How has Ransomware evolved??

TrelliX



Anatomy of
Attack

Whatdoes an attacklook like?

TrelhiX



The Phases of a Ransomware Attack
Trellix Ransomware Kill ChainA

- - 2 -‘H
@

2= K
Reconnaissance Initial Escalation Degradation of Ransomware Recovery and
access and lateral collection and recovery and deployment, retrospective

movement exfiltration system security execution,and
services encryption

Ransomware




Ransomware Defense is a constant process

Ransomware Defensive Lifecycle

pefore-Incide ),

The defense life cycleis

a continuous process of
Preparation, Prevention,
Detection and Mitigating Attacks.
When a ransomware attack
Is successful, the Recovery
and Root Cause Analysis phases
are triggered.

Source: Gartner
735746_C
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Xpress Threat
Response

Put yourself into the throws
of an incident

TrelhiX



Exercise
Rules

o . . ==
Interactive training and learning exercise ’/@

— not a test! @
.\V/I‘(WA\‘M;

There are no “hidden agendas” or trick
questions.

Y. W\
Open and interactive discussion— share
your best practices
%\‘\\_g
Use the Defense Lifecycle when thinking <\ f,‘

of best practices

Take notes on each stage and scenarioin
the Workshop Handout
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Can you help Feelingsafe.com
Feel safer?

—es7 /70 1 T VNANNSNSSSNNNANNNVNL ) 227 r
~~N\\\\N\V\IV V)V /272272777 ] 1V VN NNS

77701 1L VNANNSNSSSSNNANANVLV )V /227777770 1 VNNNSNSSSNANNNNLV YV /27—

TrelliX



The Phases of a Ransomware Attack

Trellix Ransomware Kill Chain

- - 2 -‘H
@

2= K
Reconnaissance Initial Escalation Degradation of Ransomware Recovery and
access and lateral collection and recovery and deployment, retrospective

movement exfiltration system security execution,and
services encryption

‘Ransomwar
e Gangs



We're your partner
on the journey to
emotional well-

being!!!

¢
EELINGSAFE

Feelingsafeisa compassionate insurance
provider specializing in mental health
support.

Our missionis to offer a safety net for your
emotionalwell-being.

With a deep understanding of the challenges
many face, we provide comprehensive
coverage tailored to mental health needs.

e-mailustodayfor a free con@tation!

John.Butter@feelingsafe.ovh

Feelingsafe,a company that genuinely cares.

TrelhiX



B % 0 * & s ATTN: Invoice )R - Message (Plain Text)
MESSAGE

) \ 1 Y #MiFind
x [ < ﬁ—{_ [ —_)1' [T3 Meeting ¥ R hY i |> a% ! Q
k [ Actions - [ Related ~
Delete  Reply Reply Forward [ 400 Move Mark Categorize Follow Translate Zoo
oy e All R - Unread = Up~ v b Select-
I n Itl a I Delete Respond Move Tags (] Editing Zoom

access L]

ATTN: Invoice -GN

To

0 We removed extra line breaks from this message.

Message 7 invoice_)- . doc

Time:9:00 AM

Event: Help desk suspicious email call Pess se th stch

Let us know if you have

\"4

From mike.smith@example.com <ceofraud71286@gmail.com
Subject Urgent

An email getssenttoa group of usersacross T Helen Brown <helen brown@example.com>
the company. Your email protection tool will — P T O AL L |

. A . . . . Message D =fb471d53-2440-b5f8-d2fd-bd3al7be5abd@theemaillaundry.com=
recognize thisemailas a ph IShIng attempt, User agent Moxzilla/5.0 (Windows NT 10.0: WOW64: rv:52.0) Gecko/20100101 Thund
however, beforethat happens, a certain
number of emails will come through. Only a
few usersreportedthe emailto the help
desk. Unfortunately,a number of users
openedthe attachment.

Hi Helen,
I'm tied up in a meeting but need you to make a payment to one of
Can you take care of this for me?
I cannot take calls right now, only contact me through email.
Thanks,

Mike

TrelhiX



Escalation
and lateral
movement

Time:11:00 AM

Event: Suspicious “Hands-on-
Keyboard” activity in the network

The Security Operations Center (SOC)
receives some alerts of suspicious
“Living off the Land (LotL) activities
such as Windows CMD, PowerShell,
system admin tools, and red teaming
tools/scripts.

TrelliX



Data
collection and
exfiltration

- = LEAKED DATA 1] £oscoremm roa PR rEIRG SHE IDNIMCTE. ¢

UNTIL FILES

0D 13:49:35

Time: 1:30 PM AL,

Event: Reports of Data Leakage

The attackersjust tweetedsome
passwordsto show they mean business

TrelhiX



0

Degradation of
recovery and
system security
services

>
"|l > test

Organize ¥ Include in library ~ Share with Slide show New folder = - N | o

i« Favorites

b = Libraries

> «& Homegroup

Time: 2:30 PM i — M ™ [ [N [
° ° ° » @ Network

Eve nt: Re ports Of I n a cceSSI ble fl Ies a n d 3.doc.CONTI 3.jpg.CONTI 3.png.CONTI 4.doc.CONTI 4,jpg.CONTI 4.png.CONTI

shares . N b N . .

S O m e u Se rS Sta rted to CO m p | a i n a bo u t 5.doc.CONTI 5.jpg.CONTI 5.png.CONTI 6.doc.CONTI 6.jpg.CONTI 6.png.CONTI

fileson the local system andthose on
remoteSMB networkshares being
Inaccessible asthey used to be.

’ 151 items

TrelhiX



Ransomware e* Wana Decryptor 2.0

deployment, P~ Engish -]
execution,and '

J ‘What Happened to My Computer?
encryptlon £ ¥ 4

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on i
' Can I Recover My Files?

5/15/2017 16:32:52 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
° Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
T I m e: 3:0 0 P M - But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

Event: Reports Of Ra nsomwa re Your files will be lost on

How Do I Pay?

o b k 511972017 16:32:52 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
u t re a Please check the current price of Bitcoin and buy some bitcoins. For more information,

fime o click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am =

The helpdeskand IT department R - o von i

Send $300 worth of bitcoin to this address:

startedto receivea highvolume of — e e T
callsand emailsabout a potential

Ransomware attack The threat
actorsleft a ransom noteon each
systemthat was targeted.

Check Payment

TrelhiX



Ransomware Detection and Response
Customer Outcomes Journey Map

nsomware
Resilience

Operational xtended

Application

Detection and
o Response
Extended
Foundation Endpoint

Detection and

/ Enhanced Response

Endpoint

Basic Endpoint Protection
Protection

TrelhiX



L
Ransomware Solution Reference Architecture

Trellix « Proactive Posture Management Trellix Threat Intelligence
Endpoint Security - Behavioral Prevention
» Detection and Response Actions + Contextual Intel on Ransomware
« Rollback Remediation SO « Custom Analysis
— 2 » Credential Theft Protection T » Executive Reporting
» Forensics

* Hybrid Management

Trellix
Collaboration Security * Malware & Malicious Attachment
Protection
, * Ransomware Protection . i
et ) i ) Trellix XDR « Event correlation across all your data
@ e ) d} $ + Business Email Compromise Defense sources Y
* Impersonation Attack Protection - Alert and Risk prioritization
* Spear Phishing Defense @ * Threat Intelligence from 1+ billion sensors
* Advanced URL Defense Engine « Automated and one-click global responses
Trellix « Machine Learning and Behavior-based + Over 900 native technology integrations
Network Security Threat Detection * Pre-built and custom playbooks
] + Advanced URL & Image Analysis
Elll:I E * Advanced Evasion Technique Detection
= * Monitoring, Analysis, & Protection o
Monitoring, Analysis, & P i f
N/S/E/W Trellix
* Industry-Leading Advanced Sandbox Services
Trellix « Discovery and Classification - Emergency Incident Response

Data and Cloud Security  Endpoint DLP « Ransomware Exercises

_ * Network DLP + Health checks and product optimization
| » Database Security

» Cloud Posture Assessment
 Cloud Entitlement Management

cimo
=_]o
o

TrelhiX
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Thank You!
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