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Please mute or turn 
off your smartphones 
and other electronic 
devices to minimize 
distractions during 
the presentation.

Restrooms are 
located before 
the elevators in 
the center area.

Restrooms

The main exit is located 
at the reception, ground 
floor, use the stair to go 

down. In case of an 
emergency, follow the 
exit signs and proceed 

calmly to the nearest exit.

Emergency 
Exits

We will have a 
Q&A session at 
the end of the 
presentation. 

Please save your 
questions until 

then.

Q&A

The session is 
expected to last 
approximately

3 hours with one 
30 min. break.

Session 
Schedule

Please pay attention to the following items…

Use the following WIFI:
         SID: Trellix2024
         Password: Trellix.2024Before We Begin

Silence Your 
Devices
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● Trellix EDR with Forensics
● Trellix Wise
● Partner SE Tools
● Point of Contacts
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Trellix XDR Platform Today

Third Party Data and Threat Intelligence 
600 + Integration Partners

Helix Connect for Extended Detection and Response

Security Controls for Enterprise Protection and Visibility

Threat Intelligence
Research and Operational Threat Intelligence

Managed 
Services

Strategic 
Partnerships

Trellix WISE

7

Detection
Analytics

Embedded 
Intelligence

Gen AI-Guided 
Investigations

Endpoint. EDR 
with Forensics

Data 
Protection

Email and 
Collaboration Apps

Malware
Sandbox

NDR and 
Forensics

Threat 
Hunting

Cloud Connect

Automation
Orchestration

Insights



Trellix Endpoint Security Solution

Trellix Endpoint 
Security (ENS) Trellix EDR Trellix 

Forensics (HX)
Trellix Device 

Control
Trellix Application 

and Change Control

Malware
Protection

Threat 
Mitigation

Endpoint 
Forensics

USB Device 
Blocking

Deny / 
Allow Lists

Trellix ePolicy 
Orchestrator

Trellix Policy 
Auditor

Trellix Desktop 
Encryption

Trellix Host Data 
Loss Prevention

Trellix Mobile 
Security

Endpoint 
Management Compliance  Protecting 

the device
Protecting 
the Data

Protecting the
mobile device

Trellix Endpoint Security Portfolio is very comprehensive, diverse devices, platforms, security tech                       
(proactive protection, broad range of detections, response actions, compliance, host DLP and encryption)

Trellix EDR with Forensics



 Malware Protection

 Trellix Endpoint 
Security (ENS)

 Endpoint Forensics

 Trellix 
Forensics (HX)

 Deny/Allow Lists

 Trellix Application and 
Change Control (TACC)

 Protecting the Data

 Trellix Host Data Loss 
Prevention (DLP)

 Protecting the device

 Trellix Desktop 
Encryption (DE)

 Threat Mitigation

 Trellix Endpoint Detection 
& Response (EDR)

 Protecting the mobile device

 Trellix Mobile 
Security (TMS)

Trellix Endpoint Security Products
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Foundational Endpoint Security

Manage Protect Detect Investigate Respond

Visibility & Control over the full life cycle of all your Endpoints

BEFORE
ATTACK

DURING
ATTACK

AFTER
ATTACK



ML Protect Static 
(Pre-Execution)

Detect malware based on pre-execution static binary 
analysis using machine learning and comparison to 

known malware attributes

ML Protect Dynamic 
(Post-Execution)

Detect dynamic behavior of Greyware on the endpoint, 
compare to known malware behaviors for a match via 

behavioral cloud-based machine learning

Block zero-day malware before it executes with static analysis machine learning 
and dynamic behavioral cloud based machine learning

Pre-and Post Execution is critical to maximize your detection capabilities.

ML Protect

BEFORE
The Attack

11

 Machine Learning and 
Advanced Remediation



Tuning Exploit Protection Policy: 
• Includes Many Rules covering MITRE
• Enable with “Report” first
• Granular Exclusions possible 

Exclude:
● User /Group ID
● File/Hash
● Process /Signer
● Signatures !!

Countermeasures for entry vector threats 
https://kcm.trellix.com/corporate/index?page=content&id=KB918
36

BEFORE
The Attack
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 Optimize Endpoint Security Posture
 – Exploit Protection

https://kcm.trellix.com/corporate/index?page=content&id=KB91836
https://kcm.trellix.com/corporate/index?page=content&id=KB91836


Expert Rules GitHub Repository
https://github.com/trellix-enterprise/ExpertRules

Extensible Detection and Protection:
• Expert Rules 
• MITRE Mapping
• Sources: 

○ Insights Recommendations
○ KBs
○ GitHub

BEFORE
The Attack
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 Optimize Endpoint Security Posture 
– Expert Rules

https://github.com/trellix-enterprise/ExpertRules


BEFORE
The Attack
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 Optimize Endpoint Security Posture 
– Expert Rules

Protection against entry vector Threats (KB91836)

Countermeasures for entry vector threats 
https://kcm.trellix.com/corporate/index?page=content&id=KB91836

https://kcm.trellix.com/corporate/index?page=content&id=KB91836


BEFORE
The Attack
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 Optimize Endpoint Security Posture 
– Scoring based on attacks

2. Recommendations: 
five actions to improve 
Zero-day protection

1. Visibility: 
Zero-day protection not 
enabled

3. Action: 
jump to Policy Catalog



BEFORE
The Attack
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 Determine Potential Impact

• Proactive Search
• Realtime queries from Insights to EDR
• Identify devices on risk



BEFORE
The Attack

17

 Dormant Threat

• Proactive Search
• Real-Time 

queries from 
Insights to EDR

• Identify devices 
on risk



BEFORE
The Attack

18

 Identify Weakness 
– MITRE ATT&CK Explorer



BEFORE
The Attack
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 Optimize Endpoint Security Posture 
– Expert Rules

Post-execution

Allow/Block-listing (Hash + Cert)

Signature Detection

Global Threat Intelligence

TIE (Hash + Cert) > ATD

Static Machine LearningPre-execution

Threat PreventionProactive Attack
Surface Reduction

Web Control

Host Firewall

Device
Control

Application
Control

Insights Threat
Intelligence & 
Security Posture

App  Containment

Dynamic Machine 
Learning

Exploit Prevention

Access Protection

SE Labs 100% 
Detections
0% False 
Positives



DURING
The Attack
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 Endpoint Detection & Response
– Detect hidden threats

Immediate Actions
• Quarantine
• Kill Process
• Delete FileEDR

• Highly Aggregated and Prioritized 
Threats

• Combining EDR Detection and ENS 
Threats

• MITRE Mapping



DURING
The Attack
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 Optimize Alert Triage 
 - AI-guided Investigations

3. 
Graphical view of step 2 results to 
guide the analyst to get further 
details

2. 
Trellix automatically 
provides answers to the 
SOC analysts

1. 
2,000 artifacts analyzed, 
narrowed down to 252 key 
and 8 findings



DURING
The Attack
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 Effective endpoint alert 
triage and prioritization

Visibility 

Response Investigation

Detection

Trellix Insights 
Threat 

Intelligence

• Broad Visibility
• Flexible Retention
• Always-on data 

collection

• File and Fileless 
threats

• MITRE framework 
driven detection and 
mapping

• Data Visualization & 
Search

• Robust Response

• Force-multiply 
expertise with AI

• Automatic Alert 
Triage

 Simpler investigation 
workflows



AFTER
The Attack
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 Alert Timeline and Triage Viewer

• Show timeline of 
alerts

• Simplifies 
investigation

• Filters results based 
on selection 

• Red Dot shows 
indicator trigger

• Full triage download 
for deeper analysis



AFTER
The Attack
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 Data Acquisitions



AFTER
The Attack
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 Logon Tracker
  - Lateral Movement Detection

• Analysis typically 
starts with a clue 
(an account or a 
host)

• Essential to 
gather historical 
logon data

• Account, host, 
and logon 
metadata 
speeds up 
analysis



AFTER
The Attack
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 Host Remediation 
 – Remote Shell

• Remote 
Console

• Audited
• Kill processes
• Remove Files
• Scriptable



AFTER
The Attack
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 Rapid response 
capabilities to contain 
attacks

 Root cause understanding, 
and remediation

Investigation Response

Enterprise
Search

Forensic 
Acquisition 

Attack Summary 
and Audit Viewer

Quick
Containment

Scalability

Off Network 
Investigation



AFTER
The Attack

28

 Windows Event Log Forwarding
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Trellix Endpoint Security Solution
During the attack After the attack

Visibility & Control over the full life cycle of all your Endpoints

Manage Protect Detect Investigate Respond

Before the attack

Detect Investigate RespondProtectManage



Powerhouse

A
tta

ck

During
EDR

Detect
AI/ML Detections

Realtime and 
Historical Hunting

AI Guided 
Investigations

Threat Intelligence 
powered 

Detections

Before
ENS

Prevent
File-based & 
Behavioral 
protection

Unique Intelligence 
Sharing Fabric

Rollback 
Remediation

Customizable 
Signatures

Sandbox 
integration

After
Forensics

Respond
Data 

Acquisition

File
Acquisition

Host Remediation / 
Console

Optimize all your Endpoints Protection
• Manage at Enterprise Scale, on-prem & cloud
• Desktop, Servers & Fixed functions devices
• Proactively Protect against sophisticated threats

Simplify & Improve Triage, Investigation & Response
• High Fidelity Endpoint Alerts and Telemetry
• AI Guided Investigations

Minimize Impact
• Real-Time Blocking and Containment at Scale
• Endpoint Forensic & Root Cause Analysis

An Endpoint Security



Endpoints are foundational to 
cybersecurity

… And we offer a
fully-featured
solution
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A Foundation

Before, During 
& After the Attack

Modern & 
Comprehensive

Endpoint security is 
foundational to every 

organization’s security 
program

Customers need capabilities 
before, during, and after 

attacks to protect 
their endpoint attack surface

A Proven endpoint 
security platform that 

secures organizations' 
endpoint estate and 

minimize costs and risks 



Trellix Endpoint

New SKU for Comprehensive Endpoint Coverage
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New SKU 
(TRXE -

March 2023)

Rich 
Protection

Investigation 
& Response

Adv. 
Forensics

Threat 
Intelligence 

Prioritization

Threat 
Response 
at Scale

Attack 
Surface 

Reduction

Component ENS EDR Forensics Insights TIE App/Device 
Control

SaaS and On-prem Mgmt

Trellix Endpoint X X X X X X



Trellix Endpoint Security Offerings

SKU Capabilities

Endpoint 
Protectio
n

Attack Surface 
Reduction

Threat 
Intel

Threat 
Response at 
Scale 

Cloud 
EDR

EDR and 
Adv. 
Forensics

ENS Device 
Control

App. 
Control for 
Desktops

Insights
Threat 
Intelligence 
Exchange (TIE)

EDR Forensics (HX)

Saas and on-prem management (ePO) included with every SKU

MV1 EPP (ENS) X X

MV2 EPP Plus (ASR, TIE 
and Insights) X X X X X

MV6/7 EPP Plus + EDR X X X X X X

TRXE EPP Plus + EDR + 
Forensics  X X X X X X X

TRXHX
EPP Plus + EDR + 
Forensics  
(on-prem only)

X X X X X X

Endpoint Security Maturity to XDR
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 Endpoint

 Network

 Data 
Protection

 Cloud

 3rd Party

 Threat Intelligence

1 
Billion 
Threat 

Sensors

 Insights+
 Email

Sandbox
Enrichment

Disabling AD 
Account

Quarantine 
Endpoint

Host

Quarantine 
Cloud

Instance

ServiceNow 
Ticket

 Automated 
Responses and 
Playbooks

 Security 
Tools

 Trellix 
XDR Platform
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Trellix XDR Tour

trellix.com/tours/xdr-tour/

35

 To get started with the 
Trellix XDR tour, please 
fill out this form and 
click Submit. When 
you're done, you can 
request a demo directly 
from the tour to 
learn more.



Use Cases &
Demo Guidance
Endpoint Security



 Key
 Use
 Cases
 Endpoint 
Security

 Endpoints are a 
constant target for 
attackers

 

1) Complex Endpoint Attack Surface
 Gaps in coverage and misconfigurations can lead 

to increasing cost and risk of attacker dwell time 
and costly incidents

 
2) Ransomware attacks cause damage

 Ransomware quickly blocks access to systems and 
data causing impact to users and organizations

 
3) Inefficient Endpoint Alert Triage

 Noisy alerting and false positives increases alert 
fatigue and the risk of critical alerts being ignored, 
leading to costly incidents.

 
4) Impactful Endpoint Incidents

 Endpoint incidents must be contained, and scope 
and root cause must be understood to resolve and 
prevent incidents from reoccurring

37



Who Cares?
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Low to Medium Maturity –
 Manage and Protect Focus

Low to Medium Maturity –
 Manage and Protect Focus

 Organization Profiles:

• Minimal resources dedicated to security 
• SLAs and business uptime the priority 
• Industries/geos with on-prem mandate
• Starting a SOC initiative  

• Considers endpoints as fundamental to the SOC 
• Seeking SOC excellence
• Striving for more proactive security posture

 Key Persona Concerns:

 SOC Manager / Security Architect
 Technical Buyer

• Daily successful execution
-  Deploy and Configure
-  Detect and Respond

 SOC Analyst
 Influencer

• Minimize Risk
• Minimize Cost

 CISO
 Economic Buyer

• Operational Efficiency
• Metrics: E.g.  MTTD, MTTR
• Staff Effectiveness

Foundational Endpoint Security for Strategic Security Initiatives



Complex Endpoint Attack Surface

• Broad endpoint coverage, on-prem 
and cloud management

• Enterprise management and 
automation at scale

• Security posture optimization with 
threat intelligence

 CISO
 Economic Buyer
Minimize cost and risk protecting 
endpoints in complex environments 
with consistent security baselines.

 Trellix Promise  Why Trellix?

 Manage and protect the entire 
endpoint estate efficiently 
and effectively.

 SOC Manager / Security 
Architect
 Technical Buyer

#1

Optimize Protection on Endpoints

39



Use Case: Complex Attack Surface

Scenario Result Solution

An organization isn’t aware 
of what protection controls 
have been configured in 
their endpoint estate. They 
haven’t enabled zero-day 
protection in ENS.

An organization is hit by 
ransomware and deals with 
costly impact due to 
insufficient security being 
enabled.

Trellix Insights shows 
security posture status and 
guides customers to where 
they can enable advanced 
protections  that are part of 
ENS.

#1

Optimize Protection
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DEMO
Complex Attack Surface

#1



DEMO
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https://docs.google.com/file/d/1YOQI-iCS4Q_JGKimuwRTdJK21wK5MX3a/preview


Ransomware Attacks Cause Damage

TIE – Rapid Response Process 
Blocking

• Rapidly block new attacks across
endpoint estate with Threat 
Intelligence Exchange

• Ransomware Rollback

 CISO
 Economic Buyer
Minimize cost and risk from 
ransomware with advanced rapid 
response and rollback

 Trellix Promise  Why Trellix?

 Quickly block new ransomware variants 
and avoid costly impact with automated 
remediation.

 SOC Manager / Security 
Architect
 Technical Buyer

#2

Solution: Rapid Response Process Blocking and Rollback
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Use Case: Complex Attack Surface

Optimize Protection

Scenario Result Solution

A new ransomware variant 
is executed on an endpoint.

Endpoint data is encrypted 
and the organization is at 
risk of increased scope of 
damage.

Trellix Threat Intelligence 
Exchange allows admins to 
immediately block new 
process throughout an 
estate and enhanced 
remediation automatically 
restores encrypted data.

#2



DEMO
Ransomware Attacks Cause Damage

#2



DEMO
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https://docs.google.com/file/d/1H_4mRW-wvqvfZqYcdIokP2R5O6nikIfc/preview


Inefficient Endpoint Alert Triage

47

#3

Improve endpoint team efficiency 
and MTTD/MTTR for endpoint 
investigations

• High-fidelity detections, low false 
positives

• MITRE Tactic and Technique 

• AI Guided Investigations

 SOC Manager / Security 
Architect
 Technical Buyer

 Minimize alert fatigue and time spent 
investigating endpoint alerts.

 SOC Analyst
 Influencer

Minimize risk of incidents resulting 
from unattended endpoint alerts

 CISO
 Economic Buyer

 Trellix Promise  Why Trellix?
Simplify Endpoint Alert Triage



Use Case: Inefficient Alert Triage

Scenario Result Solution

SOC analysts who need to 
triage endpoint alerts are 
overwhelmed and don’t 
know how to efficiently 
investigate alerts where they 
might need to take action.

An organization is hit by 
ransomware and deals with 
costly impact due to 
inefficient alert triage and 
investigation.

Trellix EDR AI guided 
investigations answer 
questions for the SOC 
Analysts and allow them to 
quickly contain incidents..

#3

AI Guided Investigations
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DEMO
Inefficient Endpoint Alert Triage

#3



DEMO
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https://docs.google.com/file/d/1tsbTXlob4hyb8aLjjUuOS5fBvl12hxlb/preview


Impactful Endpoint Incidents

51

Minimize impact from incidents and 
understand root cause

• Rapidly block new attacks across
endpoint estate

• Contain and investigate endpoints at 
scale

• Understand scope with adv. Forensics

• MDR options for added expertise

 SOC Manager / Security Architect
 Technical Buyer

 Contain incidents quickly and verify 
incident is resolved

 SOC Analyst
 Influencer

Ensure endpoint incidents don't lead 
to costly outages or headlines

 CISO
 Economic Buyer

 Trellix Promise  Why Trellix?

#4

Minimize Impact from Endpoint Incidents



Use Case: Impactful Incidents Reoccur

Scenario Result Solution

An organization is hit by 
ransomware but doesn’t 
investigate with forensics for 
root cause analysis and just 
reimages systems to 
recover.

The organization gets hit by 
ransomware again because 
they never understood the 
attack vector and didn’t 
improve their security 
posture.

Trellix Forensics provides 
advanced tools for 
responders to understand 
the scope of an attack and 
root cause analysis to 
understand how to improve 
controls and prevent attacks 
from reoccurring.

#4

Root cause analysis to prevent reoccurring incidents
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DEMO
Impactful Endpoint Incidents

#4



DEMO
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https://docs.google.com/file/d/1scUKPFnifrBjKhyFO5ySxNjtfeShaLpb/preview


Recap of Trellix Endpoint Protection Stack

55

Component 
Name

What it does: Why needed? Stakeholder

Trellix ePO Central management of endpoint protection 
policies and reporting

Scalable, On-premises, SaaS, Workplace 
and Sec Ops Team

Trellix ENS NGAV, Anti-Malware and Threat Protection 
using Intelligence, Signatures, Exploit 
Prevention, Firewall and Behavioural 
Rules.

Compliance, Award-winning protection, highly 
configurable, customized rules, alternative to 
Defender; supplement HX 
or other EDR

Workplace
and Sec Ops Team

Trellix Insights Taking proactive approach to prevent 
attacks before attacks happen. Ability to 
enhance security posture.

Understands trending threats across 
countries / industries. 

Sec Ops Team

Trellix TIE Add local file reputations from threat 
intelligence and sandbox.

Reduce MTTR, add own indicators of 
compromise for better protection

Sec Ops Team

Trellix EDR AI-guided investigation. Allows tier 1 
incident responders to do more. Threat 
hunting.

Detect threats that bypass prevention tools; 
investigate incidents; hunt for new threats

Sec Ops Team

Trellix Forensics 
(HX)

Proactive threat detection, investigation, 
forensics and hunting

Investigate incidents, root cause analysis; 
forensic investigations; replace Sysmon or 3rd 
Party forensics

Sec Ops Team

High-level overview of what it does and why it would matter



EDR with
Forensics
Endpoint Security



 Safe Harbor
 Statement
 Legal

 This slide deck may include roadmap 
information, projections or other 
information that might be 
considered forward-looking. While 
these forward-looking statements 
represent our current judgment on 
what the future holds, they are 
subject to risks and uncertainties 
that could cause actual results to 
differ.



Roadmap details is not included

Contact PM - Steen Pedersen for getting 



Lexicon of terms used 

1. Trellix EDR with Forensics This is the merger of Trellix EDR and the HX xAgent (Trellix 
Forensics) 

2. XAgent – the existing agent/client that the HX product uses today, managed by HX Server

3. EDR Client - the existing client that the EDR product uses today

4. Trellix Agent / TA - (aka McAfee Agent or MA) - agent that facilitates communication to ePO and 
DXL Fabric (ePO OnPrem and ePO Saas, EDR Cloud, TIE)

5. XClient – name of the services within the EDR with Forensics

6. XConsole – evolving platform that will contain tiles for all products (HX, EDR, ePO, IVX, Helix)

7. TRXE – SKU which combines MV6 and HX offerings



Policies managed by ePO



Properties in ePO



Demo 
and 
training 

Trellix 
EDR with 
Forensics



Value added to HX
Values

Feature Value on-prem Cloud
Advanced Policy 
Management

Flexible policy assignment, orchestration and management in ePO - Policy 
history, approval, compare, revert, export, import, and clear policy 
assignments. 

Yes Yes

Separations of duties Trellix Agent - Deploy, update, content, policy enforcement, scheduler, 
repositories, monitor modules on the endpoints and report properties back 
to ePO

Yes Yes

Real time reputation 
lookup 

Provide Data Exchange Layer (DXL) - Fast Reputation lookup, Link to 
OpenDXL and API integrations Yes Yes

Improved scalability 
and availability

One ePO can handle multiple HX servers and move endpoints between 
different HX servers for migration and consolidation and for the forensics 
storage. 
Multiple Agent Handlers improve availability and scalability.

Yes Yes



Value added to HX
Values

Feature Value on-prem Cloud
Custom Dashboard, 
Reporting and Queries

Generate custom Dashboards, queries, and reports in ePO (alert, 
management data, and compliance reporting) Schedule and email reports 
and queries results automatically

Yes Yes

Detect unmanaged 
endpoints

Identify unmanaged endpoints on the network - Rogue System Detection 
(RSD) Yes (planned)

Detect unmanaged 
virtual servers

Identify unmanaged virtual servers using Hypervisor connection (Cloud 
Workload Security add-on) Yes No

Identify software 
installed

Report on software installed on Windows endpoints - System Information 
Reporter (SIR) Yes (planned)



Value added to HX
Values

Feature Value on-prem Cloud
Additional Detections Greater fidelity alerting due to process-based multi-event correlations. 

(BANF) No Yes

Trace data Trace data reduces need for hunting on the endpoint - improve end-user 
experience No Yes

Off-line search Search trace data stored in cloud - Historical Search and Device Search, 
also available when the endpoint is offline No Yes

Investigation Playbooks Assisted and guided alert assessments for newer analysts No Yes

Trellix Wise - AI threat 
hunting and 
investigations

Hunt and search in your native language 
Generate Executive summary 
Support analyst with way forward - observe, gather, conclude and react
Knowledge Graph

No Yes



Value added to HX
Values

Feature Value on-prem Cloud
Real time Hunt and 
Reactions

Real time hunt and reactions. EDR Real time Search and Reactions. 
Initiate any script on any endpoints or group of endpoints in real time 
(Win, Linux and macOS)

No Yes

Extend endpoints 
capabilities 

Single Trellix Agent can manage policies for multiple modules - DLP, 
Encryption, Host Firewall, Web Control, (Application Control - coming to 
Cloud), Adaptive Threat Prevention, Proxy Client 

Yes Yes

Scheduled reactions and 
packages

Initiate any script or package on any endpoints or group of endpoints now, 
next time connected and scheduled (Win, Linux and macOS) using ePO 
Endpoint Deployment Kit (EEDK)

Yes No



Value added to HX
Values

Feature Value on-prem Cloud
Real time file reputation 
lookup in Threat 
Intelligence Exchange 
(TIE)

Integration with TIE provide visibility of any file executed on any 
endpoints 
Set Enterprise Reputation on single or large number of file hashes
Integrate with Threat Sharing platforms like ThreatHQ, MISP 
Block the execution and get alerted

Yes Yes



Trellix Wise
Generative AI



EDR  



Generative AI accelerators for MES

Alert Correlation

Remediation
Steps

Threat
Hunting

Threat
Prediction

Data
Classification

Summarizing 
Threat Intel

Explaining 
Complex Threats

Security Posture 
Management

Revealing Hidden 
Threats & Behaviors 

(+Deobfuscation)

Complex Query 
Assistance 

(NLP)

Rapid & 
Automated 

Remediations

Automated
Actions

Remediation 
Guidance

ReactiveProactive

circle size indicates frequency of ask 
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 Trellix Wise 
for EDR
 Use Cases

• Natural language query for historical and 
real-time search

• Multilingual threat hunting

• Accelerated investigations 

•  Dossier Mode provides executive summaries 
of an incident

• Interactive Mode enables analysts 
to uncover new security insights

• Knowledge Graph visually shows the 
attack path



Multilingual Threat Hunting
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Accelerated Investigations Using Trellix Wise
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Analyze 
Detection
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 Interactive Mode

Interactive Mode enables the 
discovery of new insights and their 
MITRE mappings through guided 
threat hunting by helping analysts 
answer questions:

• When did the incident 
happen?

• What do I do with this 
information?

• What actions can I take?

• Where can I get more 
information?

1

2



1

3

2

4



Investigative Context
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1 2



Detection Accuracy for Confidence
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1



Knowledge Graph
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1

2

3

4

Which user?

What file of application?

Where?

How?



Guided Response Actions
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Evidence Preservation

Host Isolation

Data Exposure 
Assessment

1

2

3



Device Risk Assessment
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Comprehensive Device 
Details

Attack Surface Details

Enterprise Risk Value

1

2

3



Analyze 
Detection
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 Dossier Mode

Dossier Mode provides executive 
summaries of an incident that 
details what happened, where it 
happened, when it happened, 
and how to investigate and 
remediate quickly.
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Demo 
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 Trellix Wise in EDR 1

2



DEMO
Generative AI Assistance

#5



DEMO
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https://docs.google.com/file/d/1HP_sIlYdH6RfiJQ_Hfxi3VJ2tlkYD6F-/preview


Partner and
SE Tools
Endpoint Security



Types of Partners

Partner 
Levels

Sales 
Certifications

Architect 
Certifications

Collaborate 4 4

Momentum 2 2

Growth 1 1

Distribution 4 4

MSSP 4 4



Partner Success Engines

Profitability 
Programs

Tools & 
Resources

Partner Care

Trellix
University

Dedicated 
Technical & Sales 

Resources

Demand
Generation & 

Marketing Support

The Hive



Call to Action Buttons

Updated Navigation

Updated 
Quick Links



Trellix Partner Portal
https://partners.trellix.com

Xtend Partner 
Program

Overview

Program 
Guide

Newsletter

Opportunity 
Dashboard

Registration

Management

Promos and 
Profitability

Deal 
Registration

Renewals

Global Sales 
Plays

Rebates 
Guideline and 

Portal

MDF

Content 
Library

Trellix 
Platform

Sales 
Resources

Resource 
Library

Sales Tools

Competitive 
Battle Cards

Corporate 
Strategy

Product 
Solution Guides

Sales Plays

Trellix Market 
Place

3rd Party 
Research

Ordering

Quote and 
Ordering 
Policies

End User 
Purchase Policy

Price Books

NFR Ordering

Quoting 
Product 
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Trellix Partner Portal – Sales Kits
https://partners.trellix.com/partner/en-us/solution-provider/product-sales-kits.html

        Product Sales Kits will be updated frequently

https://partners.trellix.com/partner/en-us/solution-provider/product-sales-kits.html


All Badges are valid for 1 year or until a new version is released (whichever comes first)
Must meet enablement requirements within 90 days of joining program

Access through Partner Portal  or   
https://training.trellix.com

Same login and password as the Trellix Partner Portal

Contact PartnerCare@Trellix.com with login issues

https://training.trellix.com/
https://training.trellix.com/
mailto:PartnerCare@Trellix.com


Trellix Partner SE Technical Bookmarks

Product Technical Documentation Portal
• Product Documentation:
• https://docs.trellix.com/

•    Administration Guides
•    Deployment Guides
•    System Security Guides
•    Release Notes
•    Hardware Guides
•    Reference Guides

Cloud Lab
• CrossFire (ASH):
•    https://login.trellix.com/

• MDemo:
•    https://trellix-mdemo.skytap-portal.com/

• Consolidation in progress…

Communication

Partner Care Team
• partnercareemea@trellix.com

• MSP Partner Care Team
• msppartnercare@trellix.com

Expert Center
Knowledge Base
Forum
• Trellix-F Community:
• https://community.fireeye.com/
• Trellix-M Community:
• https://communitym.trellix.com/
Consolidation in progress…

mailto:partnercareemea@trellix.com
mailto:msppartnercare@trellix.com
https://community.fireeye.com/
https://communitym.trellix.com/


Point of
Contacts
Endpoint Security



Contact us

 
 

 partnercareemea@trellix.com

Email



Thank you for your
Participation
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