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Ponga atencidn a las siguientes instrucciones....

Silenciar los N Salidas de
teléfonos Banos emergencia Q&A

Please mute or turn Restrooms are Familiarize yourself with ~ We will have a
off your smartphones located before the nearest emergency Q&A session at
and other electronic the reception on exits, located just before the end of the
devices to minimize your right. the reception on your presentation.
distractions during left. In case of an Please save your
the presentation. emergency, follow the  questions until

exit signs and proceed then.

Trell! calmly to the nearest exit.

Use the following WIFI:

Antes de comen:zar SID: to_be_defined

Password: to_be_defined

Horarios

The session is
expected to last
approximately
3 hours with one
30 min. break.
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Endpoint Security

o777 11 1 VANANNNSSSN\\\N\NVNIV I/ V27—

Bienvenida

Linea de productos
Trellix EDR con Forensics
Trellix Wise

Practica
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Managed
Services

o
—

Strategic
Partnerships

o
—

Trellix WISE

TrellixX

Plataforma de XDR

@ Third Party Data and Threat Intelligence

Cloud Connect 600 + Integration Partners

Helix Connect for Extended Detection and Response

B *Q & o

Embedded Detection Gen Al-Guided Threat Automation
Intelligence Analytics Investigations Hunting Orchestration

Security Controls for Enterprise Protection and Visibility

ol = ® @

Endpoint. EDR Email and NDR and Malware
with Forensics Protection Collaboration Apps Forensics Sandbox

Threat Intelligence

Insights Research and Operational Threat Intelligence
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Trellix Endpoint
Security (ENS)

Malware
Protection

Trellix ePolicy
Orchestrator

Endpoint
Management

TreliX

Trellix endpoint

Trellix EDR with Forensics

Trellix EDR

Threat
Mitigation

Trellix Policy

Auditor

=]

Compliance

Trellix
Forensics (HX)

o0

Endpoint
Forensics

Trellix Device
Control

USB Device
Blocking

Trellix Application
and Change Control

Allow Lists

Trellix Desktop
Encryption

L]

Protecting
the device

Trellix Host Data
Loss Prevention

9]

Protecting
the Data

Trellix Endpoint Security Portfolio is very comprehensive, diverse devices, platforms, security tech

(proactive protection, broad range of detections, response actions, compliance, host DLP and encryption)

Trellix Mobile

Security

Protecting the
mobile device
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Trellix Endpoint Security Products
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Trellix Endpoint Trellix Trellix Application and Trellix Host Data Loss
Security (ENS) Forensics (HX) Change Control (TACC) Prevention (DLP)

a0 o)X ‘;3 ra

Malware Protection Endpoint Forensics Deny/Allow Lists Protecting the Data

Trellix Desktop Trellix Endpoint Detection Trellix Mobile
Encryption (DE) & Response (EDR) Security (TMS)

] @ i

Protecting the device Threat Mitigation Protecting the mobile device

TreliX




Fundamentos de endpoint suite

ANTES DURANTE DESPUES
ATTACK ATTACK ATTACK
OROROSOR0
Manage Protect Detect Investigate Respond
A A

Visibility & Control over the full life cycle of all your Endpoints

Treli ‘



ANTES Machine Learning and
The Attack Advanced Remediation

ML Protect

Block zero-day malware before it executes with static analysis machine learning
and dynamic behavioral cloud based machine learning
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ML Protect Static
(Pre-Execution)

v

ML Protect Dynamic
(Post-Execution)

Detect malware based on pre-execution static binary Detect dynamic behavior of Greyware on the endpoint,
analysis using machine learning and comparison to compare to known malware behaviors for a match via
known malware attributes behavioral cloud-based machine learning

Pre-and Post Execution is critical to maximize your detection capabilities.

TreliX
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Filter

Type:

Files

Services (Windows only)
Registry  (Windows only)

Processes

Quick find:

6134

6133

Tuning Exploit Protection Policy: ikatz using

Optimize Endpoint Security Posture

The Attack -Exploit Protection

Exclusion Type (Fie - Process -Regiuy 7
Severity:
Buffer Overflow (Windows only) | High e
lllegal API Use  (Windows only) flj::’hum .
Network IPS (Windows only) ot ame

Exclude:

P Clear Show selected rows

A Name

T1562 - Evasion Attempt: Suspicious AMSI DLL Loading Detec

T1562 - Evasion Attempt: Suspicious AMSI DLL Creation Dete

* Includes Many Rules covering MITRE

* Enable with “Report” first

e Granular Exclusions possible

6115

T1055 - Fileless Threat: Reflective DLL Remote Injection
Signatures Signatures ID (comma-separated)

TrelliX Countermeasures for entry vector threats
https://kcm.trellix.com/corporate/index?page=content&id=KB918

User /Group ID
File/Hash
Process /Signer
Signatures !!



https://kcm.trellix.com/corporate/index?page=content&id=KB91836
https://kcm.trellix.com/corporate/index?page=content&id=KB91836

ANTES Optimize Endpoint Security Posture
The Attack -ExpertRules
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5://github.com/trellix-ent ‘tree/main/TRELLIX & o=

O Product Solutions Open Source Pricing Sign in ‘ Sign up ‘

T1570_Lateral Tool Transfer-File Modification From A R... Renamed McAfee to Trellix

T1175 - COM - WMI using PowerShell WMIC MSHTA VB...  Renamed McAfee to Trellix
D q hell d McAf I
& trellix-enterprise / ExpertRules ' pubiic
[ T1175-COM - Word.Applicatiaa
<> Code (@ lssues 1 {9 Pullrequests ( Actions [ Projects @ Security 0O T1175-COM - Word.Ag Extensible Detection and Protection e
Za [ T1204_Payload_executi
i s [ ]
# main v  ExpertRules / TRELLIX / 3 T1222_Windows File_a Expert Rules
T1486_Attempt_to_En H
St aaas * MITRE Mapping
pradeep-bhandary Merge pull request #15 from mcafee-enterprise/15Mar2 [ T1503 - Credentials frd
° .
[ T1547.001_Registry_Ri Sources -
BB ACCESS_PROTECTION updatandesd | D T1H47004 Winlagsr o) |I"ISIg hts Recommendations
T1547.005_S ity_Si
BB  DEFENSE_EVASION Create Raspber O R o KBs
[ T1548.002_UAC_Bypas
B8 GENERIC_RULES Renamed McAfqg .
[ T1552_Credential in_Red o GitHub
B8 MALWARE_BEHAVIOR icedID, Dridex al
[ T1561_MBR protection_through_DISK_REGION_matchin... ~ Renamed McAfee to Trellix
BB PAYLOAD_EXECUTION moved file from
[ T1561_MBR protection_through_LBA_matching_criteria...  Renamed McAfee to Trellix
I8 PRIVILEGE_ESCALATION Create CVE-202 ) ) ) )
[ T1569_Service_execution_using_PSExec.md Renamed McAfee to Trellix
D
O

T1570_Lateral_tool_transfer-Host_to_Remote.md New COM Hijacking using Powershell and update to Rule T1570

Expert Rules GitHub Repository
Trelhix https://github.com/trellix-enterprise/ExpertRules



https://github.com/trellix-enterprise/ExpertRules

ANTES Optimize Endpoint Security Posture
The Attack -ExpertRules

Protection against entry vector Threats (KB91836)
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Below are the countermeasures. Click to advance to the section that you want to view:
« ENS Adaptive Threat Protection (ATP)

« ENS Dynamic Application Containment (DAC)
g ENS Threat Prevention Antimalware Scan Interface (AMS” Campaigns > CVE-2021-40444 - Microsoft MSHTML Remote Code Execution Vulnerability

. ENS Exploit Prevention Overview Your Environment Indicators of Compromise (I0Cs) ® Hunting Rules Connections @

- - - e =
« ENS Exploit Prevention Expert Rules YaraRules  Sigma Rules
« ENS Access Protection default rules

Campaigns  Threats  Profiles CVEs  MITRE Explorer  View more ~ mshtml

v Rule - EDR Real-Ti

« ENS Access Protection custom rules
« ENS Firewall Rules
« VSE Access Protection default rules

SE, EDR, Endpoint, etc..)

Categories

5 [[] EDR Real-Time Search
« VSE Access Protection custom rules

« Host IPS signatures ichfee ibfonss: o Hetect licious aciviy SE, EDR, Endpoint, efc..)
« MSME antispam and on-access scan policies
« More user recommendations

Include OBJECT_NA}
Include DLL_LOADEL

ch SECTION

Include OBJECT_NAME {

Countermeasures for entry vector threats
TrelliX nttps:/kem.trellix.com/corporate/index?page=content8id=KB91836
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MUCHO ANTES

Optimize Endpoint Security Posture
— Scoring based on attacks
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TrelliX

The Attack

= Trellx

SECURITY POSTURE SCORE

» ©® Content

‘ ® Zero-day 0%
4 |
Configuration 32.35%

@ Detection Prevale... 100%

1. Visibility:
Zero-day protection not
enabled

Security Posture Score

Endpoint

Endpoint Score

@ Read how endpoint scores are
. calculated

Content @

1 Recommendations

Zero-day @
5 Recommendations

10 Recommendaibns

Dgtectigh Prevalence @

0 Regdmmendations

2. Recommendations:
five actions to improve
Zero-day protection

Zerofday Closeall X
Expand all

Components

2 Recommendations

Scan Configuration

2 Recommendations

Enhanced Script scanning not compliant

Credential Theft Protection not compliant

Action Enforcement
1 Recommendations

Enhanced Remediation not enabled
How you can do

Go to Policy Catalog | Endpoint Security Adaptive Threat
Protection | Options

3. Action:
jump to Policy Catalog




MUCHO ANTES
The Attack

Campaigns Threats Profiles CVEs MITRE Explorer  View more

Determine Potential Impact

/711 1TV N NNNSNS

Campaigns > CVE-2021-40444 - Microsoft MSHTML Remote Code Execution Vulnerability

Overview Your Environment Indicators of Compromise (I0Cs) ® Hunting Rules Connections ©

Yara Rules Sigma Rules Trellix Defense Rules

A Rule - EDR Real-Time Search
McAfee defense to detect malicious activity. (ENS, VSE, EDR, Endpoint, etc..)

HostInfo hostname and LoadedModules where e contains and LoadedModules

Categories

module_name contains

[C] EDRReal-Time Search

Proactive Search
Realtime queries from Insights to EDR
Identify devices on risk

TrelliX
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Proactive Attack
Surface Reduction

Insights Threat
@ Intelligence &
Security Posture
I:b:é Web Control

Exgd Host Firewall

=1 Device
B control

Application

Control

TrelhiX

ANTES Optimize Endpoint Security Posture
The Attack -ExpertRules

Threat Prevention

Allow/Block-listing (Hash + Cert)
Signature Detection

Global Threat Intelligence SE Labs 100%
Detections
TIE (Hash + Cert) > ATD 0% False
: Static Machine Learning Positives
Pre-execution

L] L] L] L] L] o (] (] ° () () (] L] [ (] ° L] () [ ] ° L] () [ ° L] o (] °

Post-ex ion
ER G App Containment
Dynamic Machine
Learning

Exploit Prevention
Access Protection
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DURANTE Endpoint Detection & Response
The Attack -Detect hidden threats

= TrellX | EDR a m & A

77111

Monitoring 2 U

Total Threats High Medium 3 minutes ago Past 30 days v

Threats by Rankingv MeatGrindRR_Fir... « | Threat Details

Initial trigger Trace detection > Device: | MUC-SRV-CSI Apr 26, 2023 1:56:21 PM 1 affected devices Device Actions
T First detection Apr 26,2023 1:56:21 PM
= | 4 Last detection Apr 30, 2023 7:10:13 AM v Threat Behavior

Affected devices 1 5

5
. .
May 3, 2023 Age Eiavs Proc Filesystem T1003.007 (Credential Access) EPP Detection: Identify suspicious command pa Immedlate ACtlons

chrome.exe
7:12:19 AM

Take Action v letc/passwd and /etc/shadow T1003.008 (Credential Access) Attempt to extract plaintext credentials from m Q t'
Powershell script ® uarantine

System Network Configuration Discovery T1016 (Discovery)

v Process Attributes (Experimental) Process excuted remotelly via PS ° K- " P
SMB/Windows Admin Shares T1021.002 (Lateral Movement) I rocess

Suspicious file downloaded and executed by Po

.
Credential dumping attempt detected by mimik © De Iete FI Ie

Apr 30, 20...

MeatGrindRR_Firmware_Up...
7:10:13AM

E D R jde v1337.exe Windows Remote Management T1021.006 (Lateral Movement)

v Process Activity

Highly Aggregated and Prioritized =~ ===
Threats IC9CA63F

Combining EDR Detection and ENS ...
Threats R

MITRE Mapping ot

whoaml.exe

Sequential View

Filter events ¥ Filtered by Severity Showing 9 of 74 events

TrelhX
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DURANTE Optimize Alert Triage
The Attack -Al-guided Investigations

77111

1.
2,000 artifacts analyzed,
= TreliX | EDR narrowed down to 252 key
and 8 findings
Search ~—

2 minutes ago
<All Investigations

Suspicious Winword Behavior
Last updated: 19 days ago

%)) Finding Details (7]

Artifacts | ¢ o g yAv).

Reybindioes Key Ardracts alibcs V Processes running from suspicious directories

- mvesugauun Guucs

Artifact type

Artifacts (7]
Show | Answered questions

Device (external)
A @O  MVWin10-2
Is there any process opening a socket that Other (external)

o nor cothmanty do fe¢ | | Device (internal) @D  C\Users\Base\AppData\Local\Microsoft\O...
Sockets being opened by processes which I Other (internal)
do not commonly do it an C:\Users\Base\AppData\Local\SquirrelTem...

Does the endpoint contain processes en C:\Users\Base\AppData\Local\Temp\CEB6...
running from suspicious directories?
= — oD C:\Users\Base\AppData\Local\Microsoft\Te...
Processes running from suspicious
directories

oD C:\Users\Base\AppData\Local\Microsoft\Te...

Does the endpoint contain evidence of
malicious auto-start entries? en C:\Users\Base\AppData\Local\Adobe\C9D...

Files referenced in auto-start entries with

: : oD C:\Users\Base\AppData\Local\Temp\E6367..
suspicious indicators

Does the endpoint contain evidence of an C:\Windows\SysWOW64\explorer.exe

K- FileCoAuth.exe
2 3

Trellix automatically Graphical view of step 2 results to
provides answers to the guide the analyst to get further

Tre"|x/ SOC analysts details
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» Broad Visibility
* Flexible Retention

* Always-on data
collection

« Data Visualization &
Search

* Robust Response

TrelhiX

Effective endpoint alert

-The Attack triageand prioritization  workflows

@ &

Visibility Detection

Trellix Insights

Threat
Intelligence

<

Response Investigation

Simpler investigation

* File and Fileless
threats

* MITRE framework
driven detection and

mapping

* Force-multiply
expertise with Al

* Automatic Alert
Triage




?EesiltJtEaik Alert Timeline and Triage Viewer

Show timeline of
a I e rtS Resea rCh-1 G n CONTAIN CANCEL CONTAINMENT REQUEST

/771 1TV NNNNSS

H I'f' iexplore.exe -z sares: 20210502 14:41:36 8622 [ Acquine process peraws |
Simplifies
investigation

Filters results based
on selection

Red Dot shows Mopis
indicator trigger

B processes
m 2021-0602 14:17:41.0752 to 2021-06:02 14:42:46 8142

Full triage download :
for deeper analysis P -

7 Domains

104.18.10.39

104.18.11.39

TrelliX




DESPUES -
The Attack Data Acquisitions

Actions FILTER BY:

9 2 8 Acquisition type Status Requested by Platform
Actions

All All Not Enricher All

/771 1TV NNNNSS

Acquisitions

Run a Malware Scan

Restart Agent

Cancel containment request
Contain

Actions 0 acquisitions selected 301 - 350 of 928

Acquire Hostname IP Address Requested 1 Acquisition Download Size Status
Single File
Triage
Multiple Files
Standard Investigative Details victim-win10-AQ 10.12.10.174  14daysago  Triage (automatic) 6.3MB 5 Acquired
Comprehensive Investigative Details
Quick File Listing

Command Shell History victim-win10-AQ 101210174  14daysago Do Commandshell -, g 8% Acquired
Process Memory

History
river Memory victim-win10-AQ 101210174  14daysago Dot PowershellHisto oo, g 8% Acquired
ry (From Event Logs)

VICTIM-7FHSOH5 10.12.10.136 14 days ago Triage (automatic) 6.2MB 85 Acquired

victim-win10-AQ 10.12.10.174 14 days ago Data: Quick File Listing 28.4MB 85 Acquired

Full Memory
Raw Disk victim-win10-AQ 10.12.10.174 14 days ago Data: Raw Disk 26.3GB 85 Acquired

PowerShell History (From Ev

101 victim-win10-AQ 10.12.10.174  14daysago  Data: Full Memory 2.4GB 55 Acquired
test

VICTIM-7FHSOH5 10.12.10.129 14 days ago Triage (automatic) 15.4MB 5 Acquired

TrelliX




DESPUES Logon Tracker
The Attack - Lateral Movement Detection

/771 1TV NNNNSS

SEARCH ALERTING
GROUPS RULES EXPORT CSV TOGGLE COLLAPSE

__ sl esersncn  omun  TossEeno Analysis typically
starts with a clue

(an account or a
host)

PIOSjz0- > _20-rhel 770 ESSentIall to .
sl é [ — gather historical

P

i'i / logon data
/ Account, host,

Raw logon data P g Scs 10/35.133.57 ,
- / e gz“‘““"‘“ and logon

Logons metadata
speeds up
analysis

2021-05-04 A reconnect success WINBMUTSCSS 10.35.133.57 Administrator win8mutScs 10.61.166 CAWindows\S...
2021-05-04700:32 unknown unknown WINBMUTSCSS 10.35.13357 Administrator win8mutscs 10.61.166.163 C:\Windows\S.
2021-05-04T00:32-. rdp reconnect success (Not Avail) 10.35.133.67 Administrator win8mut5cs 10.61.166.163 (Not Avail)
2021-05-03T17:117:2 ssh password success (Not Avail) 10.35.133.57 qauser 10-rhel-77--0 10.61.165.126 uss/sbin/sshd

2021-05-04700:32-. network unknown success (Not Avail) 90-g9195j20- 10.35.133.57 Administrator winB8mutbcd 10.61.166.16. (Not Avail)

I rel I I x/ 2021-04-29717:45: ssh password success (Not Avail) 10.36.132.209 qauser centos-8-x6-0 10.61. 1€ (Not Avail)
2021-04-20717:43:1. ssh password faided (Not Avail) 10.35.132.208 qauser centos-8-x6-0 10.67.165 (Not Avail)




DESPUES
The Attack
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<) ENDPOINT SECURITY

Remediation Session

TrelliX

Host Remediation
— Remote Shell

DASHBOARD

ALERTS

HOSTS

ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN

WIN73a913c4cace

@ Connected
Host Info
10.61.153.181
Windows 10 Enterprise
32.30.0

Use Custom Script

Upload your script and execute on the host

a Drag file here or

i DOWNLOAD AUDIT TRACE

MODULES

®

Remote
Console

Audited

Kill processes
Remove Files
Scriptable




DESPUES
The Attack

Event Streamer Security €

Windows Event Log Forwarding

/711 1TV NNNNSS

The Event Streamer module provides the ability to send Windows Event log data directly to Helix or a Syslog server. system  ©

———n
Enable Event Streamer on the host I\ON ./I

Terminal Services €

Destinations
Task Scheduler €

Ve
| ON

Stream to FireEye Helix —.\ Powershell €

Enable this setting to forward Windows event logs to your FireEye Helix instance.
Windows Defender €3

No syslog destination has been added yet . .
ADD SYSLOG DESTINATION ] fipfatonEgennce e

Start by adding a syslog destination for forwarding Windows event logs. = =
Add Syslog Destination
Application €

Add the syslog destination you want to connect and send your Windows event logs to.
Name

AppLocker ©

IP Address

TrelliX

Printer Service €9




An Endpoint Security
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Powerhouse Before During After

. . . ENS EDR Forensics
Optimize all your Endpoints Protection

* Manage at Enterprise Scale, on-prem & cloud

X
[T)
» Desktop, Servers & Fixed functions devices 8
wd
* Proactively Protect against sophisticated threats <
Prevent Detect Respond
Simplify & Improve Triage, Investigation & Response File-based & AI/ML Detections Data
. . . . Behavioral Acquisition
» High Fidelity Endpoint Alerts and Telemetry protection Realtime and
Historical Hunting File
* Al Guided Investigations Unique Intelligence Acquisition
Sharing Fabric Al Guided
Investigations Host Remediation /
Rollback Console
Minimize |mpact Remediation Threat Intelligence
) ) ) powered
* Real-Time Blocking and Containment at Scale C;§torT1tizable Detections
ignatures
* Endpoint Forensic & Root Cause Analysis
Sandbox

integration
TrelixX




Automated
Security Trellix Responses and
Tools XDR Platform Playbooks

@  Trelix ~ Initial Access, Execution, Exfitration and Co... (ID: #124)  (Q s | SandbOX 1
I Enrichment :

Partially Blocked =)) e e e e e -

Initial Access, Execution, Exfiltration and Command & Control

Email, Endpoint, Network, DLP and a Third-Party Identity Vendor

MITRE ATT&CK Techniques I 1

1 Disabling AD

Network e Recommended Actions . ._ _ 1
J el o ' mmetn gl ™ Quarantine I

Billi :
Threat ,  Endpoint

3 Party

sinkhole FQDN DNS Re...

! . 1
rmesrcommn.. © ™ Quarantine I

S Cloud |
Instance

Cloud

Review Defensive Playb... °

Data
Protection

1 ServiceNow !
I Ticket :

TrellixX

Copyright © 2024 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



Trellix XDR Tour
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trellix.com/tours/xdr-tour/

To get started with the
Trellix XDR tour, please
fill out this form and

click Submit. When

you're done, you can Tl‘e"I)(
request a demo directly o

from the tou r to Welcome to the Trellix XDR self-guided tour.
|earn more Click below to begin.

TrellixX

Copyright © 2024 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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DEMO #

Complex Attack Surface

TrelliX




TreliX

% FAVORITES @ TrollixInsights  Protoction Workspace  Trell Produce Tog Catalog  Policy Catalog  TIE Reputations  System Tree  Threat Event Log
SECURITY POSTURE SCORE A CAMPAIGNS BY SEVERITY GAMPAIGN DETECTIONS DEVICES DEFENSIVE PLAYBOOKS
| LXPOSLD INSUFFICIENT
4 Rurcesalved BHesalued o CNOPOINTS
o 1 3
Contont 0% - a5
@ Uone 0
0% Y 2y o @ Madium 180 1 /66 2 /66 'I
" e ) Pending 1
o o Configuration 0% ol i ¥ - 9
o Detoction Prevale, %
Past 10 doys
® Vulnorability Auso... 0%
Campaigns  Threats  Profiles CVEs  MITRE Explorer  View more ™ oarch Insigh Q
Requiring Attention (1085) ® All Cam 5 (301 Campalgn Connections @
County sty
W Q dearch campa Nar Tolncam b4 United States Last Dotocted
Detoction Comparison @ Your Dovices
Campaign You Talecom UsA Worldwide Exposad Endpaints @ Inenfficiant Coverage @ Defonsive Play,, © Last Detectad @
Threat Profile: DarkPower Ransomware [ ] . L] ® 0 0 D) 0] 6 doys ago
Operation Iron Ore o . L] ° 1 S | 0] 0] © duys ugo v
The Stealthy Email Stealer in the TAS05 Arsenal L] @ ® L] 0 1 10 10 Never
BlueNoroff APT Group Targets macOS With RustBucket Malware ° ° [ ] L] 0 a @ Nevar
Bitxor20 Backdoor Spreading Via Log4j Vulnerability ° ° © L] 0 1 (D) ® Nover

Shawing 1-6 aut of 3017 rows | 1 2 3 4 6 . 604 > > ShowSrovs v
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Ransomware Attacks Cause Damage
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RecycleBin  se_email
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Trellix Partner Portal — Sales Kits

vider/product-sales-kits.html
Product Sales Kits will be updated frequently
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Partner Portal — Solution Provider Trellix.com

Trel IIX Xtend Partner Program  Opportunity Dashboard ~ Promos and Profitability ~ Content Library ~ Support  Profile Q

Partner Portal — Solution Provider Trelix.com

Tre"lx Xtend Partner Program  Opportunity Dashboard ~ Promos and Profitability =~ Content Library ~ Support  Profile Q

Product Sales Kits

Trellix Quick Links
HI%J Onboarding
¢ salesforce
% Marketing
Events

Sunny days for MDF, Rebate and

Levelling come October 9!

The Trellix Hive is a busy place! A new look and feel across MDF,

How to Sell Email Security

How to Sell Pitch Decks Data Sheets
Rebate and Leveling sections, going live Oct 9. o 2 = . . : i g
Customer Please look out for emais with reminders, trainings and more! Sales Play Training - Email Security &2 Customer Overview Deck - Email Trellix Email Security - Cloud +
& Assets & How to Sell Email Security + Security L Trellix Email Security - Server L
Entitlemeiits Value Discovery Guide - Customer Overview Deck - Trellix Collaboration Security -
Gustomer Email Security + Collaboration Security + Executive Brief +
&C‘ Service Sales Play Training - Collaboration How Email Security Prevents Trellix Intelligent Virtual Execution
Request

Support
ServicePortal

Technical
Resources

Security

How to Sell Collaboration Security +
Value Discovery Guide - IVX for
Collaboration Security +

Ransomware (video) 4
How Trellix Email Security Prevents
Ransomware +

avx) £

Price Books Competitive Intelligence 3rd Party Validation & Product Product training and demos
Service Provider Deal Product Sales Trellix Email Security vs Proofpoint L Testing Trellix Certified Architect: Email
Partners Registration Kits Trellix Email Security vs Microsoft SE Labs Report + Security 4
Battlecard £+ How to Use SE Labs Report with Trellix Service Provider: Email
Getting Started Trellix Email Security vs Microsoft Customers (video) 4 Security &
Competitive Positioning £ SE Labs Conversation Guide + SE Demo Kit =
iAsset Online

ICIIA

Trellix Email Security vs Proofpoint
Competitive Positioning +

SE Labs Fact Sheet L
IDC Vendor Spotlight on Collaboration
Security L+



https://partners.trellix.com/partner/en-us/solution-provider/product-sales-kits.html

Trellix Join the Trellix Cyber League today!

U N I V I R s I I Y Unlock your potential in the Trellix Cyber League.
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Ready Badge Explore

v a
1DO #
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All Badges are valid for 1 year or until a new version is released (wWhichever comes first)
Must meet enablement requirements within 90 days of joining program

Service

Orientation Xtend Program Infrastructure

Video

Provider

N\,

Access through Partner Portal or
https:/training.trellix.com

Same login and password as the Trellix Partner Portal

Trelln! Contact PartnerCare@Trellix.com with login issues



https://training.trellix.com/
https://training.trellix.com/
mailto:PartnerCare@Trellix.com

Trellix Partner SE Technical Bookmarks

/71 11TV NNNNSS

Product Technical Documentation Portal Cloud Lab
- Product Documentation: - CrossFire (ASH):
- https://docs.trellix.com/ - https://login.trellix.com/

Administration Guides - MDemo:

Deployment Guides - https://trellix-mdemo.skytap-portal.com/
System Security Guides

Release Notes - Consolidation in progress...
Hardware Guides

Reference Guides

Communication Expert Center
Knowledge Base

Partner Care Team Forum

- partnercareemea@trellix.com - Trellix-F Community:

- https://community.fireeye.com/
- MSP Partner Care Team - Trellix-M Community:

* msppartnercare@trellix.com - https://communitym.trellix.com/
Consolidation in progress...

TrelliX
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-Contact us

Email

partnercareltam@trellix.com

TreliX



Thank you for your

Participation

TreliX



/
/

\N\\\N\N~—~——— -/

\
\

A\ \\ N\ N~————
AV A A NSNS SN————

~
N
AN
\
\
\
\
\
|
I
|
/
/
/

N\ N\ N~———m—r—/ /

/
/
N~N———— -/ /

—~—— s/
NN N————
N\ N\ N"~~——— -

NN SN ~—~———— s/

N\ \ N\ N~~————

N\ N\ SN~~————




