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Matteo Spiga Rahul lyer

Solutions Engineer Principal, Product Management

TrelliX




2 Breakout Sessions Content Structure

Solution Presentation

Architecture

Key Use-cases

Demonstration

Licensing

Trellix differentiators

Q&A

TrelliX
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HR-Suppori@secure-company.net

Urgent: Action Required - Your Annual Performance Revien

Dear [Employee Name} -’My Company
)

mance review ishow aalal @16 10U N
Jow to ccess and documenta‘C ¢
rloiuation process.

Deepfake

Your annual perfor
Please dlick ink 0e!
Faiiur to so desyour pe

'
CLICKHERE _ CLICKREE

oniored MesS

nal was sentfoman unfm
our Revev

This e
Heie o Access Y

{pypenink Cick

Phishing
Advanced technigques

TrelliX




What We're Hearing - How Can We Help?
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Malicious emails and files Too much time wasted Despite training,
are still getting through on false positives users make mistakes
Phishing-as-a-Service Nearly 1/3 of alerts are Email reading time is cut
is less than $250/month’ false positives? nearly 50% in high stress?

TrelliX ‘
1. Trellix | 2. 1BM | 3. NDSS Symposium


https://www.trellix.com/blogs/research/phaas-phishing-as-a-service-on-the-rise/
https://www.ibm.com/downloads/documents/us-en/10c31775a05401a5
https://www.ndss-symposium.org/wp-content/uploads/usec2024-24-paper.pdf
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Cyber threat landscape

Trellix CyberThreat Report October 2025

d  Alook into the evolving APT landscape

A Ransomware’'s new dominance and emerging THE

. CYBERTHREAT
3 Cybercriminals’ use of Al-powered malware REPORT

Insights gleaned from a global network of experts,

Q Complex attack chains and exploitation of sensors, telemetry, and intelligence
vulnerabilities

https://www.trellix.com/advanced-research-center/threat-reports/october-2025/

TrelliX



https://www.trellix.com/advanced-research-center/threat-reports/october-2025/

Mind of CISO
Decoding the GenAl Impact

=777 701 1 VANNNNSSNN\N\\NVNV /2 rrm

100* 100%’
92% . 84% '

Trelll)( https://www.trellix.com/solutions/mind-of-the-ciso-decoding-the-genai-impact

100% are currently using or plan to use
GCenerative Al

100% are concerned about cybercriminals using
GenAl to perform cyber attacks

92% believe GenAl without clear regulations
puts their organizations at greater risk

84% believe GenAl could give their organization
an advantage over cybercriminals



“ People are the weak link in
security.

“ BuUt...

“ People are our best defence if
they are properly trained and
they are properly aware. |
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TrelliX




Protection for a New Era of Attackers
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Improve Response & Fit Your
Resilience Infrastructure Needs

Stop Al-Driven
Phishing & Impersonation

= ) _
BEC, Impersona)tiqn, Malicious URLs, m Accelerate Analysis & Remediation Multiple Deployment Options
Attachments, Vishing, and QR Codes

, . . ~
Minimize Ealse Positives Q) Prevent Exfiltration and Leaks with & T
@ @ Data Security B SEG, 2nd Hop, and API/ICES
Extend Protection to Chat, File p i .
E Shares, and Enterprise Apps @>J Train a More Alert Workforce FedRamp Certified

FedRAMP

TrelliX
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Mitigate Human Risk Across The Organization

Collaboration & > Data Security &
Enterprise Apps Awareness Training
Catch BEC, impersonations, and Inspect everything and catch Prevent data leaks and grow a
other phishing attempts with APTs across file sharing, file vigilant workforce to catch would
advanced Al and precise file and storage, chat and enterprise be attackers before they can do

\ URL inspection / K applications / k harm /

Seamlessly integrated into the Trellix Security Platform
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The World’s Most Demanding Trust Trellix'

Technology

Government
Agencies

Financial
Services

Other
Sectors

e World's Top Public Cloud
Service Provider

e largest Global
Telecom Provider

e The Leading Consumer
Electronics Company

4.2 Million DoD mailboxes
5 out of 7 G7 Nations
Half of the World's Largest

Aerospace and Defense
Contractors

World's Largest Investment
Manager

150+ Large Global Financial
Institutions

Multiple Stock Exchange
Entities

100+ Healthcare Service
Providers

40+ Global Manufacturing
& Industrial Companies

Double-Digit Energy
Service Providers

Protecting over 25 million mailboxes around the world from top

government agencies to Fortune 100 companies

TrelliX

1: As of Q3 2025
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TrelhxX

Architecture

Trellix VX




Deployments

Precise File/URL Inspection at Scale N

FedRAMP

Trellix Intelligent Virtual Execution (IVX)
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Hardened Hypervisor

- Designed for large scale threat analysis

- Custom hypervisor with built-in countermeasures

- Detect sandbox-aware and evasion tactics

Multi-modal Virtual Execution

. . . Intelligent
- Multiple operating systems and versions

. S Virtual
- Multiple applications

. ) Execution
- Multiple file-types

Threat Protection at Scale | RN 1A PR ANeL &
H . A ] ’_l_ : 1 001 ]
- Multi-stage analysis = 1 : A .§ @ 1 §
- Utilizes most up to date threat intelligence 4 0

- Thousands of simultaneous executions

Trellix Hardened Hypervisor

TrelliX




More than just a sandbox
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Find unknown
bad

Find known bad

B@

Static Analysis

__@o

Dynamic
Analysis

File executes in a safe and

Lower intensity analytical
methods: signatures,
reputation, and emulations

Observe file execution and

Performs high speed
analysis at scale

TrelliX

instrumented environment.

look for malicious behavior.

Assess malware
family similarity

Code Analysis

Remove obfuscation to
expose original executable
code.

Analyze attributes and
instruction sets to identify
characteristics similar to
known bad behaviors

IVX Multi-stage Inspection Process

Reveal suspicious
patterns

Verdict

= @CLEAN
. ®MALICIOUS
> {Q QUARANTINE*

* Remediation

Statistical
Analysis

Analyze behavioral patterns

to identify maliciousness. actions
configurable by
Uncover patterns in code to integration

identify emerging threats.
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Expanded Across Your Organization

Trellix Hardened Hypervisor

| | [ | |
= o D B & o

Data Uploads to Files in Enterprise Files Coming Files in Cloud Suspicious Suspicious Files
Shared in Enterprise Apps Storage Apps Through Email Storage Apps Files from from Users
Collaboration Apps Security Sensors

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



IVX — Specifications
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Product Deployment

Name Type Throughput Generation

Up to 15,840 submissions

Trellix IVX VX5600 4TB Hardware oth Gen
per day

Trellix IVX VX12600 4TB Hardware Up to. A2 oth Gen
submissions per day

Trellix IVX VX Bare-Metal ~ 36TB  Cloud — AWS c5.metal DU L0 6th Gen
submissions per day

Up to 4,320
Trellix IVX IVX-VM300 1TB VMWare ESXi submissions per day oth Gen

TrelliX
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FX and AX - Hardware Specifications

Product Name LS T Throughput Generation
Space Type

Trellix File Protect FX2500V  512GB  Virtual - VMware ESXi Upto 40,000 files per day 5th Gen

Trellix File Protect FX2500V  512GB Cleuel - AnE Upto 40,000 files per day  5th Gen
mb5.xlarge

Trellix File Protect FX2500V 2TB Cloud - Azure Upto 40,000 files per day 5th Gen

Trellix File Protect FX6500* 2TB Hardware Upto 70,000 files per day 5th Gen

Trellix File Protect FX6600 4TB Hardware Upto 87,000 files per day oth Gen

Trellix Malyvare AXESEQ* 478 Hardware Upto 8,200 analyses per tth Gen
Analysis day

Trellix Malyvare AXEE00 478 Hardware Upto 10,000 analyses per 6th Gen
Analysis day

TrelliX




TrelhX

Key Use-case
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Use cases

Practical use cases for on-premise and cloud
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Trellix IVX on-premise Trellix IVX Cloud
e Inline Network Traffic Inspection e Securing Cloud Collaboration Platforms
e Internal File Share Protection e Cloud Storage Malware Scanning
e Deep Malware Investigation/Forensics e API-Driven Application Security
e Integration with On-Premises Security e Augmenting Cloud Security Gateways
Stack

e Scalable Incident Response and
e High-Volume or Sensitive Analysis Enrichment




Inline Network Traffic Inspection

Integrated and Distributed Network Security
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Physical Appliance <

Q Cloud: § [ \
AWS & Azure i“ lli
e
(S

Physical Appliance I\ X
(Remote site)

- Smartgrid

\_

. Y Virtual Appliance -

(Remote site)




Deep Malware Investigation/Forensics

Trellix NX alert use case

TrelliX | NETWORK SECURITY

Alert Details

Alert Type Malware Object Victim IP  10.12.10.44

Summary

Malware FE_Backdoor_Go_Sandcat_2 FEC2
Local.Infection
VXE Callback Backdoor.Sandcat

Application Type  Windows Explorer
File Type exe

Yara Rule FE_Backdoor_Go_Sandcat_2
FE_Backdoor_Go_Sandcat_1
AV Suite FE_Backdoor_Go_Sandcat_2 FEC2

Blocking Action NOT blocked @

Application Context  SERVICE APP
HTTP

Malicious behaviour observed

Callback communication observed from VM

Download Source Headers

Dashboard

./> >
IPS  Settings Reports  About 1,\0Am(./g

Attacker IP 10.12.12.16 SCVersion 1620.156

Source Host

Source IP

Source Port

Source MAC Address
Destination IP
Destination Port

Destination MAC
Address

0S Change Details 05 Info: Microsoft Windows10 64-bit 10.0 base 24.0103

10-12-10-44.victim.crossfire
10.12.10.44

53852

bc:24:11:b8:3f:22
10.12.12.16

8080

00:0c:29:9a:d3:03

1D
Distinguisher(UUID)
URL

MD5sum
SHA-256

Replay Pcap
Archived Object
Analyzed Objects
Malicious Alerts
Os Change Graph
Os Change Table
Floss

Pe Parser

Gen Obj Hashes
Hex

Mitre

PREPARE TRIAGE BUNDLE DOWNLOAD XML

341
4e36cec8-ed87-48a0-877d-e69ec595b5f4

10.12.12.16:8080/. lowr atad.ex
e
96ef29a523142ce0252b29d8033f316a

df8f730a61571bc2d7a82c85da83fb718469eb483
810ad9ef6d373501e7322¢5

nx01-ssli.access.sfo selabs fireeye.com



Deep Malware Investigation/Forensics

Trellix NX alert use case

0S Change Details OS Info: Microsoft Windows10 64-bit 10.0 base 24.0103

nt Distribution

Graphical

Analysis Start

A Nara: Pl ves b

+ Malicious Alerts

Registry

conhost.exe

Procs 10 1444

+ Malicious Alerts

Registry 4
Mutex

Typac querywh
Ve \FEGETINWAC
B0 ortrohComgaut
rhar

SYSTEMCopmro

Ve \Samnicrs\ T\ SaseNarmedObjects) Sssior e svel o oes
AR e tur A Coempt

File Activity

File{s) failed

ecpasi
sarcicatid soou rn

UISERI2 L mun

connect

Rurrote Addres 10.00.00.100
Port: G338

+ Malicious Alerts

Apicall
oL g2
APt CrateCompa thetimap

explorer.exe

Process : 3840

sandcatad.exe

Proces 0 3568

+ Malicious Alerts

Nutmrock Actrerty

http_request

Hoat: 10.00.00 1008888
o JRST owscon
309000 S0k — L
Largthc MO Accaps-&r

Bp——eghamNaaIRY S GTSOh

+ Malicious Alerts

1.] et
Co-tetp-chunt), 1 —~Contert-

svchost.exe
Process 10: 004

+ Malicious Alerts

Agical Actheity

Apicall

OLL: w2

2t Ol diaquercethsrizr

+ Malicious Alerts

Docament Lisks

Document links

API Calls
L ol 2.8
AP Carvodh et uaerai

DAL el
AP i CatVersion

BLL ol 2.
APE GarComputeniametsW

+ Malidous Alerts
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Integration with On-Premises Security Stack

Trellix ePo and TIE
Real-time integration with Trellix Intelligent Virtual Execution (IVX), Intelligent Virtual Execution Cloud (IVX

Cloud) to provide detailed assessment and data on malware classification.

These integration allows you to respond to threats and share the information throughout your
environment.

Trellix IPS - Intrusion Prevention System

Trellix IPS offers integration capability with Trellix Intelligent Virtual Execution - Server and Trellix Intelligent
Virtual Execution - Cloud which utilize IVX engine's technology to perform malware analysis.

Skyhigh Secure Web Gateway

Skyhigh supports integration with Trellix Virtual Execution (VX). For further details please visit Skyhigh
website.
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Augmenting Cloud Security Gateways

Skyhigh Security + Trellix provide comprehensive Anti Malware protection

Skyhigh SWG can easily integrate with
Trellix IVX appliances and and IVX cloud
services to protect against Zero-Day and
Advanced Persistent Threats (APT)

Seamless integration of SWG On-Prem
appliances with IVX appliances like legacy
ATD and SWG for Cloud with IVX Cloud

Files/content submitted for additional malware analysis

‘ & «"o
@ for

Y
@

—=_J

Verdicts are sent back after analysis

200 Supported
File Types

EE

]

</>
JS

Comprehensive, multi- Verdict

layered detection

P+ /\ GUARANTINE
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Enterprise
Applications
Out-of-the-box
support for
dozens of apps

API
Integrate with any
enterprise app

File/URL Submission
Supports 200+
file types

O socC

H Manual
submission

TrelliX

Trellix IVX Cloud

Comprehensive,
multi-layered
detection

Fast Match Against
Trellix Global Threat
Intelligence

Pre-Filter
+

Engine Selection

Signature-Based
Detection

Signatureless
Detection
(Sandbox

detonation)

Behavioral Analysis

Result Correlation
Post Processing

* configurable remediation actions by
integrations where applicable

Verdict

_,@ CLEAN
Lo @ MALICIOUS

> £|> QUARANTINE*




‘Securing Cloud Collaboration Platforms




Securing Cloud Collaboration Platforms

Integration guidelines
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= Trelix IVX Cloud - SharePoint Integration

Guide for Integrating Microsoft SharePoint with Trellix IVX Cloud

C | I C k O n a t h I rd = pa rty Disclaimer: Integrations registered prior to the 25R1 release require attention when re-adding existing integrations. As a result of

enhancements to the connector registration ID generation logic, the existing integration must be deleted and re-added to prevent
tool, then click

any potential duplicate registrations in the future.
Installation Guide.

» You must have Global Admin privilege in order to integrate your SharePoint account with Trellix IVX Cloud

1. Enabling Audit Logs

om and sign in using your admin credentials. After signing in, go to Audit.

Follow the instructions
to set up the integration.
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Scalable Incident Response and Enrichment

Manual Submission

X Submit A Sample ©

The Submissions page 60

allows you to submit files
or URLs manually to IVX
Cloud for analysis

Do Not Scan Files with extension

Comma separated list of file extensions set from Submission Settings

Screenshots Video

Dropped files ( Memory Dumps
Pcap { Force Execution
Live i VNC Connect

Plugin ® w Selective DA
Password Parameters

Optional passwor: Optional parameters
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Outbound Data Loss Prevention: Cloud Apps

Trellix IVX Enterprise Cloud

Monitors and controls data transfers to cloud applications

Stops
sensitive data
exfiltration before

o[- ] breaches

Trellix IVX occur
Enterprise Cloud

Trellix DLP Network Prevent

ldentifies and blocks sensitive
data from being transferred
or stored in cloud
applications

Trellix Data Loss Prevention

Network Prevent

TrelliX
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= Trelix IVXCoud =+ Dashboard

‘ & | 01/01/2025 - 11/04/2025 m

Entitled Submissions Quota

File Type Distribution

TrelhX

.

Total Alerts

7180

MORE INFO

Recent Submissions

Submissions

9658

MORE INFO

Health Stats

Service Status
Subscription Info
Subscription Start Date
Subscription End Date

2024-10-18 20:35:46
2026-10-24 00:00-:00




= Trellx IVX Cloud — Reports

[ Payslip.bin.zip

RULES HIT PROCESSES REGISTRY

d350a2ccadOeb0f63fasb37aa362daze Malicious 151 37 47
970cafc82091698edcfc238fe0a10432498ec587
5441b2d4122d502782031b75498b54ec4f8c8727f6a300a4241b965bc2cc417¢

Overview

Analysis Details
[ Extracted Object

F ATTRCK™ 08acbdb1-157e-4aa2-acfe-9aalafc280ee
I Files 4465639 Bytes

& Processes zip

& Registry zip

of APIs

@ Network

Q Search Static Analysis - YARA X UNITY X Dynamic Analysis

A 10cs 2025-04-07 13:59:55

2025-04-07 14:01:36
101 Sec

L viceo X scrcenshots X Peop

TrelhX




= TreliX IVXCloud = Reports
Connector Information

DoD-box-82de70c4a397
IVX Demo
ivxclouddemo@trellix.com

All Files > Test-Malicious > Payslip.bin.zip

Screen Activity

Payslip.bin.zlp wannacry.bin

TrelhX




— Tre"lx IVXCloud -» Reports

Process Graph

wannacry.bin

Win10x64 WinXP

wannacry.bin

4da1f312a214c07143abeeafb695d904

TrelhX




TrelhxX

Licensing

New Bundles, SKUs, Example BOM,
No Pricing Discussion!
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Trellix IVX Offerings - Cloud

Capabilities

IVX IVX Enterprise Cloud - PER USER:
Up to twenty (20) submissions per User per month of the Product Term, aggregated across all of Customer’s
Users

IVX-BP IVX Enterprise Cloud - Banded Submission Pack

CDR-BP* Content Disarm and Reconstruction - Add On

TrelliX

*CDR-BP Scheduled for December 2025 Release
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Trellix IVX Offerings - Server

SKU Capabilities
5600IVX-T 5600 IVX Enterprise Appliance
56001VX-S-T 5600 IVX Enterprise SW and DTI - Subscription(T)
12600IVX-T 12600 IVX Enterprise Appliance(T)
12600IVX-S-T 12600 IVX Enterprise SW and DTI - Subscription(T)
IVX-VM300 Trellix Intelligent Virtual Execution VM 300 - (Available 16 - 32 - 48 - 64 Core)
NFEAX-T IVX Investigator Subscription (Formerly AX)
NFAX5600-T IVX Investigator 5600 Appliance (Formerly AX)

TrelliX
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Trellix FX Offerings - Server

SKU Capabilities
NWEFX-T File Security - Subscription (Per Appliance)
NWFX6600-T File Protect 6600 Appliance (Per Appliance)
NWFX-VA-T IVX File Share Connector Virtual (Per Appliance instance)

TrelliX
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TrelhxX

Architecture

Trellix Email Security




Email Cloud Deployment Options

Scan/Block @ g @
1. Primary SEG with Full -

Hygiene. Trellix Cloud/On-Prem Recipient
Email Security

Scan/Block
2. Full Hygiene iniine, @
second hop, behind a

3 party SEG. 3 Party SEG Trellix Recipient
Email Security

Scan/Drop @ =lli
=
i i Cloud/On-Prem
3. Full Hygiene in BCC u ol

-
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mode and sends alerts. Email Security Recipient

4. MS365/Google Workspace B .
Native API Integration Google Workspace m Microsoft 365

(ICES)

TrelliX
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Email Server Deployment Options

1. On prem Inline mode @ ‘ ‘ ‘

Primary MTA Trellix Microsoft Exchange Recipient
Email Security Server (On-Premise)

. @ Microsoft Exchange
2. On prem in .

Server (On-Premise)

BCC/Monitor modes Recipient

Trellix Email Security

3. Appliance deployments 7 & T vmware
(Form factors) + - ESXi

TrelliX
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Email Security with IVX Deployment Options

<y %

1. Included with
Email Security Cloud @

2. On-premises In-Line Server ot
g = :Virtual 3
Collaborat_lon e g < Collaboration
& En.terprlse relix & Enterprise
Applications Applications
aWs  NUTANIS
AWS Bare
{ E Metalc5.meta ‘ vmware { E

3. Cloud and Virtual In-Line

CoIIaborat_ion Collaboration
& Enterprise

terp P 3 & Enterprise
Applications S i 3 Applications

Trellix

TrelliX
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Email Security - Cloud Inline Deployment

Inline Blocking Deployment

Trellix Email Security o
SMTP over TLS H
- == >
ot > =
@ — S End User
.| IX< P S A

Cloud/on-prem email services,

: e (e.g., 0365)
Safe emails forwarded

olncoming email e Email

from Internet Security - Cloud to customer Mail
reaches Email analyzes email, Transfer Agent (MTA)
Security - Cloud quarantines malicious for end user delivery
emails, and alerts
admin

Requires pointing MX |

I
record to Trellix Email l
Security - Cloud el
A 0
Admin can manage
— alerts/release emails via the
MK Saor : T Email Security - Cloud web
portal

TrelliX
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Email Security - Cloud BCC Deployment

BCC (Monitor) Deployment

Customer MTA
SMTP over TLS

- O
| [>< < -—-A-»> H

~

0O 0O T - =
264 PR Bk
OIncoming email e Customer MTA eCustomer MTA aAdmin receives

from Internet delivers email to end configured with BCC alerts through email
reaches customer MTA users transport rule, also and can manage
with forwards a copy of alerts via the Email
antivirus/antispam(AV/AS) email to Email Security - Cloud web
Security - Cloud for portal
analysis

TrelliX
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Email Security - Cloud API Deployment

Native API Integration: Microsoft 365 or Google Workspace

A G) =l

. Inbound mail is T
Inbound Mail delivered to MS 365

or Google e
v

-

Trellix Email
Cloud Edition

Message is analyzed by Trellix and if:
v Clean > No Action
X Malicious > Remediate

TrelliX

Recipient

Malicious email is sent
to quarantine.

Quarantine

XA

fjfthelatentthreat
message becomes
weaponized after
delivery, Trellix
remediates the
message from the

\in box.

\

J




rellix Email
ecurity Server

I TrelhxX
T
S
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Inline MTA
e Email Security Server sitsinthe e Detection and e Malicious emails
flow of email traffic protection of advanced automatically

attacks guarantined

Internet

Router
Firewall %
Switch Anti-spam Email Security Server Email
Gateway / Server
MTA
Switch

ciiinn...» Email flow

TrelliX

Email Security Server - Deployment Options

Malicious emails never
reach end user

g

)

e
|

End Hosts
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Email Security Server - Deployment Options
Out-of-Band / BCC Mode

e Email Security Server receives a copy of emails ~ ® Detection of advanced attacks e Admins notified of malicious emails
from MTA

Internet
DMZ Email Security Server
BCC email copy x
Router ’ m-
Firewall ’ ’ .
Anti-spam .
Gateway / Email
MTA Server
Switch

End Hosts

........... > Email flow

TrelliX




-Email Security Server - Deployment Options

SPAN Mode
e Email Security Server reads SMTP e Detection of advanced e Admins notified of malicious
traffic mirrored from SPAN port of attacks emails

switch to assemble and analyze emails

Internet

Email Security Server

.g

g 4

Anti-spam é
PN

Router

Firewall

Gateway / Switch Email
MTA Server

......... > Email flow
End Hosts

TrelliX




TrelhX

Key Use-case
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Accelerate Analysis & Remediation

Remediate at Scale

e Intelligent detection automatically identifies and groups campaigns for one click remediation
e Take action on up to 10,000 emails at once
e Manage policies and inheritances for all domains in a single table

e Automated triage and threat summaries with agentic Al
e |earn what to do next based on best practices
e Interact with natural language for deeper insight and Q&A

Jump Start Investigations Across the Platform

e Stream email and collaboration metadata to Trellix Helix Connect to accelerate investigation
and response workflows

@ Quickly Gain Actionable Intelligence

TrelliX




Improve Response
& Organizational
Resilience

Reduce the time it takes to detect and take
action against threats and transform your
workforce into your strongest security asset
with intuitive data security and timely, relevant
phishing simulations

e /77701 L VANNNSNSSSNANNANVNVNL V27—

m Accelerate Analysis & Remediation

Cay Prevent Exfiltration and Leaks with Data
Security

I'© Train a More Alert Workforce
-l
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TrelliX

Stop Phishing From Getting Through

Sender Relationship, Domain, and Impersonation

Check reputations, sender history, domain, and sender authenticity, examining content
for impersonation tactics like typosquatting and spoofing

Context and Sentiment

Combine GenAl, ML, and NLP to detect subtle cues of malicious intent

Imagery
Discern the slightest pixel variations, accurately spot modified graphics, and inspect
embedded URLs with intelligent virtual execution

QR Codes and Embedded URLs

Open and inspect QR paths and URLs, including URL rewrite, click protection, and deep
inspection of multi-hop and other methods to thwart obfuscation

Post-Delivery

Run an additional scan including multi-hop inspection of URLs to catch post-delivery
weaponization

Deep File Inspection

Deep file inspection and virtual execution across 200 environments at enterprise speed
capable of over 2,000+ simultaneous executions
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Convolutional Neural Network

8D, N
A A
e s

Output Layer
Input Layer

Hidden Layer 1 Hidden Layer 2 Hidden Layer 3

combinations of edges object models

Deep, Multi-layer Image Analysis

Convolutional neural networks (CNN) synthesize layers of an
image, down to the individual pixel. These are compared
with existing brand and web imagery for a highly effective
technique to uncover common impersonations techniques
involving vendor web sites and login pages.

TrelliX

Hidden in Imagery or Behind QR Codes

N s: 'y Increase, Compensation Modification, Insurance Revision, and Benefit Package

@ © Bast | Doc share Notifications <G

To:

Q SharePoint

Employee Benefits Plan for the Year 2023/2024

Your document(s) have been successfully signed/accepted and are now fully processed. To access and download
the entire document, please follow the provided instructions

Please use your smartphone's camera to swiftly scan the QR code below for quick access to your
document review.

L
.

Pl

Embedded URL Detection

Using computer vision, Al that trains computers to "see" and
interpret the visual world, QR codes or other images are
identified and their URLs are traced and analyzed for
malicious intent.

Instructions embedded in an image are similarly followed,
tracing the results to uncover nefarious activity.




BEC & Impersonation Detection
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Relationship Analysis
Analyzes reputations and relationships, tracking sender history to
identify anomalous patterns.

e How often do the two parties communicate?

e Across our customers, how often do customers receive mail
from the sender?

e What does normal traffic volume look like?

Domain Analysis
Checks for impersonations

e When was the sender domain created or first observed?
e Typosquatting and/or sender display/username spoofed?

Context and Sentiment Analysis
Combines a layered approach of GenAl, ML, and NLP to detect subtle
cues of malicious intent in the words used when no payload exists

e Tones of urgency or panic
e Attempts to communicate outside corporate systems
e Conversational patterns and much more
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Top
security
researchers

Research
blogs

Forums

Third-party
intel feeds

TrelliX

Top
malware
families

Real-Time URL Understanding

Pre-Delivery
Checks against Trellix's massive known URL database to identify previously identified
malicious URLs

Process +10M URLs / Day

Extensive multi-hop analysis plus impersonation detections

Trellix continually monitors social media and other threat research blogs for the
latest insights into attacker techniques and emerging campaigns

Post-Delivery Weaponization
Thwarts would be attackers hoping to avoid initial checks by activating their malicious
sites after an email has entered targets’ inbox

In addition to pre-delivery checks, URL rewrite is applied for click-time detection
Trellix modifies the URL to point to Trellix's security infrastructure rather than
the original page

Safe: User is allowed to proceed to original as intended
Suspicious: User is sent to a warning page indicating risk
Malicious: User is sent to a page informing of malicious content and blocked

Claw-back (M365 & Google): In ICES mode, if an email is later discovered as
malicious through other means, Trellix is able to scan user inboxes for similar
messages and retract them post-delivery




Train a More Alert Workforce

Trellix Phishi Nng Simulator (add on feature to Email Security Cloud)

Employee Survey: Your Feedback Matters

A Message From Test User <lest-spammer@example.coms

1o daisy. )2.com

While employee surveys are
common, be cautious of
unexpected requests,

Hi Daisy Thomas especially if they ask for
sensitive information,

We value your opinion! Our annual employee satisfaction survey 1S Now live. Your
feedback is crucial in shaping our workplace policies and culture. R

Please complete the survey by clicking the link below:

Take the Survey .~

As a token of our appreciation, all participants will be entered into a draw to win
exciting prizes!

If you have any questions, please don't hesitate to reach out.

Regards,
Human Resources ™

@© All rights reserved.

TrelliX

Educate on the Latest Threats

Use GenAl to develop real-world attack simulations based on the latest
phishing techniques to help enhance realism and identify areas of
potential risk.

Reinforce Vigilance and Awareness

Employees receive immediate feedback with interactive training and
specific guidance to reinforce education.

Effortless Deployment

Simplify campaign rollouts through automation, Al-powered tools,
pre-built templates, and intuitive wizards to enable low-touch campaign
creation and deployment.

Actionable Analytics

Move beyond basic click rate tracking to performance insights. Track
repeat offenders, measure training effectiveness, and generate
executive-ready reports that demonstrate ROI.

Address Cyber Insurance Needs

Many cyber insurance policies require phishing simulators or give
discounts based on usage.
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Advanced URL Defense

Detection of Spear Phishing Websites (URLs & Content)

o ETP checks AUD fast Ove rview
path if suspicious URL
is known to be

email delivered to

|
1
H 1
1
1
1 prevent delays (inline .
Malicious URL || deployments only) Beneflts
lookup server '|
1
1

Trellix malicious - Detects zero-day,
http://fexample.com/clickme Threat low-volume, highly-targeted
V Intelligence e . phishing attacks
. Unknown suspicious .
http:/fexample.com/clickme URLSs submitted to - Analyzes website content for
Trellix _ AUDtSilg‘éVapna;Qgg el malicious behavior by
. . | . . .
Email Pt I scanning the whole phishing
Security | site (links, content, etc.)
,' e URL is rewritten and
|
I
I
O

° ©

http://protect.Fireeye.com/url?abc * oE q directed t : ngh'ﬂde“ty detection
Nna user redirecte O H H
warning page upon - Blocking of multl—sjcage
o clicking suspicious link malware and evolving URL

based threats

e Low false positive rate

Based on results of . . L. .

lookup, URL access - Simplified alert prioritization
either allowed, warned and faster attack prevention

or blocked
TrelixX




Integrated Investigation and Response

How We Achieve It
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Clawback emails after delivery

Receive Detect : T 7:56 am 7:56 am :

7:55 gm . c - Spam R = N —a N email PN email isclean -

email received - Impersonation Analyzed . = isanalyzed " and delivered SR
by inbound - Known malware . Eg M as benign to recipient’'s - :
mail server - Malicious URL - ‘ - inbox - ‘

* Email is weaponized after delivery to user’s inbox!

8:15am Retroactive Alert .
URL is analveis Admin receives . -Quarantine
weaponized - > ysIs ERRN analertof e > - Move

ost email determines the malicious message . - Delete -
pos file is malicious - . i .
delivery : after delivery . .

: [m Email Extracted
------ > using an auto remediate

policy and Microsoft 365
and Google Workspace APIs.

TrelliX




Introduction - Phishing Simulator
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Our Required Business
Understanding Capabilities Outcomes
° 80-95% of all social ° Advanced phishing ° Strengthened organisation
engineering attacks begin training with security posture.
with a phish. comprehensive strategy.
° Increase productivity with
° 4,151% increase in ° Extensive reporting and reduced creation and
malicious emails since the analytics for actionable administrative efforts.
launch of ChatGPT. insights..
° Reduce security fatigue
° $4.76M is the global ° Simplified security through cue based
average cost of a phishing administration, with training for employees.
breach. low-touch creation.

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix
Confidential
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Trellix Phishing Simulator

Promote a More Alert Workforce

Educate on the Latest Threats

Use GenAl to develop real-world attack simulations based on the
latest phishing techniques to help enhance and identify areas of
potential risk.

Reinforce Vigilance and Awareness
Employees receive immediate feedback with interactive training and
specific guidance to reinforce education.

Effortless Deployment

Simplify campaign rollouts through automation, Al-powered tools,
pre-built templates, and intuitive wizards to enable low-touch
campaign creation and deployment.

Actionable Analytics

Move beyond basic click rate tracking to performance insights. Track
repeat offenders, measure training effectiveness, and generate
executive-ready reports that demonstrate ROI.

Address Cyber Insurance Needs
Many cyber insurance policies require phishing simulators or give
discounts based on usage

TrelliX




-Prevent Data leaks and Maintain Compliance

Trellix Data Security

Protect sensitive business data
Monitor and block data exfiltration by insiders and accidental sharing
'v‘ across your email and collaboration channels.

Ad () o ,
Simplify regulatory compliance efforts
Trellix Email Trellix IVX Choose from dozens of pre-built policies for all major compliance
Security Cloud Enterprise C|oud frameworks to strengthen your compliance posture.

Gain granular policy control
Leverage the flexibility to easily customize pre-built policies or create
new ones using a simple policy builder.

Simple, reliable deployment and control
Trellix Data Loss APl-based integration provides enterprise-grade protection that is
Prevention Network easier and more reliable to deploy than complex SMTP routing.
Prevent
/ Accelerate incident investigations

Captured data events provide admin teams with greater visibility and
control for forensics directly within the security console.

TrelliX
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= Tl’e"l)\ Email Security Cloud = Dashboard (CR:: b
What's New - Release 20254 Ability to schedule phishing simulator campaigs d: hanced detecti y through imp: inimp ion detection capabilities. Ability to easily filter ACE ale ing the alert type filter. XConsole led by default for all You can now acc... -
Current D
Dashboard Exec Summary DLP Policy Actions
.3
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o 0
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0
Tfuts'
% Heooooe
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0
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Showing 1 to 6 of 6 entries

Alerts

AlertID

3232kMI-74191-890806e3-48d3-
4260-8aac-00a3e863670f-e27f6
e5d
3232kMI-74191-54482b62-4c3e-
41a3-ad92-529accebeB43-e27f6
e5d
3232kMI-74191-286fd771-Ocbb-
4f8c-b124-cf8050222e9d-02ad3
f2
3232kMI-74191-07431d60-b83f-
42f0-98ba-58f6118aa184-b5c16
5¢7
322Xy9Q-72591-966f9a57-d7fb-
4804-a231-95e28¢1b6e18-9c01c
157

322Xyad-72589-17e4f264-d53c-
4b00-89de-4a3b55266b6c-9c01
157

Email Security Cloud = Advanced Threats

Date & Time ¥

Oct 24 2025

03:38:44 PM

Oct 24 2025
03:38:44PM

Oct 24 2025
03:38:33PM

Oct 24 2025
03:38:33PM

Sep 102025
01:26:19PM

Sep 102025
01:25:10PM

nertType: [l ace [Bl Blocked tist Match [l riskware [ Yara [ Retroactive

From

gnignognigna@gmail.com

gnignognigna@gmail.com

gnignognigna@gmail.com

gnignognigna@gmail.com

gnignognigna@gmail.com

gnignognigna@gmail.com

Recipients
matteospiga@corraxi.onmi
crosoft.com

matteospiga@corraxi.onmi
crosoft.com

matteospiga@corraxi.onmi
crosoft.com

matteospiga@corraxi.onmi
crosoft.com

bec-demotrellix-com@bcc.u
s.email fireeye ..,

inlineuser@etp.demotrellix.
com

Fiters: Date¥ Domains¥ Domain Groups” View~ ThreatTypev AlertType™  More filters have been applied Manage CLEAR

Subject

Fwd: YOU WIN 1000 $

Fwd: YOU WIN 1000 §

Fwd: Aggiornamento progr
amma busta paga

Fwd: Aggiornamento progr
amma busta paga

Please download your paysl
ip

Fwd: Please download your
paysiip

MD5

444329639e714d9eb49f4f97

273660d8

34f171acd0cf873a08a9d76d
4125d6ed

d350a2ccad0eb0f63fa5h37
aal62daze

4da1f312a214c07143abeea
b695d904

43afecB5feci2ae3aabf20d59
5bc9d68

43afecB5feci2ae3aabf20d59
5bc9d68

Copyright © 2025 Musarubra US LLC | Version: 2025.4

URL/Attachment

444329639%714d9eb49f4f97
273660d8.doc

Big Nasty.zip
wannacry.bin.zip

wannacry.bin

hoxp://115.56.171.56:35095/
i

hoxp://115.56.171.56:35095/
i

Email Server

10.88.182.229

10.88.182.229

10.88.171.24

10.88.171.24

E= 199.16.199.241

209.85.21845

What's New - Release 2025.4  Abllity to schedule phishing simulator campaigns for future dates. Enhanced detection efficacy through Improvements In Impersonation detection capabllities. Abllity to easlly filter ACE alerts using the alert type filter. XConsole now enabled by default fo...

Current Date.

BASIC ADVANCED

21:17 PM Cej

uropean St

me | UTC+01:00

Columns v | Show 20 | 50 | 100 entries

Threat Type

@ Others
O Others
o Others
O Others
O Multistage Phishing

o Multistage Phishing

Email Status

Scanned

Scanned

Scanned

Scanned

VA \\\~~————-~~




Alerts

Email analysis results
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Not Performed Fail Pass

Spam : B 'S
Virus | n v

Advanced Threats AT AT

Drop /
Quarantine

Policy Action m PA
TrelhiX ‘

Not Performed Others




= Tre"lx Email Security Cloud - Dashboard

What's New - Release 2025.4  Abllity to schedule phishing simulator campaigns for future dates. Enhanced detection efficacy through Improvements In Impersonation detection capabliities. Abllity to easlly filt

Dashboard Exec Summary DLP Policy Actions
EET
DLP Policy Action C @ ~

[#] No Action (0) [v] Quarantine (9) (v Drop (0) [v] BCC(0)
10722

M Quarantine : 7

No Action : 0
Drop 0
BCC

0

Ty AN AN N N ——— — ~




Advanced Phishing
Simulations

Design simulations based
on environment, region,
and industry using
Al-powered templates.

Support attack vectors such
as business email

compromise, quishing, and
more.

TrelliX



Personalized and
Effective Training i

Template: Pranav template new 1 | wue

Provide relevant training
taillored to employee needs
and interactive remediation
training to reinforce
learning.

TreliX ~ T
—~— 7 / /




Actionable Analytics and
Reporting

Deliver actionable data and
metrics through
automated reporting.

ldentify and report on real
and simulated phishing
attacks.

TrelliX




Enhanced User
Experience

Increase administrator
productivity with GenAl
assistance. Easily build
custom employee landing
pages with an intuitive
training experience.

TrelliX

Trelix
b Phishing Email Awareness

Critical Software Update Required

@) AMessage From Test User <sest ssammer Sasanpie o

Summary of Indicators of Compromise
(10C):

What to do:




TrelhxX

Licensing

New Bundles, SKUs, Example BOM,
No Pricing Discussion!
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Trellix Email Security Offerings - Cloud

Protecting customers against the #1 attack vector
Trellix Email Security Cloud deployment Types:

e Email Security Cloud with AntiVirus / AntiSpam Edition (deployed as a secure email gateway)
e Email Security Cloud without AntiVirus / AntiSpam Edition (deployed behind secure email gateway)

Trellix Email Security for Office 365:
Either of the Email Security Cloud deployment types + IVX Enterprise Cloud

SKU Capabilities
Per user-based subscription pricing
EMCL Email Cloud without AntiVirus/AntiSpam functionality
EMCA Email Cloud including AntiVirus/AntiSpam functionality.
EMCLVX e Email Security for Office 365 (Protects Office 365 including Email + Sharepoint + Teams + OneDrive)
e Email Cloud with AntiVirus/AntiSpam functionality, IVX Enterprise Cloud and Trellix Phishing Simulator

TrelliX
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Trellix Email Security Offerings - Server

Protecting customers against the #1 attack vector

Trellix Email Security Server

e Email Security Server Edition

Requires either deployment of physical or virtual appliance

SKU Capabilities
Per user-based subscription pricing
EMUSE Email Security Server Edition
EM-VA-T Email Security VM Deployment Option
EM7700-BM-VA VM Deployment Option - AMI (Amazon Machine Image) image for c56 Metal AWS instance
EM2500-VA VM Deployment option with IVX integrated - No Separate VX (Intelligent Virtual Execution) is needed.
EM3600 / 5600 / 8600 Appliance HW unit

TrelliX




TrelhxX

Trellix
differentiator
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We Catch What Others Miss

Targeted attacks missed Targeted attacks missed Targeted attacks missed
by Microsoft across by Proofpoint across by IronPort across
1,679 customers 962 customers 871 customers

“The Trellix detection engines are more capable compared to others
and the catch rate is higher.”

Dir. Information Security
Major Transportation/Logistics company

TrelliX

Source: Trellix Email Security Detection Efficacy Statistics Q1 2025
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