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Siloed Tools

76

Organizations with over 5,000
employees manage an average of 76
discrete security tools?

Understaffed Teams

59%

Of cybersecurity teams being
understaffed caused by burnout and a
talent gap of 4 million professionals?

Blind Spots

66%

Of IT environments can be monitored
by global organizations?

TrelliX

Attack Surface

62%

Increase in attack surface over the
past 2 years*

1. JupiterOne | 2. New ISACA Research | 3. Exabeam and IDC Study | 4. Techtarget



https://info.jupiterone.com/hubfs/SCAR%202023/jupiterone_2023-state-of-cyber-assets-report_scar.pdf
https://www.isaca.org/about-us/newsroom/press-releases/2023/new-isaca-research-59-percent-of-cybersecurity-teams-are-understaffed
https://vigilance-securitymagazine.com/news/top-categories/case-studies/11758-overburdened-worldwide-security-teams-lack-the-visibility-to-defend-their-organisations-from-cyberattacks-according-to-exabeam-and-idc-study
https://www.techtarget.com/searchsecurity/opinion/Why-companies-need-attack-surface-management-in-2024#:~:text=In%20fact%2C%20research%20from%20TechTarget's,use%20of%20public%20cloud%20infrastructure.
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Noise vs. Signals

Low-level “noise” needs
to be correlated and
analyzed to become
"signal."

How do you surface what matters quickly & accurately?

TrelliX

Y

Atomic vs.
Behavioral

True threats have to be
manually pieced
together into a narrative
from disparate alerts.

SOC Barriers to Efficacy and Efficiency

Tuning
Detection Rules

Time consuming but
necessary to stop false
positives and alert noise

A-A-A

Limited
Correlation

Alerts from the same
activity appearing as
separate, unrelated
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Evolution of SecOps Visibility

Log
Mgt. SIEM SOAR
C O O O Data Security /
* Focus: orchestration and response DLP
* Focus compliance and log analysis * Standalone or bolted on to SIEMs
* Broad log & alert collection sources * Lacks data analytics

* Security analytics/search
* Noisy alerts, No event correlation

O Email

* Focus: Endpoint threat detection
* Single event / telemetry source

* Lack broad data sources

* Lack deep response actions

O Network + FW

EPP/EDR
EDR Convergence

C JA O Cloud + Others

C 7\ 7\
o/ o/ ® Focus: Threat Detection,

AV NCAV EPP Investigation and Response

e Broad telemetry sources

* |Integrated, Hyperautomation

e Turnkey — OOTB detections and
response

TrelliX
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Simplify SecOps with Trellix

Turn Noise Into Insight Get the Full Story Minimize MTTD, MTTR

&

Triage Every Alert
and Prioritize Threats

fo3 9
G

Deep analytics,
Pre-built Detection
Rules

Low-code
Automation, GenAl
Powered Processes

& Expertise

Detect and respond across your environment

TrelliX
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TrelliX

Trellix Helix Benefits

Speed MTTD, MTTR
Deep analytics, advanced correlations, Al, and user-friendly analyst experience,
the average time spent investigating threats and taking response actions is
under 10 minutes

Helix delivers

Make Security Teams more efficient and productive - Faster
Through the elimination of point product pivot across an efficiency boost

of up to 20% is achieved. Investigation

Less Product
Valuable Time is saved as 50% to 70% of FPs are halter before they arrive. Pivots

Fewer False

Positives
Close security talent and skills gaps, and automate Faster
With more pre-built automation workflows than competing solutions and Responses

the ability to customize them using Hyperautomation no-code SOAR, Helix helps
upskill less experienced analysts.

Correlation prioritizes the alerts that matter, saving hours or days.

Click through correlation details and be led through best practices to perform data
enrichment or remediation steps, improving expertise.




How Helix Works
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1. Data Ingestion:

Open and Native
integrations NatS

Trellix Data
Ingest

500+ 3rd
Party
Data

Sources

—3. Response:

Al Guided
Investigations

2. Detections:

Multi-vector, Al- Guided

Analytics Multi-vendor Investigations
Detections

On-prem/cloud
HyperAutomation

Threat Intel Byt orchestration and

Noise suppression Enrichment Code response
Automation

Automated threat
elimination

Enrichment Alert

Prioritization

Prioritization

TrelliX
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The Helix Impact

Time to Resolution SOC Resources Automation

Before
Fragmented visibility, lack of Stretched team, Repetitive, time consuming
control inadequate threat coverage tasks
After
Unified SOC Effective, efficient, No-code automation to
Experience optimized respond to attacks

Result: A simplified and insightful security operations
TrelhiX experience to rapidly stop attacks




-Driving Decisions With Wise Al

Helix with Wise performs the work of 12 8-hour SOC shifts

ev. [Al Updated] OFFICE 365 ANALYTICS [Abnormal Sharepoint File
Traisfer]

Auto-investigates
every alert

Leverages our integrations
+ ML Al for detection

Makes decisions and
records stats on time saved

Provides detailed
explanation of decision

An answer to alert fatigue 100% 40x 8 h rs

and skills gaps: : ; - SOC work recovered per
9 of Alerts investigated Faster Detection 100 alerts investigated

iNn <3 Min

TrelliX



“Trellix Helix with Wise

Multi- vector
Machine Learning
Models

Across Endpoint, Email,

Network, and Sandbox
products

TrelliX

TrelhixX

Al, ML, Analytics and Gen Al for SecOps

Operational Threat
Intelligence
Using 60 billion queries

a day on malicious
activity

Workflows
And Analytics
Trained by decades of

expertise and large data
volumes

GenAl

Content creation with
everyday language, Alert
Scoring and
Prioritization,
Automated escalations
and Reporting for
recovered time
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Helix Reference Architecture

Onboarding data sources for threat detection, investigation and retention

Trellix Cloud (AWS)

Trellix O
Products Helix Schema

. network metadata
Device / C

Product syslog

Evidence
Collector

Communication Broker

Enrichment Detection Data lake

Device / O ,G
Product syslog
Product /

: S3/ API Monitorin
Sehvige / Webhook = : ® Threat intel ® Rule based ® Search

Logs Integration Hub ; : .
Notification / ® Geo location ® Intel based ® [nvestigation
Custom :
® ® ®
Respond Asset Analytlcs. etc..

Product / Automate ® etc. ® Automations

Service API

Tasking
Taski ng Hyperautomation Helix User interface

Trelliy Out-of-the-box integrations for common data sources and data
mapping for custom log sources
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Key Use-case
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Integrations
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Integration Hub
Communications Broker
Data Sources

TrelliX



Integrate your
Data and Tools

500+

third parties

120+

SaaS solutions
across multiple
domains

rellixX

= TreliX Helix - ...

Available Integrations

C Features: All v

C Category: All v

Agentless Device Security
Agentless Device Security

Cloud Security

Amazon Security Lake Alert...
Amazon Security Lake Alert Forwarding @

Forwarding

Audit Logs
Audit Logs

Cloud Security

AWS CloudWatch

This integration will forward AWS
CloudWatch logs from the designated log...

Cloud Infrastructure

AWS Network Firewall
AWS Network Firewall

Network Security
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Akamai
For secure access to the Akamai SIEM API

SIEM

Amazon Verified Access

This Helix integration will forward any files
found in a given (AWS Access Verified) S3...

Cloud Security

Audit Logs
Audit Logs

Cloud Security

AWS DNS Firewall

This integration will forward AWS dns
firewall logs from the designated log group...

Cloud Security

AWS S3

This Helix integration will forward any files
found in a given S3 bucket to Helix

Cloud Storage

Akamai

Alibaba Cloud Object Storag...

This Helix integration is for Alibaba Object
Storage Service.

Cloud Infrastructure

Artifactory

This integration will receive webhook
notifications from JFrog Artifactory, .

Cloud Infrastructure

AuthO Log Stream

This integration will receive webhook
notifications from AuthQ Log Stream,....

Cloud Security

AWS GuardDuty

This integration will forward AWS GuardDuty
events from the designated AWS account t...

Cloud Security

AWS Security Hub

This integration will forward AWS
securityhub events from the designated...

Cloud Security

Amazon Sect

This Helix integratic
found in a given 53

Cloud Storage

Asset Discove
Asset Discovery

Cloud Infrastruc

AWS CloudTr

This integration will
logs from the desigi

Cloud Security

AWS Lattice L

This integration will
Lattice logs from th

Cloud Infrastrus

AWS VPC Flo\

This integration will
logs and AWS Trans

Cloud Infrastruc
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Integration Hub

Allow ingestion and response actions performed through APl connections.

Agentless Device Security

Agentless Device Security

Cloud Security

Amazon Security Lake Alert...

Amazon Security Lake Alert Forwarding

Forwarding

Audit Logs
Audit Logs

Cloud Securlty

AWS CloudWatch

This integration will forward AWS

CloudWatch logs from the designated log...

Cloud Infrastructure

AWS Network Firewall
AWS Network Firewall

Network Security

TrelliX
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“'amazon
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Akamai

For secure access to the Akamai SIEM API

SIEM

Amazon Verified Access

This Helix integration will forward any files

found in a given (AWS Access Verified) S3...

Cloud Security

Audit Logs
Audit Logs

Cloud Security

AWS DNS Firewall

This integration will forward AWS dns

firewall logs from the designated log grou...

Cloud Security

AWS S3

This Helix integration will forward any files
found in a given S3 bucket to Helix

Cloud Storage

Gknmm

boomi

“'amazon.

-
W watsenices

Alibaba Cloud Object Stora...

This Helix integration is for Alibaba Object
Storage Service.

Cloud Infrastructure

Artifactory

This integration will receive webhook
notifications from JFrog Artifactory,...

Cloud Infrastructure

AuthO Log Stream

This integration will receive webhook
notifications from AuthO Log Stream,...

Cloud Security

AWS GuardDuty

This integration will forward AWS
GuardDuty events from the designated A...

Cloud Securlty

AWS Security Hub

This integration will forward AWS
securityhub events from the designated...

Cloud Securlty

Alaba

-~

JFrog

./ amazon

e

Amazon Security Lake

This Helix integration will forward any files
found in a given S3 bucket to Helix

Cloud Storage

Asset Discovery
Asset Discovery

Cloud Infrastructure

AWS CloudTrail

This integration will forward AWS CloudTrail
logs from the designated bucket into...

Cloud Security

AWS Lattice Logs
This integration will forward AWS VPC

Lattice logs from the designated bucket int...

Cloud Infrastructure

AWS VPC Flow Logs

This integration will forward AWS VPC Flow
logs and AWS Transit Gateway flow logs...

Cloud Infrastructure

1-200f128 <

1

A
AR

2

6
. amazon
AL

. amazon.

o0
2 amazon
ereces




Evidence Collector

Allow traffic, events and logs to be sent to Helix.
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e Evidence Collector is a virtual network security sensor. It is the default Helix
network security sensor running on a simplified virtual Network Security
appliance that uses Suricata to generate L7 metadata events from network

traffic and streams these to Helix.

e FEvidence Collector can also stream third-party logs directly to Helix. It
supports the Tapsender, Communications Broker, event filter, and data
streaming features. It does not offer detection.

e |t can also enabled on a physical Network Security appliance.

TrelliX




Commuhnication Broker

Allow events and logs to be sent to Helix through syslogs.
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* Helix uses the Communication Broker (Commbroker) Sender to accept machine-generated
messages and logs from hardware devices, operating systems, applications, security appliances,
network devices, and databases through a variety of methods.

« The Comm Broker looks for events formatted as the following (in descending order of preference):
JSON, CEF syslog, LEEF 1.0 & 2.0 syslog, RFC-5424 Syslog (https:/tools.ietf.ora/html/rfc5424),
RFC-3164 Syslog (https://tools.ietf.org/ntml/rfc3164)

« Communications Broker resides on a Trellix Network Security appliance “NX" or may be installed as
an "Unmanaged Comm Broker" on a customer-managed Linux host.

« The receiver component present in the customer's environment decrypts the received data and

decompresses the log messages. At that point, the log messages are parsed, indexed, analyzed,
and correlated with real-time threat intelligence from Trellix.

TrelliX
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Data Sources for Helix

SecOps effectiveness depends on the data sources available for analysis

TrelliX

Data Source

What is Collected

TIVVY LUED AIT UDTU 11 AU

Connection
Logging

DNS Logging

Files Logging

SMTP Logging

HTTP Logging

SSL Certificate
Logging

Tunnel Logging

Software
Logging

Logs connection information and duration between two
hosts.

All DNS requests are logged.

Names/hashes of files are logged.

Logs all SMTP headers.

Similar to proxy/Web server logs, but does not include user
names.

Logs certificate information such as CA.

Identify and report on tunneled traffic, such as teredo, IPv6
over IPv4, or GRE.

Detect versions of applications in use. For example, old Java
versions, Web browser versions, and so on.

Identify APT activity from known bad IP addresses. Track
movement of malicious hosts around the network.

Identify malware or APT activity.

Identify malicious files used by attackers, or invalid versions
of files.

Identify internal spam abuse or augment SMTP logs.

See attacks on internal Web servers or malware leaving an
egress.

Identify known bad certificates or invalid certificate chains.

Identify possible data exfiltration or command and control.

Identify abnormal or vulnerable software in use.




Critical Data Sources

A list of sources required to detect and respond to cyber attacks
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e Threat Detection Appliances e DHCP Assignments

e Web Proxy (with user tracking) e Operating System events

e DNS Resolution and Relay events e \Windows, Linux, etc.

e Authentication Events e Windows/Linux Process Tracking
e AD/LDAP, Wireless, VPN, etc. e IDS/IPS

e Firewalls (including NAT logs) e Database Security/Audit events
e Email server and transactions e Email Filtering/Security events

e Endpoint Security e NAC events

e AV HIPS, EDR, etc. * Powershelllogs

TrelliX




Data Sources by Priority
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e Trellix recommends an outside-in
approach when prioritizing log

source collection
e Perimeter and Network Access ‘ PEIE
categories should be considered a @... o anc B
u n : Wind fil
must have” for detection and +Unix and Windows Scobes logs
analytics efficacy system events “File integrity
‘ i K Active Directory monitoring logs
. etwor events
e Log Format - CEF/LEEF.ls | AcCcCess
preferred when the option is IS / Apache logs
1 *ERP b
available ogs o over

® H *Authentication
Perimeter (SSO, Radius, NAC,

*Evidence Collector Active Directory)
*Web proxy *DHCP logs
sFirewall / NAT

*DNS

*Remote Access

*Security tools

*Cloud logs

TrelliX




Event Data
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Format Data
TQL

TrelliX



Event Format
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meta_ts Raw & Parsed

2025-10-20

il 1427116186.019480 C73Z02ThDIOt77x05 10.224.72.20 21729 23.99.20.198 443 1 GET 23.99.20.198 /image001.gif - Mozilla/5.0 (Windows NT 6.1; rv:36.0) Gecko/20100101 Firefox/36.0 0 75264 200 OK -

--(empty) ----- FéowdI3BUrcOkvzpWi application/x-dosexec

class:bro_http v  connectionid: c73zo2thdlot77x05 v  depth:1v domain:23.99.20.198 v  dstcity:san francisco v  dstcountry: united states of america v  dstcountrycode: 840 v
dstdomain: microsoft.com v  dstipv4:23.99.20.198 v  dstisp: microsoft corp v  dstlatitude: 37.720001220703125 v dstlongitude:-122.44000244140625 v  dstport:443 v

dstregion: california v event_epoch:{"day":23,"hour":13,"year":2015,"month":3,"minute":9,"second":46,"weekday":"monday", "timezone":"utc","epochtime_field":"eventtimeutc"} v
eventtimeutc: 2015-03-23T713:09:46.019Z v  httpmethod:get v  meta_cbid: 10121144 v  meta_cbname: xfire-hexcbh829-xdr v meta_i: 10.12.1.144/514/tcp v

meta_omh: <23>Mar 1 22:17:27 broworker3 bro_http: v meta_oml:293 v  meta_rts: 2025-10-20T12:12:31.665Z v meta_rule: bro_http-2223679616 v  meta_sip4: 10.12.1.226 v
meta_sp:49980 v meta_ts: 2025-10-2012:12:31 UTC ¥  metaclass: http_proxy ¥ | program:bro_http ¥ raw_pri:23 v

rawmsg: "1427116186.019480\tC73Z02ThDIOt77x05\t10.224.72.20\t21729\t23.99.20.198\t443\t1\tGET\t23.99.20.198\t/image001.gif\t-\tMozilla/5.0 (Windows NT 6.1; rv:36.0) Gecko/2010... v
rawmsghostname: broworker3 v rawsrchostname: 10.12.1.226 v  rcvdbodybytes: 75264 v rcvdfileid: féowdi3burcOkvzpwi v rcvdmimetype: application/x-dosexec v

sentbodybytes:0 v  srccity: private v srccountry: reserved/private v srccountrycode: 999 v srcipv4: 10.224.72.20 v srcport:21729 v srcregion: reserved/private v

statuscode: 200 v statusmsgiok v tags:(empty) v uri:/image001.gif v _eventid: 10d32742-adae-11f0-b981-9f4bbc084043#2 v  uri_parsed: /image001.gif v

useragent: mozilla/5.0 (windows nt 6.1; rv:36.0) gecko/20100101 firefox/36.0 v

__metadata__: {"id":"10d32742-adae-11f0-b981-9f4bbc084043#2","batch_id":"10d32742-adae-11f0-b981-9f4bbc084043", "received™:"2025-10-20T12:12:36.000Z", "data_type":"syslog","num_... v

Raw Parsed Metadata Geo

TrelliX
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You can send any data you want into Helix as preformatted JSON.
For the rules, analytics, and intel to apply, it must conform to the taxonomy

Add New Integrations

Details

Se n d e r N a m e Integration Name *

Integration Name

Description

Description

Tags

Field Mapping sesin Tos

Feature Settings

Ingest

You can send any data you want into Helix as preformatted JSON. In order for the rules, analytics, and intel to apply, it must conform to the FireEye Helix taxonomy for field names.

Class Name H

sender Name ©
—p-@  Sender Name

(Optional) Field MapplngO
L———»-@ (Optional) Field Mapping

(Optional) Helix Class Name ©

L———p-@ (Optional) Helix Class Name

TrelliX

Add & Verify Integration

JSON

You can send any data you want into Helix as

preformatted JSON. In order for the rules,...
General

v Preformat Your Data

1. You can send any data you want into Helix as preformatted
JSON. In order for the rules, analytics, and intel to apply, it must
conform to the FireEye Helix taxonomy for field names.

2. Ensure that the desired Helix ID is selected in the selection box
above, and click next.

~ Submit and Note API Key

-

. Note the URL and example curl command below. This will allow
you to send JSON-formatted events into the Helix ID you have
selected.

2. After clicking Submit and Verify, you will be presented with the

APl key to use. Please record it and use it in place of the
$APIKEY variable as shown below.

w

. Example with curl:

4. curl -XPOST -H "Authorization: $APIKEY" -d {{ "class":"myclass",
"rawmsg": "My message" }} {UploadURI}




Events

Parsed /
Indexed
Fields

Geographic

Metadata
Fields

TrelhX

= TrellxX

Q dass=intel_hit

Helix = Search

= Results

'O 2025-09-17 09:47:45 UTC - 2025-10-17 09:47:45 UTC (30 Days) v

Showing results from 2025-09-17 09:47:45 UTC - 2025-10-17 09:47:45 UTC (30 Days)

2025-10-16
21:37:55UTC v

2025-10-16
21:37:55UTC ¥

Parsed

action: ids_alert_act_tak_del v

assets:[{"status";

category: av.detect v

detect_rulematches: [{“tags™{"intel", “indicator”,"hash","md-info"], "output"{"alert "], "ruleid":"1.1.3912", "revision":5,"rulename": "trellix intel hit [hash - non-attributed malicious]", "severity":"medium",
detect_rulenames: ["trellix intel hit [hash - non-attributed malicious]"]
dstregion: reserved/private v

eventreceivedtime: 2025-10-16T719:26:59.619Z v

‘active”,"asset

dlass:intel_hit v

agent endp_am_1070 v

45331830, "location™:null,"org_data”:{’

detect_ruleids:[*1.1.3912"] v

event_epoch: {"day":16,"hour":19,"year":2025,"month™:10,"minute":26,"second":!

agenthostname: CLIENTMS-ALL v

eventtime: 2025-10-16T19:26:59.619Z v Nty v

] | ‘\ 1

detectedtime: 2025-10-16T19:24:14.000Z v

agentid: bb9b165f-720e-4d 12-8481-49a8dcd6bd 10 v
id":253115,"hex_id":"hexcbh829","properties™:

domain: clientms-all v

9,"weekday":"thursday",

J |

agentip: 10.14.

:null,"parent_org id":null},"asset_name

dstcity: private v

1134 v

:"admin”,"asset_tags"["trellix_epo”,"hx"],"asset_type":"user

dstcountry: reserved/private v

NN SN
NN~ —
N T ——
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earseo @) raw (I

agentversion: 10.7.18.10854 v

~"medium”,

Column Sets:  Trellix Default

Status: 100% Completed. Results 321 found

", "asset_uuid":"3ed 1f589-9de7-4552-8c7b-1dd... v

dstcountrycode: 999 v

utc

filename:

p\nc.psl v

intel_matches: [{"value™:"8a319fa42e7c7432318f28a990f15696", "stixField":"hash","eventField":"hash","whitelisted":false}] v

intel_tip_context: {"source™:"tip","version’

inteleventid:

580743

2eb-6b6b; v

":"v1","lastseen™:"2025-10-16T!

inteluuid: bf7e6454-b8ee-4f90-427¢c-5a282d13ff7 v

meta_ts: 2025-10-1621:37:55 UTC ¥

rawmsg: "{\"

 h

metad

intelwhitelisted: v

lass: cloud v

\": \"4196a3b7-bceb-456d-a7e8-856612a4c30d\", \"type\": \"MVEvents\", \"links\":

uuid: f8db25aa-cdcc-4ba3-a43f-f5ee15890a2d v

_metadata_:{"id":"80baccee-747a-4c78-6da8-594e72448f13#1","batch_id":"80baccee-747a-4c78-6da8-594e72448f13", "received™: "2025-10-16T21:37:55.000Z", "data_type":"passthrough”,"num_events™:

action: ids_alert_act_tak_del v

assets: [{"status™:"active"

rateonnr av detert v

fee_epo-ogcufl

Aace intal hit v

agent endp_am_1070 v

tmhwz9 v

1245331830, location™:null,"org data™;

Aatect ruleide 1120127«

intelmatchclass: meafee_epo v

method: on-access scan ¥

_eventid: 80baccee-747a-4c78-6da8-594e72448f13#1 v

agenthostname: CLIENTMS-ALL v

000Z","lethality™:" enabler”,"r
intelmatchfield: hash v
malwarename: ps/agent.dr v

node: 1\1359587\1453726\1485770 ¥

\"self\":

resultchandled v severity:2v  srccity: private v

-253115,"hex_id":"hexcbh82!

malwaretype: trojan v

agentid: bb9b165f-720e-4d12-8481-49a8dcd6bd 10 v

"{"score":

intelmatchtime: 2025-10-16721:37:48.457Z v

,“first_seen™:"2024-01-25T01::

md5: 8a319fad2e7c7432318f28a990f15696 v

: field’

:00.000Z","

} v

hash: 8a319fa42e7c7432318f28a990f15696 v

dstipv4: 10.14.11.34 v

"] even... v

eventid: 4196a3b7-bceb-456d-a7e8-856612a4c30d v

_name":"

intelmatchvalue: 8a319fad42e7c7432318f28a990f15696 v

meta_cbid: 999999999 v

pprocess:

srccountry: reserved/private v

username: admin v

agentip: 10.14.

“:null,"parent_org id":null},"asset_name

srccountrycode: 999 v

'/epolv2/events/4196a3b7-bceb-456d-a7e8-856612a4c30d\"}, \"attributes\™: {\"timestamp\™:

1134 v

"admin”,"asset_tag:

helpers\7z.exe ¥

srcipv4: 10.14.11.34 v

meta_oml: 2575 v

agentversion: 10.7.18.10854 v

“trellix_epo”,"hx"], "asset_type"

"2025-10-16T19:26:59.619Z\",

srcregion: reserved/private v

,"customer._id":"hexcbh829","source_type™:"json”,"raw_batch_i

fec3;ps/agent.dr;fec_trojan_ps1

intelmeta_cbid: 1718329299780 v
meta_rts: 2025-10-16T19:53:04.000Z v

product: trellix endpoint security ¥

"autoguid\": \"f8db25aa-cdcc-4ba3-a43... v

type:4 v

‘asset_uuid™:"3ed 1f589-9de7-4552-8c7b-1dd...

v,

NN NN —=——— ~
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Parsing

Event Classes (Past 24 Hours)

firee

TrelliX

Class and Metaclass

e Critical for rule function

e Classis device/
technology specific

e Metaclass buckets like
devices/technologies

e Class=unknown means
Nno matching parser

Native parsers out of the box

e Control over parsing
ensures rule consistency

Custom parsers can be built
by customers

e Typically needed for
unknown syslog / CEF
e Complex

29
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Trellix Query Language

—e . ses

= Tl'e||l)( Helix = Search Q - H1 >

Q class="bro_htp" X | v% m :
(D 2025-10-20 10:48:59 UTC - 2025-10-20 14:48:59 UTC (4 Hours) v | Column Sets: Trellix Default v~

Welcome to Global Search
Trellix Query Language (TQL) is a
data analysis language used in s
gueries to retrieve events for =
further analysis. e

Run one of the following searches or create your own search above

has(class) Q
has(class) | groupby class Q
username="trellix customer support’ | sort > meta_ts Q
class=ms_windows_event eventtype=audit_success Q
devicename=mydevice protocol=udp Q

meta_chid=148248413460492 Q

[ Show Less Examples ]

[ D Search Activity ]

Trel I I)( [ W Saved Searches ]




TQL Search

Trellix

Query
Language

Search
across all
indexed /
parsed
fields

Rules use
the same
syntax
(with
caveats)

TrelhX
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A RN

Anatomy of a TQL Query

High-level anatomy of an TQL quetry:
<filter section> | <transform section>

Q dass=ms_office365 | groupby [username] > K * 2 m :

O 2025-10-17 00:50:52 UTC - 2025-10-17 12:50:52 UTC (12 Hours) v TQL query Caﬂ use tWO types Of Clauses.

Showing results from 2025-10-17 00:50:52 UTC - 2025-10-17 12:50:52 UTC (12 Hours) Status: 100% Completed. Results 232 found

username

extuser@extld.com v

d e+ Searches: data to be located based on
mr.smith@fetld.com - : exact matches, comparisons, ranges,

intuser@fetld.com v a n d eX p reSSi O n S.
cwilliams@holmes.org - * Transforms: allow you to modify the

way that your query results are returned
and displayed [Groupby, Sort,]

danielwong@yahoo.com v

dominguezerika@hotmail.com v

TrelliX




TQL - Examples

= Tre"l)\/ Helix = Search = Results Q &

T -

Q extuser Column Sets: Trellix Default v

PARSED ( ) RAW \’) Status: 100% Completed. Results 148 found

© 2025-10-17 00:50:52 UTC - 2025-10-17 12:50:52 UTC (12 Hours) v

O meta_ts Parsed {g}
2025-10-17 accountid: not available v  action: userloginfailed v  class: ms_office365 v  detect_ruleids:["1.1.2663","1.1.2664"] v I
12:00:07 UTC ¥

detect_rulematches: [{"tags™:["microsoft","0365","office 365", "brute force","meth.access.bruteforce”,"credential access”,"t1110","faas-full-coverage”,"md-info"],"ruleid":"1.1.2663", "revision":1,"rulename":"office 365 [brute force attempt by user]","severity":"low","con... v
detect_rulenames: ["office 365 [brute force attempt by user]","office 365 [brute force attempt by ip]"] v  event_epoch:{"day™:17,"hour":12,"year":2025,"month™:10,"minute™0,"second":7, "weekday":"friday”,"timezone":"utc",",

eventid: 10c11e45-ef17-4507-bd80-959a8b66940f v  eventtype:1v  meta_cbid: 10121144 v  meta_cbname: xfire-hexcbh829-xdr v  meta_i: 10.12.1.144/512/tcp v meta_oml:4267 v  meta_rts: 2025-10-17T12:00:07.399Z v  meta_rule: ms_office365-ss-0.1.2 v

‘epochtime_field™:"meta_ts"} v

meta_sip4:10.12.1.226 ¥  meta_sp:56402 v meta_ts: 2025-10-17 12:00:07 UTC ¥  metaclass: app_transaction ¥  object:unknown v

O rawmsg: "{\"username\": \"extuser@extld.com\”, \"meta_sip4\": \"10.1.1.1\", \"_eventid\": \"abc123-def456-11e1-aa2bb3ccd#751\", \"rawmsg\": \"{\\\"creationtime\\\": \\\"2019-01-09t03:22:15\\\", \\\"id\\\": \\\"10c11e45-ef17-4507-bd80-959a8b66940A\\\", \\\"operation\\\... v
rawmsghostname: 10.12.1.226 v  rawsrchostname: 10.12.1.226 v  result:failed v  service: azureactivedirectory ¥  srccity:nantong v srccountry:china v srccountrycode:en v srcdomain: telecom.com.cn v srcipv4: 114.216.106.130 v
srcisp: jiangsu province network v srclongitude: 120.87471771240234 v srcregion: jiangsu v type:15 v
_errors: [{"field™:"instance”,"value":"hext123","message":"Inpalid fald ) LHaldlCorantadeimal Fyvalue™: "2019-01-09t03:22:15.000z", "message™:"Invalid date-time"},{"field™:"_alerts","value":"5c357bf4dd9a350a03000c69,5c357bf4dd9a350a03000c68", "message™:"Invalid fi... v
srclatitude: 32.03028106689453 v  srcusagetype:isp/mob v [ username:extuser@extld.com v || version:1v _eventid: d5e9e404-ab50-11f0-b981-9f4bbc084043#641 v

__metadata__: {"id":"d5e%9e404-ab50-11f0-b981-9f4bbc084043# 344 " barelvid ™ dledeldOiubii=17f0-b981-9f4bbc084043", "received":"2025-10-17T12:00:12.000Z", "data_type":"json","num_events":715,"customer_id":"hexcbh829","source_type":"json","raw_batch_id":"d5e%e... v

2025-10-17 accountid: not available v  action: userloginfailed v  class:ms_office365 v  detect_ruleids:["1.1.2663","1.1.2664"] v
12:00:07 UTC ¥

detect_rulematches: [{"tags™:["microsoft”,"0365","office 365", "brute force","meth.access.bruteforce”,"credential access","t1110","faas-full-coverage”,"md-info"],"ruleid":"1.1.2663", "revision":1,"rulename”:"office 365 [brute force attempt by user]","severity":"low","con... v

detect_rulenames: ["office 365 [brute force attempt by user]","office 365 [brute force attempt by ip]”] v  event_epoch:{"day™:17,"hour":12,"year":2025,"month™:10,"minute™:0,"second":7," kday":"friday”,"ti 1e”:"utc”,"epochtime_field":"meta_ts"} v
eventid: 7e1788cd-7b70-482b-ae87-2fc26c78dc63 v  eventtype:1 v  meta_cbid: 10121144 v  meta_cbname: xfire-hexcbh829-xdr v meta_i: 10.12.1.144/512/tcp v meta_oml:4299 v  meta_rts: 2025-10-17T12:00:07.399Z v  meta_rule: ms_office365-ss-0.1.2 v
meta_sip4: 10.12.1.226 v  meta_sp:56402 v meta_ts: 2025-10-1712:00:07 UTC ¥  metaclass: app_transaction ¥  object unknown v
O rawmsg: "{\"username\": \"extuser@extld.com\”, \"meta_sip4\": \"10.1.1.1\", \"_eventid\": \"e231a872-13c8-11e9-a37d-0cc47aa34322#483\", \"rawmsg\": \"{\\\"creationtime\\\": \\\"2019-01-09t03:25:27\\\", \\\"id\\\": \\\"7e1788cd-7b70-482b-ae87-2fc26c78dc63\\\", W"op... v
rawmsghostname: 10.12.1.226 v  rawsrchostname: 10.12.1.226 v  result:failed v  service: azureactivedirectory v  srccity:nantong v  srccountry:china v srccountrycode:en v srcdomain: telecom.com.cn v srcipv4: 114.216.106.130 v

srcisp: jiangsu province network v srclongitude: 120.87471771240234 v srcregion: jiangsu v type:15 v

,,,,,,, I Al et ™ Pl e et T DD P e e e 2 ALY (U ALITT alnen® Tl AR A ETREAAAOAIEAAAIANNAEO EnIETFALAOATEN AN AED™ " e ™ E o B2l LAY T AL A e T ™ Pl A A0 N1 ABCND IR DT A" P e e ™ T 12 e o

Rows 50 100 500 1000 1-500f148 < 1 2 3 >
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TQL - Transform Examples #1

A RN

Trellix Helix — h = Results

Q@ dass="fireeye_etp" | groupby [objecttype]

O 2025-09-23 10:15:24 UTC - 2025-10-23 10:15:24 UTC (30 Days) v

Showing results from 2025-09-23 10:15:24 UTC - 2025-10-23 10:15:24 UTC (30 Days) O status: Running. 50% Completed. Results 12.9K found

objecttype

url v

zip v

TrelliX
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Trelll)\ Searcl Results

Q cdass="fireeye_etp” | groupby [objecttype, result]

O 2025-09-23 10:15:24 UTC - 2025-10-23 10:15:24 UTC (30 Days) Vv

Showing results from 2025-09-23 10:15:24 UTC - 2025-10-23 10:15:24 UTC (30 Days)

objecttype result

url v non-malicious v

zip v malicious Vv
malicious v
non-malicious v
non-malicious v
malicious v

non-malicious v

Trel I IX non-malicious v

TQL - Transform Examples #2

O Status: Running. 50% Completed. Results 12.9K found
Count

1972




TQL - Functions Examples #1

Tre"lx i Search =» Results

Q class="fireeye_etp" has:domain result:"malicious"

O 2025-09-23 10:15:24 UTC - 2025-10-23 10:15:24 UTC (30 Days) Vv Column Sets: EmailSecurity v

Showing results from 2025-09-23 10:15:24 UTC - 2025-10-23 10:15:24 UTC (30 Days) PARSED | RAW ‘/) C  status: Running. 50% Completed. Results 51 found

O meta_ts class metaclass domain result

2025-10-20 fireeye etp v email v assets.bbhub.io malicious
11:50:17 UTC v

2025-10-20 fireeye etp v email v assets.bbhub.io malicious
11:49:31 UTC v

2025-10-20 fireeye_etp v email v assets.bbhub.io malicious
11:49:13UTC v

2025-10-20 fireeye etp v assets.bbhub.io malicious
11:48:30 UTC v

2025-10-17 fireeye_etp v foodhubrichingspark.org v malicious
04:46:26 UTC v

2025-10-17 fireeye etp v go.ginobillard.com v malicious

Tr el I IX 03:53:19 UTC v

100 500 1000 1-500f51 <
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Rules

= TreliX Helix = Rules

Rules

Create and manage rules which match events against queries and then generate alerts to match. Trellix provides a set of rules and you can also define your own set of rules based on your own detection strategy.

Y Actions >
O ID Rule Name Origin Status Severity Created By Last Updated Tags
i < Network Network Artifact Policy Atomlc
O 1.1.932 4SHARED ONLINE [API Usage] Trellix @ Enabled Low Trellix 08/22/2024 9:11:01PM
Network Network Artifact Pollcy Atomic
O 1.1.929 4SHARED ONLINE CONTENT ACCESS [URI Domain] Trellix @® Enabled Low Trellix 08/22/2024 9:11:01PM
Endpoint Host Artifact Methodology Atomic
O 1.1.3440 AADINTERNALS UTILITY [Hacking Command Used] Trellix @ Enabled High Trellix 08/22/2024 9:11:01PM
Endpoint Host Artifact Methodology Atomic
O 1.1.3438 AADINTERNALS UTILITY [Installation] Trellix @ Enabled Medium Trellix 08/22/2024 9:11:01PM
. ) . Endpoint Host Artifact Methodology Atomic
a 1.1.3441 AADINTERNALS UTILITY [PTASpy Artifact Found] Trellix @ Enabled High Trellix 08/22/2024 9:11:01PM
y N s Endpoint Host Artifact Methodology Atomic
O 1.1.3439 AADINTERNALS UTILITY [Usage] Trellix @® Enabled Medium Trellix 08/22/2024 9:11:01PM
Network Network Artifact Malware Atomic
O 1.1.1603 ABADDON POS [URI GET] Trellix @ Enabled Medium Trellix 08/22/2024 9:11:01PM
Endpoint Host Artifact Policy Atomic
a 1.1.878 AMAZON CLOUD DRIVE [New Installation] Trellix @ Enabled Low Trellix 08/22/2024 9:11:01PM
Endpoint Host Artifact Policy Atomlic
() 1.1.879 AMAZON CLOUD DRIVE [New Process Creation] Trellix @ Enabled Low Trellix 08/22/2024 9:11:01PM
~ Network Network Artifact Pollcy Atomlc
El 1.1.2692 AMMYY RAT [Connection - POST] Trellix @® Enabled Medium Trellix 08/22/2024 9:11:01PM
i . i Endpoint Host Artifact Methodology Atomic
O 1.1.1359 APACHE METHODOLOGY [MaxClients Error] Trellix @® Enabled Low Trellix 08/22/2024 9:11:01PM
" ) X i . Endpolnt Health Atomic
O 1.1.3808 APPLIANCE HEALTH [Critical - <%= devicename %>] Trellix @ Enabled High Trellix 08/22/2024 9:11:01PM

TrelliX




Analytics

50+ deployed analytics
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Trellix Rules | Reset Layout [13] Customer Rules
Risk Name
e Brute force al || oxaAnALTIcs i
o p h iS h | N g o OKTA ANALYTICS [MFA Fatigue]
MEDIUM ID: 1.1.3951
® Data eXfI |trat|o n seee OKTA ANALYTICS [MFA Fatigue]
Low ID: 1.1.3950
o SUSpICIOUS domalns P OKTA ANALYTICS [Brute Force]
Low ID: 1.1.3763
o Reconnaissance Comma nds oo OKTA ANALYTICS [Abnormal Logon]
CRITICAL ID: 1.1.3421
® I_Og I n a CtIVity a n O m a | Ies OKTA ANALYTICS [Abnormal Logon]
HIGH ID: 1.1.3407
e Process execution anomalies A fiboormil Laged]
MEDIUM ID: 1.1.3406
e Cloud data/resource access
YY) OKTA ANALYTICS [Abnormal Logon]
. Low ID: 1.1.3405
e \Windows share access
P OKTA ANALYTICS [Brute Force Success]
. . o . CRITICAL ID: 1.1.3179
e Account creation/deletion activity
S OKTA ANALYTICS [Brute Force Success]
1 HIGH ID: 1.1.3178
e AWS resource scanning
ssee OKTA ANALYTICS [Brute Force Success]
MEDIUM ID: 1.1.3177

TrelliX




Rule creation tool

A RN

— Tre"l)‘ Helix = Rules = Create Custom Rule

/. Create Custom Rule

Definition & Settings

Definition Settings Enable Rule

Rule ID Exclude these lists

Description (Optional)

Severity

Unknown

TrelliX
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ACE - Advanced Correlation Engine
Example O1 - A Simple Rule

Create an alert every time we see an event from source IP 121.131.141.151

threshold: 1T
within: 1m
items:
- type: fields
match: srcipv4 ==121.131.141.151

require: 1

TrelliX
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ACE - Advanced Correlation Engine
Example 02 - A Simple Rule with a Threshold

Create an alert if we see 10 events in a I-minute window from source IP 121.131.141.151
1,000 events will generate 100 alerts.

threshold: 10

within: Tm
items:;
- type: fields

match: srcipv4 ==121.131.141.151

require: 1

TrelliX
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ACE - Advanced Correlation Engine
Example 03 - A Simple Rule with Groupby

Create an alert on ten login failures for the same user within 60 seconds.

threshold: 10
within: 60s

groupby: username

items:
- type: fields

match: class== “ms_windows_event” && eventid=="4624" &&. event_type == “audit_failure”
require: 1

TrelliX




ACE - Advanced Correlation Engine

Example 04 — A Rule that correlates multiple events.
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Create an alert when the same user has login success followed by failure within 60 seconds.

threshold: 1
within: 60s

groupby: username

items:
- type: fields

match: class== “ms_windows_event” && eventid=="4624" &&. event_type == “audit_failure”
- type: fields

match: class== “ms_windows_event” && eventid=="4624" &&. event_type == "audit_success”
require: 2

ordered: true

TrelliX




ACE - Advanced Correlation Engine
Example 05 - A Rule with Cardinality
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Create an alert when the same user has logs in from five different IP addresses in ten minutes.

threshold: 1
within: 600s
groupby: username
items:
- type: cardinality
item:
- type: fields
match: class== “ms_office365" && action contains “userloggedin” && result == “success”
require: 5

cardinalityGroupby: srcipv4

TrelliX




Lateral Movement: Suspicious File Write To WindowsApps Folder

Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

groupby: srcipvé output:
require: 2 - field: $.source
within: 1h value: agentip
ordered: true metadata:
items: attacks:
- type: correlation - tactics:
require: 1 - name: Lateral Movement
within: 120s uid: TA0008
items: technique:
- type: fields name: Lateral Tool Transfer
groupby: "field(\"source\", string)" uid: T1570
match: "xpod ds name == \"ace\" && rule id == [\"1.1.4004\", \"2.2.0013\", \"\ version: "1.4"
2.1.0067\", \"2.2.0014\"]" - tactics:
- type: fields - name: Lateral Movement
groupby: srcipvé uid: TA0008
match: xpod ds_name != "ace" && class == "mcafee_epo" && category == "av.detect" technique:
&& ! (srcipv4 inWatchlist "exclusions.global.srcipv4") name: SMB/Windows Admin Shares
- type: fields uid: T1021.002
groupby: srcipv4 version: "1.3"
match: xpod_ds_name != "ace" && class == "fireeye nx alert" && eventlog == "malware-object" - tactics:
&& ! (srcipv4 inWatchlist "exclusions.global.srcipv4") - name: Lateral Movement
- type: fields uid: TA0008
groupby: agentip technique:
match: " (filename == [\"foxprow.exe\", \"schdplus.exe\", \"winproj.exe\"] && ((class\ name: Distributed Component Object Model
\ == \"fireeye hx ioc\" && iocnames == \"file write to network share (methodology)\"\ uid: T1021.003
\ && filepath contains \"\\\\appdata\\\\local\\\\microsoft\\\\windowsapps\\\\\"\ version: "1.3"
) |l (metaclass containsNoCase \"windows\" && eventid =~ \"5140\" && severity\ - tactics:
\ =~ \"failure audit\" && filename contains \"\\\\appdata\\\\local\\\\microsoft\\\ - name: Execution
\\windowsapps\\\\\"))) || (metaclass containsNoCase \"windows\" && pprocess containsNoCase\ uid: TA0002
N I\"\\\\winword.exe\", \"\\\\excel.exe\", \"\\\\powerpnt.exe\", \"\\\\egnedt32.exe\"\ technique:
\"\\\\onenote.exe\", \"\\\\Graph.exe\", \"\\\\MSAccess.exe\", \"\\\\MSPub.exe\"\ name: Malicious File
\"\\\\PowerPoint.exe\", \"\\\\Visio.exe\", \"\\\\WinProj.exe\", \"\\\\WinWord.exe\"\ uid: T1204.002
\"\\\\Wordpad.exe\"] && process containsNoCase [\"foxprow.exe\", \"schdplus.exe\"\ version: "1.5"
, \"winproj.exe\"])" created: "1730719351"
recommended action:
-2.1.1
- 2.1.5
- 3.2.4
- 3.2.5

- 2.3.3
re I revision: 3




Lat Mov: Susp File Write To WindowsApps Folder - Detail 1/8
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Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

groupby: srcipv4 e all events need to have the same source 1pv4 address

require: 2 (otherwise a new instance is forked)

within: 1h ¢ two of the following items (Detail 2-5 AND Detail 6)
ordered: true 0 need to match for the rule to trigger

items: O within 1 hour

O order does matter

TrelliX




Lat Mov: Susp File Write To WindowsApps Folder - Detail 2/8

-
-
—
-
~
~N

Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

- type: correlation ¢ This rule 1s of the type “standard rule

require: 1 correlation”
within: 120s @ this item needs
items: O one occurrence
0 of the following (see next three slides) to
happen

O within 120 seconds

TrelliX




Lat Mov: Susp File Write To WindowsApps Folder - Detail 3/8

-
-
—
-
~
~N

Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

- type: fields

groupby: "field(\"source\", string)"
match: "xpod ds name == \"ace\" && rule id == [\"1.1.4004\", \"2.2.0013\", \"\2.1.0067\", \"2.2.0014\"1"

® matches on fields (of events)
® LFvent needs to
O origilnate from the data source (xpod ds name) ACE

O AND
© must have rule id 1.1.4004 or 2.2.0013 or 2.1.0067 or 2.2.0014

TrelliX




Lat Mov: Susp File Write To WindowsApps Folder - Detail 4/8

-
-
—
-
~
~N

Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

- type: fields
groupby: srcipvi4
match: xpod ds name != "ace" && class == "mcafee epo" && category == "av.detect"
&& ! (srcipv4 inWatchlist "exclusions.global.srcipv4d")

®@ matches on fields (of events)
® Fvent needs to

O origilnate NOT from the data source (xpod ds name) ACE
© AND

© have class “mcafee epo”

© AND

O have category “av.detect”

© AND

0 must NOT have sourceipv4 present in watchlist

exclusions.global.sourceipvi

TrelliX




Lat Mov: Susp File Write To WindowsApps Folder - Detail 5/8
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Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

- type: fields
groupby: srcipvi4
match: xpod ds name != "ace" && class == "fireeye nx alert" && eventlog == "malware-object"
&& ! (srcipv4 inWatchlist "exclusions.global.srcipv4d")

®@ matches on fields (of events)
® Fvent needs to

O origilnate NOT from the data source (xpod ds name) ACE
© AND

© have class “fireeye nx alert”

© AND

O have eventlog “malware-object”

© AND

O must NOT have sourceipv4 present in watchlist

exclusions.global.sourceipv4

TrelliX




Lat Mov: Susp File Write To WindowsApps Folder - Detail 6/8
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Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

- type: fields
groupby: agentip

match: " (filename == [\"foxprow.exe\", \"schdplus.exe\", \"winproj.exe\"] && ((class\
\ == \"fireeye hx ioc\" && iocnames == \"file write to network share (methodology)\"\
\ && filepath contains \"\\\\appdata\\\\local\\\\microsoft\\\\windowsapps\\\\\"\
) | ] (metaclass containsNoCase \"windows\" && eventid =~ \"0140\" && severlity\
\ =~ \"failure audit\" && filename contains \"\\\\appdata\\\\local\\\\microsoft\\\
\\windowsapps\\\\\"))) [ | (metaclass containsNoCase \"windows\" && pprocess containsNoCase\

N INVTIYWIwinword.exevt, V"IN \\excel.exe\", "N\ \\powerpnt.exe\", \"\\\\eqnedt32.exe\"\
\"\\\\onenote.exe\", \"\\\\Graph.exe\", \"\\\\MSAccess.exe\", \"\\\\MSPub.exe\"\
\"\\\\PowerPoint.exe\", \"\\\\Visio.exe\", \"\\\\WinProj.exe\", \"\\\\WinWord.exe\"\
\"\\\\Wordpad.exe\"] && process containsNoCase [\"foxprow.exe\", \"schdplus.exe\"\
\"winproj.exe\"])"

e fRtmheacdtasfid¢édiemEnfodpenEsincefBistdplwindewdR ANDpprvonexd 1s
o Ahb#aYnaNBaBsplinecylibyviapeeBNintdoeabevweislRféllexeravdptiebBRuwoske
fhieganaeBbodadongy)Sadlibatddkpash\Goaphsefe \vwindoAsapps \éxe or
MSepbdeke\docRdwmibodsofexwindoWsappsa¥e or WinProj.exe or
Treli}¥inWord.exe or Wordpad.exe AND process contalns (case 1nsensitive)
foxprow.exe or schdplus.exe or winproj.exe

~ ~ ~ ~




Lat Mov: Susp File Write To WindowsApps Folder - Detail 7/8
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Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

output:

- field: $S.source
value: agentip

® add field “source”

¢ with value of field “agentip”
® to correlated event

TrelliX




Lat Mov: Susp File Write To WindowsApps Folder - Detail 8/8
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Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

metadata: ® add metadata
attacks: )
~ tactics: 0 MITRE mappilings
- name: Lateral Movement O creation date (automatic)
uid: TA0008 .
. L O recommended actions
echnique:
name: Lateral Tool Transfer O revision 1nformation (automatic)
uid: T1570
version: "1.4"

created: "1730719351"
recommended action:
- 2.1.1

revision: 3

TrelliX




Lateral Movement: Suspicious File Write To WindowsApps Folder

Detected a known malware process writing a file to the WindowsApps
directory. This action is associated with preparing for lateral movement by
exploiting DCOM application objects.

groupby: srcipvé output:
require: 2 - field: $.source
within: 1h value: agentip
ordered: true metadata:
items: attacks:
- type: correlation - tactics:
require: 1 - name: Lateral Movement
within: 120s uid: TA0008
items: technique:
- type: fields name: Lateral Tool Transfer
groupby: "field(\"source\", string)" uid: T1570
match: "xpod ds name == \"ace\" && rule id == [\"1.1.4004\", \"2.2.0013\", \"\ version: "1.4"
2.1.0067\", \"2.2.0014\"]" - tactics:
- type: fields - name: Lateral Movement
groupby: srcipvé uid: TA0008
match: xpod ds_name != "ace" && class == "mcafee_epo" && category == "av.detect" technique:
&& ! (srcipv4 inWatchlist "exclusions.global.srcipv4") name: SMB/Windows Admin Shares
- type: fields uid: T1021.002
groupby: srcipv4 version: "1.3"
match: xpod_ds_name != "ace" && class == "fireeye nx alert" && eventlog == "malware-object" - tactics:
&& ! (srcipv4 inWatchlist "exclusions.global.srcipv4") - name: Lateral Movement
- type: fields uid: TA0008
groupby: agentip technique:
match: " (filename == [\"foxprow.exe\", \"schdplus.exe\", \"winproj.exe\"] && ((class\ name: Distributed Component Object Model
\ == \"fireeye hx ioc\" && iocnames == \"file write to network share (methodology)\"\ uid: T1021.003
\ && filepath contains \"\\\\appdata\\\\local\\\\microsoft\\\\windowsapps\\\\\"\ version: "1.3"
) |l (metaclass containsNoCase \"windows\" && eventid =~ \"5140\" && severity\ - tactics:
\ =~ \"failure audit\" && filename contains \"\\\\appdata\\\\local\\\\microsoft\\\ - name: Execution
\\windowsapps\\\\\"))) || (metaclass containsNoCase \"windows\" && pprocess containsNoCase\ uid: TA0002
N I\"\\\\winword.exe\", \"\\\\excel.exe\", \"\\\\powerpnt.exe\", \"\\\\egnedt32.exe\"\ technique:
\"\\\\onenote.exe\", \"\\\\Graph.exe\", \"\\\\MSAccess.exe\", \"\\\\MSPub.exe\"\ name: Malicious File
\"\\\\PowerPoint.exe\", \"\\\\Visio.exe\", \"\\\\WinProj.exe\", \"\\\\WinWord.exe\"\ uid: T1204.002
\"\\\\Wordpad.exe\"] && process containsNoCase [\"foxprow.exe\", \"schdplus.exe\"\ version: "1.5"
, \"winproj.exe\"])" created: "1730719351"
recommended action:
-2.1.1
- 2.1.5
- 3.2.4
- 3.2.5

- 2.3.3
re I revision: 3
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User & Entity Behavior Analytics

Monitor user and entity activity over time to identify anomalies

Examples
e Account logsin from a particular country for the first time
e Host executes a particular process for the first time

e Sum of byte count for host in past day is some standard deviations above daily
average

TrelliX




Investigation
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Alerts
Cases
Wise for Helix
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Alerts

Alert
Based
Triage

Traditional
Approach

Who?
What?
Where?

Correlated
and
Aggregated

TrelhX

= TreliX Helix - Alerts Beta

Alerts

C' TimeRange: Last1Month v (' Assignee: Me, Unassigned v

[m} Severity ¥ Created At

a1z e
) CRIT

a1 e
[m] criT ‘1;0-34-1‘7;:#: 2024
& s 10: OO:I;ZVM e
O cRIT 10,2024
=] cRIT 2024

o \ S mber 10, 2024
HIGH
12:07:18 PM

by viewing a summary of what happened, investigating the timeline of eve

Name

TRELLIX NX [Malware-Callback] (Clone)

TRELLIX NX [Malware-Callback] (Clone)

Randy Test Rule

D | Aff

TRELLIX NX [APT Malware-Callback]

TRELLIX NX [APT Malware-Callback]

(' Status: New,In Progress v

C' GeneratedBy: ACE v

Assigned To

o
)

Jo

Jo

Jo

Jo

Jo

Jo

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Status

Generated By

ACE

ACE

ACE

ACE

ACE

NN N S
NN SN
NN S~ —
N T ——
N — —
I —
———

Source

& @

b

ANNNN~——— -~/

Showing 50 out of 13,719 items

@ 5010 Low () 2.638 Medium () 2.418 Hig

\N\\N\N~N———

Intellig... Tags @& et /

© Trellix Network Artifact H [rommn mm— s
© Trellix Network Artifact

© Trellix Network Artifact

© Trellix Network Artifact

© Trellix Network Artifact

SN N\




Managing Alerts

Helix —» Alerts = Lateral Movement: PsExec Execution Detected

ALERT 1FOAA | RULE 2.2.0030 [

Lateral Movement: PsExec Execution Detected

Detected the use of PsExec to move laterally between systems. Adversaries use this legitimate administration tool to execute code on remote hosts.

Correlation Methodology Multi-Vector

MEDIUM

Summary Alert Details Respond

Grour BY (O ALERTS 2

srcipv4:10.14.65.167 v  agentip: 10.14.65.167 v ® 2

A Timeline
O Severity: All v ‘O Source:All v
NETWORK A EVENT | MITRE System Services [
2025-10-16 Trellix NX identified suspicious smartvision-event
16:22:16 UTC °
action: dstipv4:

ENDPOINT
2025-10-16
16:22:16 UTC

(- T

ENDPOINT
2025-10-16
16:22:16 UTC

notified v 65.87.182.33 v

ALERT 1FOAA [F | RULE 1.1.2399 [ | MITRE Ingress Tool Transfer (4
Trellix Endpoint HX: I0C Alert - certutil.exe downloader a (utility)
Trellix Endpoint Security (HX) detected a process execution that corresponds to a defined |0C, signaling a potential security event.

process:
certutil.exe v

agentip:
10.14.65.167 v

ALERT TFOAA [ | RULE 1.1.2399 (F | MITRE PowerShell (4
Trellix Endpoint HX: I0C Alert - suspicious powershell usage (methodology)
Trellix Endpoint Security (HX) detected a process execution that corresponds to a defined |0C, signaling a potential security event.

process:
powershell.exe v

agentip:
10.14.65.167 v

CHILD EVENTS

2

Table

dstport:
445 v

username:
selabs\pablo.aguilar v

username:
selabs\pablo.aguilar v

STANDALONE EVENTS

B

CASE ASSIGNEE STATUS °
= L v | New e
MITRE ATT&CK [ ]
Intelligence MITRE Assets History Notes
ACTIONS ©
R Rl
srcipvé4:
10.14.65.167 v~
)
agenthostname:
150655-paguilar-Marketing v
)

agenthostname:
150655-paguilar-Marketing v




Promote
Alerts and
Threats

to Cases

Assign
Cases

TrelhX

Trelhix

Severity

Helix - Cases Beta

C' Assignee: Me, Unassigned v

CRIT

CRIT

g
2

CRIT

) ®

cases to track Inv

C Status: All v

Case Name

Case TK-01
D: 49 | Af

Alert_DAE4A
D: 4

Alert_6CC3D

Alert_DD955

ID: 47

Alert_42B53
D: 46

Randy demo

D: 2

Alert_3BC2D

Alert 4
D

Alert_4D2B0

Alerts Koii demo

n and Response

C' Time Filter: All Time v

Assigned To

© vnessigned
© vressined
© vnessigned
© vnesigned
© vnessigned
© ressined
© vnessigned
© vnesigned
© vnessigned
© ressigned

Status

Open

Open

Open

Open

Open

Closed

Open

Open

Open

Open

Created By

@ txaimoro
© rancy

@ Randy

@ vimoro
@ tHenrikom
@ roney

@ Meriatarcon
@ Randy

@ Randy

@ Randy

Case Created

oy, — — -

~——//

Last Updated

10:33:29 AM

04:24:31 PM

07:24:39 AM

>

B

Showing 32 out of 32 results

Tags

© Test

© Test

© cases_tag1 13

© Test

© Tretiix Atomic  ©
© cases_tag1 SE

E2e_prod_nx

© Tretiix Atomic  ©

1-320f32

N\ N\ N~~———
\N\N\N\N~N———




Case Details

TrelhX Helix = Cases — Ransom CONTI Detected Q ¢ HH B

SEVERITY ASSIGNEE STATUS .
@ 1D: 2808 :

Ransom CONTI Detected#

Intel Hit from Trellix Threat Intel associated with an OAS run by ENS

Medium Vv Unassigned Vv Open Vv

MITRE ATT&CK

MEDIUM Passthrough Endpoint
Summary Case Timeline Intelligence MITRE Related Assets Related Alerts History Notes
- - c S
Key Milestones Case Contains e
Case created by Analyst to track the remediation activities.
Case Created 2025-10-02 15:16:19 UTC Data Sources 0
Matteo Spiga
6 days 17 hours 37 minutes @ Alerts 2
Assets 4
Last Updated 2025-10-09 08:54:07 UTC
@ Suopas Detchwilairuang Tasks and Automations 0
Added Alert
Search Results 0
Estimated Time Spent 43 minutes Notes 1
Related Cases 0

Recent Activity

Suopas Detchwilairuang added alert on 2025-10-02 15:16:48 UTC
Matteo Spiga added alert on 2025-10-02 15:16:48 UTC

Matteo Spiga created case on 2025-10-02 15:16:19 UTC

61



Case Timeline

Tre"le Helix = Cases —» Ransom CONTI Detected

1D: 2808 SEVERITY ASSIGNEE STATUS

Ransom CONTI Detected#

Intel Hit from Trellix Threat Intel associated with an OAS run by ENS

®

Medium Vv Unassigned Vv Open Vv

MITRE ATT&CK

Passthrough Endpoint

MEDIUM

Summary Case Timeline Intelligence MITRE Related Assets Related Alerts History

Y Actions Vv + Add Entry

O SelectAll & Timeline

Trellix Intel Hit: Malicious Attributed Non-DNS FQDN ...

Trellix Threat Intelligence identified a AFFECTED ASSETS

O 2025-10-02 15:16:48 UTC match for a malicious non-DNS FQDN.... e

Added By: @ Suopas Detchwilairuang‘ 1Events @ l

Trellix Endpoint ENS: OAS - ransom-contilb7b5e125...

The Trellix Endpoint On-Access Scanner AFFECTED ASSETS

O 2025-10-02 15:16:48 UTC (OAS) detected a threat in real-time as a... e

Added By: @ Matteo spiga{ o)

Created Case

2025-10-02 15:16:19 UTC
Created By: @ Matteo Spiga




TrelliX

B . ;{
5y .

No alert left behind:;
100% investigated

Automate SOC
investigation and
response workflows

Treli)X

Vise .

Q°°

Copyright © 2024 mxsarubra US LLC. | All Rights Reserved

Improve analyst
efficiency by 5x

Reduce MTTD and
MTTR by 50%




Trellix Wise for Helix

Running in
Background

Upskill
Teams

Auto-
Prioritized
Alerts

Suggested
Remediations

TrelhX

TrelhX

Helix = G

- [Trellix Wise] TRELLIX EMAIL EX [Message Delivered]

©

1D: 785

[Trellix Wise] TRELLIX EMAIL EX [Message Delivered] 2

Summary  Case Timeline

Notes

Y

What other mail was sent to this recipient? (60m Time Offset) from,mailfrom,subject ap@haleassetss.com, [warning] account past due ap@pool.supportxmr.com, [warning] account past due

Is.source, I

Are there any related alerts using the alert MD5? (4h Time Offset) class,message, id,alertype risk state, alert

Asset Information: []

ANALYSIS:

{ "critical_severity": true, "summary’: "A malicious email attachment containing a macro-based trojan was delivered to demo.user@xfire.trellix.com, likely as part of a spear-phishing campaign. The evidence shows multiple detections of known malware (fetrojanmacrogeneric129 and
fetrojanmacrogeneric213), suspicious process activity, and attempts to execute PowerShell with obfuscated commands, strongly indicating a successful compromise. Immediate action is required to isolate the affected system, investigate the full scope of the breach, and implement enhanced security

measures to prevent further attacks." }
REMEDIATION RECOMMENDATIONS:
Based on the alert information and supporting evidence, here are some recommended remediation steps:

1. Trellix Email Security (Email MPS):

« Block the sender email : ap@http://bimafu.com, ap om, ap@pool.supportxmr.com
* Add rules to quarantine emails with subjects containing “[warning] account past due”
* Implement stricter attachment scanning and blocking for Office documents with macros
2. Trellix Endpoint Security:
+ Isolate the affected endpoint (IP 10.11.65.181) from the network
* Perform a full system scan on the endpoint
« Update malware definitions and ensure real-time protection is enabled

* Enable blocking of Office macros from untrusted sources

3. Firewall/Network Security:
« Block outbound connections to suspicious domains: http://bimafu.com, haleassetss.com, pool.supportxmr.com
* Implement egress filtering to prevent data exfiltration

4. Active Directory:

* Reset the password for the affected user (demo.user@xfire:trellix.com)

« Enable multi-factor authentication if not already in place

alerttype_details.detail. nd5 10.11.65.181,7d5d76f9168b2e6636a2f3646caf6b8e,318173-demo.user-Finance,hexcbh829
demo.user@xfire.trellix.com,7d5d769168b2e6636a2f3646caf6b8e,ap@haleassetss.com,hexcbh829 demo.user@xfire.trellix.com,7d5d76f9168b2e6636a2f3646caf6b8e,ap@pool.supportxmr.com,hexcbh829

y, — —
~——//

>

ANNNN~N———

Q ¢ B
SEVERITY ASSIGNEE STATUS .
Medium v Unassigned Vv Open Vv
Intelligence MITRE Related Assets Related Alerts History Notes

\N\N\N\N~~———

’ Export v

Showing 1 out of 1 results
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Hyperautomation

TrelliX
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93%

of CISOs agree
ransomware
incorporating Al is
a significant risk

EFFICACY EFFICIENCY

TrelliX

37%

of CISOs would like
increased levels of
automation to help
perform their
responsibilities more
effectively

Why is Automation Essential to SecOps?

94%

Of workers say heavy
workloads are a top
stressor while 43%

cite long hours

WORKLOADS

y



What is Hyperautomation?

“Hyperautomation is a business-driven, disciplined
approach that organizations use to rapidly identify,
vet and automate as many business and IT processes
as possible.”

Security Hyperautomation involves the orchestrated _

use of multiple technologies, tools or platforms, ,
including: artificial intelligence (Al), low-code/no-code —
tools, packaged software, and other types of decision,
process and task automation tools.”

TrelhX




SOAR vs. Hyperautomation
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Why aren’t traditional automation solutions enough?

SOAR Hyperautomation
e Coding Expertise Required e |Low-code, no-code solution
e Restricted automation capabilities e Automation across tools,

. environments
e Limited Al

e Challenging to integrate products e Deeper Al integration capabilities

e High implementation and e Dbroader, simplified integrations

Mmaintenance costs e [aster implementation, low
maintenance

TrelliX




How Does Hyperautomation
Help Response Times ?

/
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Reducing Enhancing speed Improving
Complexity and accuracy Efficiency
Integrating data from Automated responses, Offloading repeat tasks,
tools to unite SecOps analysis, intelligence empowering more
workflows enrichment analysts to create

automation

Rapid response, minimal manual intervention
TreliX ‘
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How do you Make Automation Successful?

4
UNIFY @ SIMPLIFY AMPLIFY fﬁ

Pre-built, app Standardized, Low-code, Low cost, low
agnostic shareable team-focgsed risk architecture
integrations workflows automation

TrelliX




Speed Workflows and Amplify Outcomes with Trellix
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Trellix & 3rd Party

Integrations No-Code Workflows

Pre-built or build your own Drcgﬁéjrgg’é;}’éop,
[ o o |
o o
Cross Function Data Privacy &
Collaboration Efficiency
Designed for Fusion teams Lower Cost, Lower Risk

TrelliX




TrelhX

/11T TTENANY
o o \
Trellix Hyperautomation 7777111\
s/ / /1 1111\
fReaeeowWe [Trellix] Auto-Remediation of Network Threat Event £
Drag-and-drop - Q -
workflow builder )
Edges to take R .
action in multiple
environments e

Integrate nearly
anything with
an API

'
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Integrated
Directly
Into Helix

Our SecOps tool
for connecting
solutions,
detection,
response,

and hunting

TrelliX

= TrelhX

Q Search Menu

DASHBOARDS
Summary @ED
Operational @ED
Detection @ED
Summary  LEGACY
Custom
Operational  LEGACY
Detection LEGAcY
Health

Reports

Threats

HYPERAUTOMATIONS
Workflows

Workspace

Helix = Workflows

INVESTIGATE
Alerts @ED
Cases CED
Search @ED
Alerts LEGACY
Correlated Alerts LEGACY
Entities LEGAcY
Threats LEGACY
Cases LEGACY
Search LEGAcY

Search Jobs  LEGACY

MANAGE

Edges @ED &
Appliances

Appliance Groups
Observable Feed Sharing

Sensors  LEGACY

NN NS

NN SN~
N SN ——

\\\_

N —

~— — —
———
Ny
e
-/ /

CONFIGURE
Rules @ED
Tags CED

Integration Hub @&

Lists

Searches
Rules
Rule Packs

Network

LEGACY

LEGACY

LEGACY

Jo

soar Alpha_1

soar Alpha_1

soar Alpha_1

soar Alpha_1

soar Alpha_1

soar Alpha_1

soar Alpha_1

soar Alpha_1

soar Alpha_1

soar Alpha_1

Status

Draft Configured

Published

@ Published Draft

@ Published

Draft Configured

Draft Configured

Published

Draft Configured

Draft Configured

Published

1 Pending
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Create
workflows and
apply triggers

for actions using
low-code

Slelidlgle
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Trell) Action - Add Note To Case
Helix Add Note To Case

fll Is file malicious as per analysis
A

Operator - Approva Tre"l)\ A Jpdate Case
o Approval to Isolate Asset Update Case
A

Trelli  Acton - sobte Asse

TrelliX Action - Update Case
LOUD  solate Asset R

Update Case

\
TreliX Q

U L L R U U T T T T
/7T TV VY NN N NN
/7710111 1VVNVNNNNN
//lll"lj\\\\\\\
I 1V V\\ N\
[ 111\ \
. /11|
TR e ricrom peset Analysts ;ﬁ ; 5 I
TrelliX Action - Get File Can ClICk // /
on actions = 4
Trelllx Gy T ”® Within :/
Ll M workflows

Approval
Steps are
Marked for
Responders




Guided Responses

= Trellx Helix = Alerts = MaaS - Discord Promotion Generator (Celestial Stealer) G u [
IDaRaced CASE  ASSIGNEE | STATUS
& Maas - Discord Promotion Generator (Celestial Stealer) 2 ID:12808,.. v | TrentBowman Y | InProgress
SOAR EndpointForens: ies O vx Il Hyperautomat: ion MITRE ATT&CK
CRITICAL

Summary Alert Timeline Respond Intelligence ~ MITRE  Assets  History  Notes

Y N\ A NN N ——m——~ /

P
sancion |
Y Acﬁonl J
C Staws:All v C Alerts: All v Showing3outof 3items | Latest C!
AlertID Name Status Start Time o3
54CEQ MaaS - Discord Promotion Gt tor (Celestial Steale Subworkflow] R Check 7 Completed SrE
aaS - Discord Promotion Generator (Ce ealer) [Subworkflow] Reputation Che pl s
54CEO MaaS - Discord Promotion Generator (Celestial Stealer) [Malicious] [RSA] XDR Alert Automated Remediation 24 pendingApproval 713;47-05 'U’TC
54CEO MaaS - Discord Promotion Generator (Celestial Stealer) Manual_flow v01 & Not Started

See and take
recommended
actions from
within alerts

\ N ~ = -~ —~ — — — e e S

) '\ N
TrelhX \\ A\
\ N\ N\
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Manage, Add and Configure Actions

Add Actions

Select Actions

Please select the actions you wish to add as recommended actions. You will be able to configure their parameters in the following step
® | Add only to the selected alert

Add to all future alerts with the same Rule [D11.1072
4 N

()

. /

Y

VA A\ N\~~—————~~

Name Last Updated ConfigAction

[Malicious] [RSA] XDR Alert Automated Remediation
16:59:14 UTC

[Main] [RSA] XDR Alert Automated Remediation i
09:30:57 UTC

Unisolate Asset : s -
06:57:35 UTC

[Subworkflow] Reputation Check G ? =
06:55:05 UTC

[Non Malicious] [RSA] XDR Alert Automated Remediation ¢
06:54:10 UTC

R Add Actions
for Current or
Future Alerts

NN NN SN S T e S

1 vV \ N\
TrelliX \ A A\ AN NSNS ——— e
\\\\ N\ NN ~———— -/
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Use Cases

Common applications of Trellix Hyperautomation for SecOps

@ o

Threat Automated SIEM & Asset and
Intelligence Incident Ticketing Configuration
Enrichment Response & Integration Management

Remediation Integration

Trelli} ‘
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Enable More
of Your team
to Create
Automation

TrelliX

Get More
From Your
Current
Investments

Avoid
Vendor
Lock-in

Why Choose Trellix Hyper Automation?

N
NG

Enhance
Operational
Efficiency and
Reduce Costs

y



Why Choose Trellix for your Hyperautomation Needs?
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Lower Cost Shared Visibility Data Privacy
Reduce cloud costs Integrate tools, unite Retain complete
by lowering data team processes datasets at the
transfer source and limit data

duplication.

'_6 Realize a Cross-org Automation Strategy

L] Integrate and apply across more of your tools with application agnostic, 1-click swap,
*J | no-code workflows

TrelliX




Use Cases

Examples
Business Value
Customer Success Stories
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Example Use Cases

Operationalize threat intelligence across the business Reduce vendors, tools & operational overhead

e Real-time global insights across a range of e Pre-built integrations

what used to be separate products e Single platform/vendor to replace multiple
e Push/pull from native data sources with a tools

much higher volume e Built-in automation and orchestration

e Make actionable intelligence reports

Augment the SIEM with SOAR capabilities

Automate workflows across the extended platform

e Pre-built or user created orchestration &

automation
Automated forensics & threat hunting
Automated remediation actions

Signal other controls from inside Helix
Threat correlation and prioritization
Immediate mitigation across controls, guided

workflows

TrelliX
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TrelliX

Security Effectiveness

Security Effectiveness

Security Efficiency

Security Efficiency

Reduced Expense

Trellix Helix - Business Value

Reduce risk by increasing visibility, seeing what point solutions miss

Multi-vector, Multi-vendor threat detections

Recover valuable time by reducing manual pivots using a unified analyst experience
that helps you spend 90% less time on non-response activities

Reduce MTTD, MTTR by empowering analysts of any skill level with pre-built automation
playbooks, Al-guided detection and threat hunting

Relieve alert fatigue with automatic false positive suppression and prioritized alerts

Reduce vendor and tool footprint by leveraging one platform with 35+ capabilities

Increase value from existing investments by unlocking data with 490+ out of the box
integrations, prebuilt analytics that save months of detection engineering
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Global Luxury Retailer

Challenges:

e Protecting customer data and intellectual property.

e Unfilled security team positions, unable to empower
current members effectively.

e Visibility beyond SIEM tools.

Results:
e Significant reduction of false positives.

e Simplified management and consolidated incident

response.

e Improved incident response efficiency of SOC
teams.

TrelliX

Customer Success Stories

Law Firm

Financial Institution

Challenges:

Too many disparate tools to effectively detect and
respond to threats.

Compliance and reporting requirements.
Small team with ad hoc infrastructure.

Challenges:

Mature organization but weak detection using
current tools translating to alert fatigue.

Attempted to build a modern SOC themselves but
found costs were too high trying to connect and
integrate tools themselves.

Results:

Better visibility and simplified procedures by
integrating tools and data.

Prioritized alerts and responses.

Reduced exposure to large fines from breaches
where customer data is exposed.

y

Results:

Faster, lower cost integrations.
Reduced MTTD and MTTR.

An Integrated, single architecture that modernized
their SOC and improved the efficiency of the SOC

team..
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Trellix Helix Differentiators

/111 VAN

Depth of integrations
500+ integrations across 230 vendors to onboard the data you already own.

Out-of-the-box multi-vector multi-source detections
Data is ingested in real time with over 2,000 rules and 50 analytics
creating context without the need for months of detection engineering.

What makes

Helix unique?
GenAl alert triage
Investigate 100% of alerts, prioritize threats and get updates as related
events are ingested

Designed for unique environments

With more pre-built automation workflows than competing solutions and
the ability to customize them using Hyperautomation no-code SOAR, Helix helps
upskill less experienced analysts.

TrelliX
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