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-Today's Presenters

Ravi Adireddy Hemant Pandya Mohammed
Hasanain

Director, Product Sr. Solutions Engineer Solutions Engineer

Management
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Trellix NDR Solution Capabilities 30 Minutes

NDR Key Use-cases 20 Minutes

NDR Architecture, Design, Integrations 20 Minutes

NDR Roadmap 20 Minutes
Break 30 Minutes
NDR Demonstration 40 Minutes
NDR Licensing 10 Minutes
Trellix NDR Differentiators 20 Minutes
Q&A 20 Minutes

TrelliX
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Are you only seeing half the picture?

69% 35%

2Unknown, poorly

3lgnored alerts
managed assets 9

(o)
133"
“Increase in number
1 6 day S of assets to protect
!Global median
dwell time

IMandiant. 2023. M-Trends 2023 Mandiant Special Report

2ESG 2023 (https//www.esg-global.com/research/esq-research-report-security-hygiene-and-posture-management)

SFireEye 2021 (IDC InfoBrief "The Voice of the Analysts: Improving Security Operations Center Processes Through Adapted Technologies”)

“JupiterOne 2023 (The 2023 State of Cyber Assets Report)



‘Vulnerability Sprawl

25k
20k
15k
10k

5k

TrelliX

15.2%

YoY INCREASE

Vulnerabilities are
Accelerating

Over 2000 vulnerabilities (CVEs) every month
and growing; 300-500 applicable to every
organization regardless of size

Vulnerability scanners do a poor job of
prioritizing — one-size-fits-all metrics that leave
huge backlogs and fail to capture how
breaches/ransomware happen

Three options — manual analysis, roll your own
prioritization system, or try to patch everything

New assets (transient/ephemeral/unmanaged)
pop-up without following due process - who is
aware?

Copyright © 2025 Musaru bra US LLC.| All Rights Reserved - Trellix Confidential
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Network Security Manager

“We can't keep up with
monitoring our complex
network and the amount of
alerts generated by the tools
we do have.”

TrelliX

Today’s Network Challenges

o -2
!

Network Security Architect

“Honestly, we're struggling to
maintain visibility and control
in a complex, distributed
network while managing
alert volumes and balancing
security with performance."

Security Operations Center (SOC)
Director / Sr. SOC Analyst

“I need a system to be better
and faster at detecting,
prioritizing, and remediating
breaches. It is too much
effort to maintain the
networks.”




éToday’s Network Challenges

Security
Blind Spots

TrelliX



fToday’s Network Challenges

Security
Blind Spots

Growing Assets:

133%

Increase in number of assets to
protect

TrelliX



fToday’s Network Challenges

Security Persistent
Blind Spots Attackers

Growing Assets: Recurring Attacks

133% 43%

Increase in number of assets to Organizations hit by ransomware
protect were hit more than once*

TrelliX



fToday’s Network Challenges

Security Persistent Complex
Blind Spots Attackers Investigations

Growing Assets: Recurring Attacks Ignored Alerts:

133% 43% 35%

Increase in number of assets to Organizations hit by ransomware Security analysts who say alerts are
protect were hit more than once* ignored when the queue is full®

TrelliX



'Remain with the Status Quo or Not?

Increased Increased Lack of
security breaches / information for

blind spots cyber attacks investigation

TrelliX

y



‘More is needed for Advanced Threat
-Protection

CHEX

Keep known Detect unknown, Investigate the Respond
threats out emerging threats breach Quickly

TrelliX



'Required Capabilities to Solve Challenges

Security Persistent Complex
Blind Spots Attackers Investigations
Eliminate Disrupt _ Speed
blind spots attackers at Investigation
each stage and response

TrelliX
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Strategic Decision

Al Initiatives [ Advanced Threat

Detectial Movement

Visibility

S5 = 2 E _— £ /4N AN = = 3 Eoa S
Align on Strategic Security Objectives
Supports: Defense in Depth for your investments

in broader security initiatives
(Compliance, Al, Zero Trust, Cloud)

Protects: Living off the Land (LOTL),
Advanced Persistent Threats, and Insider Threats

Improves: Visibility and your Incident Response by
complementing Endpoint Detection and Response
(EDR), SDR, Security Information and Event
Management (SIEM), and Security Orchestration,
Automation, and Response (SOAR)

TrelliX

Technical Decision

. Industired
Network

Extended
Network

Incident Response

Accelerate Response (MTTI) o ﬂ @

EDR SIEM SOAR

st E:
< Complementary Solutions

MTTR »

—1 ol a ——
-
MTTR = g

Threat Threat Pocalr
Detection Analysis Spans

Accelerate Investigation and Response

Empowers: Acceleration in response
and improved Mean Time to Investigate (MTTI)
and Mean Time to Resolve (MTTR)

Monitors: On-premises, Cloud, OT,
and extended network infrastructures

Disrupts: Attackers at every stage of the cyber
kill chain

NDR Aligns with Security Priorities

Operational Decision

— - ™
@ L
Bl 20 ®|@F L) o &

SOC Workflows Tier 1 Skills Tier 2 Skills Alert Triage, -

. /!; t;/' Minimized Noise

.,,/ L

200 |

JoSEREDUCTON

o
o

Integrate Seamlessly with SOC Process

Integrates: With the existing Security
Operations Center (SOC) tools and workflows

Enables: Tier 1 and Tier 2 analysts to advance
their skills during alert triage

Minimizes: Noise with better threat efficacy

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential




VN NNSNS

35

Why Trellix?

3600

53,000+

250+

80

Our security products Trellix employees Customers Global Advanced Customers
are backed by years in 185 countries provide supported globally Threat Intelligence inthe
of experience. 24/7/365 service Researchers Fortune 100
AT
~ KRR
QKS Group FORRESTER =IDC Gartner Sinig

SPARK Matrix
Named Trellix as Leader
in Network Detection
and Response. 2024

TrelliX

Large Vendor in the
Forrester Now Tech:
Network Analysis And
Visibility Q1-2023

Ranked 5% in IDC's 2023
Worldwide Trusted
Access and Network
Security Market Share.

Named a
Representative Vendor
in the Gartner Market
Guide for Network
Detection and
Response (NDR), 2024

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential

Network Detection
and Response:
Publisher’'s Choice Award



https://www.trellix.com/news/press-releases/trellix-receives-six-awards-for-industry-leadership-in-threat-detection-and-response/

TrelhxX

Trellix NDR Soluti

Approach & Capabilities
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Strateg(}/ and Vision

- Formulate an
surface and response times

Visibility Detection and Analytics

© &

Enable defenders
to proactively reduce
breach risk. Rapidly
respond to threats
throughout the entire
cyber-kill chain leveraging
Agentic A.lI-guided
investigations;
reduce alert fatigue.

Offer superior efficacy
by encompassing
a multi-layered, ML-based
detection approach with
high-fidelity detections
for known, unknown
and emerging threats.

Deliver enhanced
visibility across complex
on-premises, cloud and
hybrid networks. Going

beyond just endpoints,
to provide complete asset
discovery for both IT and

|loT/OT environments.

TrelliX

Analyst Experience

iImplement a defense-in-depth strategy to minimize the attack

Integration

Provide deeper, actionable
detections through
a centralized console.
Aggregate and correlate
network telemetry
from multiple sources.
Enable Hyperautomation.




The best of both worlds
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Legacy & Evolution Battle-tested & Proven Trellix Security
from SecOps Products Capabilities Platform

) FIREEYE

/? McAfee
d FIREEYE

EAN DIANT

Built for: Extended with: Integrated with:
e SOC, MDR & IR Operations o NTBA e Trellix Threat Intelligence
e Enterprise scale e Endpoint visibility e XDR Platform
e Threat-model based o Trellix WISE

TrelliX




The Trellix® Approach
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Eliminate blind spots Disrupt attackers at every Speed investigation and
e Not just perimeter - N/S and stage response
E/W e Not just initial compromise e Alert prioritization and
e On-premises, cloud, or hybrid e Multi-layered (ML) based enrichment
environment visibility approach e Attack impact scoping
¢ Asset discovery and monitoring e Detection of known, unknown, e Guided investigation and

and emerging threats

workflow

Network based response

TrelliX




Continued..
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Improved
Visibility

@,

[
Eliminates Blind spots

AttackPath and assets discovery,
continuous alerts, L7 metadata
analysis, and netflow, across
complex networks and
endpoints for comprehensive
threat detection

TrelliX

Disrupted
Attackers

Improved Enabled SOC

Response Time Workflows

[ )
Reduces the Breach Risks

and Future Compromise

Reveals and Blocks Hidden Threats

Accelerates Investigations

Trellix Wise™ GenAl-driven
enrichment and guided workflows
with risk-based prioritization
of threats and vulnerabilities

Multi-layered detection at each
MITRE framework stage,

High-fidelity, low-noise alerts
for E-W and N-S traffic

and actionable intelligence with
hyper-response automation
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Disrupt Attackers at Every Stage

Traditional Network
Perimeter Security

Reconnaissance

Trellix® Network

Detection and Response

Privilege
Escalation /
Credential
Access

Command
and Control

TrelliX

e Reconnaissance
attack detection

Multi-flow,
multi-vector
execution

Signature-based
intrusion prevention

Domain and URL
blocking

Full protocol
analysis

Phishing detection

Behavioral malware
detection

Zero-day attacks

e Malware emulation

Riskware

Outbound file
scanning

Remote code
execution detection

“Pass the hash”
detection

Detect tools used for
credential and
password dumping

Fileless malware for
extracting
credentials

e Network mapping

e Host and service

enumeration

e User hunting to

identify high value
admin rights

Beaconing detection e ML exfil module

Malware callbacks
Web shell detection

Traffic anomaly
detection

TLS fingerprint
anomalies

loT callback
detection

detects unusual file
transfers

e Signature-based

exfil detection
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Accelerate Investigation and Response

Advanced Threat
Detection

Containment
and Remediation

Advanced signatures, Full PCAP, Automated Multi-sensor
ML/ Al and L7 metadata, enrichment with correlation and
behavioral and flow data threat intel, MITRE integrations
analysis detect visibility for advanced techniques, and deep visibility
emerging threats hunting analytics speeds for forensics
investigations and root

cause analysis

TrelliX

Enables informed
responses with
XDR, SOAR and
ticketing system
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Network Sensor
Multi-Cloud

mg

Network Sensor
Hardware

Network Sensor(")
Virtual

Packet Capture, -

Selectiveand Full
1oT Sandbox

-

TrelliX

Ol w i)

Trellix Threat Intelligence

A.l SOC Assistant

Orchestrated
Response

\ .
Risk based

Vulnerability

Management

Al Powered
Detections

Forensics

Trellix Network Detection and Response (NDR) Platform

o

=

3rd Party

L]

SOC Tools

Integrations

J

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential




Trellix NDR Platform Components

/1 11T V\N

Trellix® Network Investigator- NDRConsole - - -« -« -« - oo v oo e .
Al/ML and Correlation Detection - Risk Based Scoring

Asset
Discovery

Attack Path
Discovery

Trellix
WISE

Threat
Intelligence

Hyper-
Automation

.
B

Network Security Network IPS Network Forensics Dynamic File Analysis

Block Advanced Threats and
Callbacks, evasive Malware,
and detect lateral
movement and data-
exfiltration using ML
powered security engines

Protect your
Enterprise Network with
high performing Intrusion
Prevention Systems

y

Add full packet capture and
advanced network
investigation features to
quickly rebuild and analyze

large segments of traffic

Detect unknown and zero-
day malware with dynamic
analysis, built-in
countermeasures, 2000+
simultaneous executions,
and 200+ configurations

Trellix NDR Sensors

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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X ML/Al, Behavioral

detection

¥ Lateral
Movement

¥ Phishing on
Network

¥ Living of the

Land Detection
¥ Sandbox (IVX)

¥ OT Threat
Detection

Correlated
X

Exploit Detection

TrelliX

X Automated Asset
Discovery

X User Entity and
Flow Risk
Aggregate
Scoring

¥ Attack Path
Discovery

Y OTand IT
network Visibility

Unified security
through
integration

Trellix NDR Key Capabilities

Threat Visibilit Investigation & Response &
Detection Yy Forensics Remediation

X Trellix WISE
(Gen Al) guided
investigation

¥ Automated Alert
enrichment with
threat
intelligence

¥ Attack MITRE
map and
analytics

X Event Based,
Complete and
Selective Packet
Capture.

X Store 30/60/90/
days worth of
logs.

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential

X Hyper
Automation
Response
capability and
ticketing system

¥ Native Active
Inline Blocking
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Trellix Intelligent Virtual Execution (IVX)

= Best-of-Breed Dynamic Analysis

=  Custom Hardened Hypervisor

o Designed for Threat Analysis
o  Built-in countermeasures

o VM Evasion Detection

o  Windows, OSX, and Linux

= 200+ simultaneous executions
across multiple OS, service packs,
applications, and file types.

= Available in on-prem appliance,
virtual (ESXi & Nutanix), and cloud
(AWS)

=  Multi-Vector and Multi-Flow

TrelliX

Copyright © 2025 Musaru bra US LLC. | All Rights Reserved =Trellix Confidential
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TrelliX

Single-Flow (File based) Analysis

Commodity Attacks

paloalto FortiSandBox

nnnnn

FLASH
BINARIES
S DYNAMIC
Next-Gen Firewall ANALYSIS
CONTENT ANALYSIS
DNS
HTML
JS
FLASH
CONTENT (CSS/JPEG/TXT)
BINARIES (ZIP/PE/DOC/JAR)

O\ €>zscaler
A\
L )\

Verdict

@ CLEAN
@ MALICIOUS
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TrelliX

Multi-Flow (Session based) Analysis

Advanced Attacks

Dynamic Analysis

& COPY OF
. 5 """""""""""""""" Tﬂs Verdict
. = - @ CLEAN
= O
Static Analysis
5 DNS
15 HTML
25 ]S
15 FLASH
5 CONTENT (CSS/JPEG/TXT)
40 BINARIES (ZIP/PE/DOC/JAR)

Total > 50




Network
Anomaly
Detections:

Data Exfiltration

22770 1T TUVNANNNSSSNNA\N L |/ / /277~

Detects anomalies in
network traffic based on
data volume and
historical behavior

ML-based volumetric
analysis of flow data

Adjusts to different size
networks & traffic .
patterns to best baseline

Bi-directional net-flow
records from Suricata
engine

TrelhX

. 1
Network Anoma“es As of 06/10/2022 14:02:14 Etc/UTC C < || 06/09/2022 14:02:14 - 06/10/202214:02:14 (| > Y
Type  DataTheft v IP/Mask | Enter IP/Mask Domain | Enter Domain Country | Enter Country Nome m CLEARALL APPLY
Viciris O Atackers Event Trends Total Events Total Attackers
vents v 1 | 22 4
12
4
3
2
1
[ | =
192.23.1.24
192.168.3.33
| |
192.168.7.73 _
| | 1920680026 =
192.180.3.22
_ 192.99.99.99
1o2.168.1.11 ||
[ ] 192232332
192168214

"\ \\\N\~~————— S/




Network
Anomaly
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Network Anomalies | Asefosrozzors73seaurc ¢ < || 05/27/2022 07:57:34 - 06/101202207:57:34 g5 (| > | Y

D e te Ct I o n s . Type  Beaconin, P IP/Mask = Enter IP/Mask Domain | Enter Domain Country = China X  £nter Country Name m T APPLV
Victi IAttackers Event Trends Total Events Total Attackers

Beaconing 13 4

22770 1T TUVNANNNSSSNNA\N L |/ / /277~

 Unsupervised .
ML-powered detection . .
based On tlme-serles L ] um:;m toseesrae 1T
- B e
[ | & 220162.29121
protocol metadata e e

10.12.1847 120‘2;;““ ' .|
d a ta = 2221696258
Relies On flOW a nd 10.112.184.4121 -
| eve .ra g I n g S u r I Cata 172176100
engine

L L e

172.25.142.191

. Alertin% basedon
source/destination pairs
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Smartvision

Detect post-exploitation network activity along the attacker kill chain
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e Advanced correlation engine

o Provides detection across the attack lifecycle and expands east-west and data
center traffic inspection

o Uses hundreds of rules to detect signals of malicious activity for post-exploitation

o Generates high-fidelity alerts by correlating these weak indicators of compromise
with other disparate sources (IPS, IVX)

e Machine-learning data exfiltration module
e Detonation using IVX of executables transferred over SMB

e Alert Context

o Provides 10 minutes of L7 context around every real-time alert. Data is presented
IN It is provided in a visual format to speed investigations for non-experts.

TrelliX

Copyright © 2025 Musaru bra US LLC.| All Rights Reserved - Trellix Confidential



Network Forensics

High-Performance
Packet Capture

LOSSLESS PACKET CAPTURE
Vital to effective network
forensic investigations

HIGH-PERFORMANCE
Record speeds of up to
20 Gbps

INTELLIGENT CAPTURE
Selective packet filtering for
maximum efficiency

TrelliX

A High-Fidelity
N/ Data Analysis

ULTRAFAST SEARCH
Leverage unique indexing
architecture for fast answers

INTEGRATED INTELLIGENCE
Add rich context to I0OCs
and alerts

EASY DRILL DOWN
Quickly respond to alerts
that matter

Grows with
Your Network
EXTENSIVE VISIBILITY

Session decoder support for
a myriad of protocols and file types

FLEXIBLE PLATFORM
Scales to meet distributed
and large enterprise needs

THREAT HUNTING
Perform retrospective threat
hunting and analysis

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



Key Trellix Packet Capture Benefits
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Centralized Visibility Centralized Forensics  Threat Intelligence
e Custom Dashboards e Full Packet capture for e Threat Intelligence Feed:

o View Capture Packets egress/ingress o 10Cs

o Analyze Capture e Distributed Environments o Early detection

Packets e Threat hunting using o Proactive threat
o Metadata and activity indexed metadata from hunting
protocols:
o HTTP, DNS, TLS, FTP,
SSH, etc..

TrelliX




No critical alerts, do | look at the rest?

/7771 1T VN NNNS~

ALERTS STATUS 0Info ® 261Low @ 318 Medium @ 76 High 0 Critical

Would you look through all 76 high alerts? How about 381 medium? 261 low?

Trelix ‘



Generative Al vs Agent Al

VNN~

The Knowledge Engineering Review, Vol. 10:2, 1995, 115-152

According to DJ Rich "Why Don't Al Agents Work

(Yet)?" video at: Intelligent agents: theory and practice
https://www.youtube.com/watch?v=kpOWmwA6tIc
4 factors MICHAEL WOOLDRIDGE' and NICHOLAS R. JENNINGS?

! Department of Computing, Manchester Metropolitan University, Chester Street, Manchester M1 5GD, UK

o Au tonomy: a CtS Wit h O Ut h U m a n i nte rve nt i O n O r gge:::::rlz::lg;%‘bl(zgfr;::'c,“E‘:fg::ltlmlg. Quieen Mary & Westfield College, Mile End Road, London EI 4NS, UK
su pe rViSiO N (N.R.Jennings@qgmw.ac.uk)

- Social Ability: interacts with other agents Published as a conference paper at ICLR 2024

« Reactivity: perceives its environment and takes
actions in response. ROBUST AGENTS LEARN CAUSAL WORLD MODELS

« Proactivity: forms goals and peruses them on its Jonathan Richens* Tom Everitt
oOWn Google DeepMind Google DeepMind

“Any agent capable of adapting to a sufficiently large Causal Modeling requires:

set of distributional shifts must have learned a causal "knowledge of cause and

model of the data generating process.” fect relationships."
Google DeepMind - https://arxiv.org/pdf/2402.10877

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential


https://www.youtube.com/watch?v=kpOWmwA6tJc
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Based on Judea
Pearl's Causality:
Models, Reasoning,
and Inference.

Year: 2000

TrelliX

Counterfactuals
https://web.cs.ucla.edu/~kaoru/3-layer-causal-hierarchy.pdf

Level Typical Typical Questions Examples
(Symbol) Activity
1. Association Seeing What is? What does a symptom tell
P(y|x) How would seeing X me about a disease?
change my belief inY? What does a survey tell us
about the election results?
2. Intervention Doing What if? What if I take aspirin, will
P(y|do(zx), 2) What if I do X? my headache be cured?
What if we ban cigarettes?
3. Counterfactuals | Imagining, Why? Was it the aspirin that
Ply:|2,4) Retrospection | Was it X that caused Y? | stopped my headache?
What if I had acted Would Kennedy be alive
differently? had Oswald not shot him?

What if I had not been
smoking the past 2 years?

Figure 1: The ladder of causation

Copyright © 2025 M

usarubra US LLC. | All Rights Reserved - Trellix Confidential




Our Pre-Al Approach
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1. Create thousands of connectors and parsers to normalize event data from anywhere.
Store all of the data on S3 and OpenSearch.

Analyze the data for anomalies with Amazon Elastic MapReduce or EMR (Managed big data
platform/service) and ML models.

4. Report findings back to the customer.

5. Customer investigates. % &

ML Models Anomaly
) [3) e
L JSON JPG
B
Data Sources Data Lake

- &

Search Service Human

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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Effective, but Hard to Scale

What worked

e |ngesting data

e Analyzing and matching

e Searching obscene data volumes

e Didn't have time to investigate all
findings

TrelliX

Copyright © 2024 Musarubra US LLC. | All Rights Reserved - Trellix Confidentia
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Trellix WISE Al: Accelerating Investigations

Reduce security teams’ workloads and improve confidence in security posture
See Everything that Matters

« Enhanced visibility into events throughout the attack kill chain leading to alerts Improve security team throughpUt

o Visualize connections to reveal sophisticated, evasive threats
Save 8 hours per 100 alerts

Maker Better, Faster Decisions

. Get immediate high-level understanding and scope of alerts, with crucial context Uplevel every analyst, not just Tier 1
from detections mapped to MITRE attacker tactics and techniques

« Upskill analysts of all levels with Al-guided, context-enriched investigations and Context enriched investigations
remediation guidance based on the individual threat

from telemetry and other alerts

« Analysts can interact with Wise using natural language to ask questions for

additional information related to alerts Accelerate mean time

Expedite Workflows and Remediation to investigation (MTTI)

10 times faster triage
and remediation

« Automatically collect and correlate artifacts related to a threat for faster triage
and remediation

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



Al-Powered Platform

Trellix and
third-party
alerts and

events

VN NNSNS

m 1,000,000,000
JPG Events

10 Alerts
Human
investigates

escalations

=) =)

Human

Data Sources Trellix Helix

10 Investigations

&

Trellix EDR/NDR

l 1 Incident

X & etred
executed
. . Trellix . .

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



The Al Arms Race

VN NNSNS

Ability to Automate

| | | |
2005 2010 2015 2023

ML for Anti-virus ML for Email Security ML for Event Security Generative Al for Investigations

Polymorphic Malware Automated Phishing Darkweb Creds Market GenAl phishing

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



“Trellix NDR Integrations
X Trellix Integrations

ePO - (EPP/EDR) B

HX Endpoint Server \ IP to Host Mapping

—

Alert Aggregation

Context and Tasking

3rd Party Integrations

&

. . Alerts, L7 Metadata,
Trellix Threat Intelligence

Flows via HEC/Syslog

—0 E splunk>

SIEM

CMS - (HX/EX)

—0 Otenable

IP to User/Host Mapping Risk Assessment

Trellix Logon Connector
Active Directory r

g Ve Drecton@
Sandb?x - Malvware m <+ et - VPC Flow Log Exfil, Beaconing aWS
Analysis (AX) -0 \-ﬂ% VPC Flow Logs !
Detection via S3 pull
10C’s, Custom Intel Feeds

“Q
Trellix Insights SO0

!(o

Mandiant Isight,

OpenlOC, STIX Q/. -

Helix Connect P

A.l SOC Assistant

Alerts, L7 Metadata,
Flows via HEC/Syslog

fpe
Dl

1Roadmap 2HCY25

TrellhiX | 2 Roadmap THCY26

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential




What is Hyperautomation?

“Hyperautomation is a business-driven, disciplined
approach that organizations use to rapidly identify,
vet and automate as many business and IT processes
as possible.”

Security Hyperautomation involves the orchestrated _

use of multiple technologies, tools or platforms, !
including: artificial intelligence (Al), low-code/no-code —
tools, packaged software, and other types of decision,
process and task automation tools.”

TreliX




SOAR vs. Hyperautomation
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Why aren’t traditional automation solutions enough?

SOAR Hyperautomation
e Coding Expertise Required e |Low-code, no-code solution
e Restricted automation capabilities e Automation across tools,

. environments
e Limited Al

e Challenging to integrate products e Deeper Al integration capabilities

e High implementation and e Dbroader, simplified integrations

Mmaintenance costs e [aster implementation, low
maintenance

TrelliX




How do you Make Automation Successful?

P
UNIFY @ SIMPLIFY @ AMPLIFY ﬁ

VN NNSNS

Pre-built, app Standardized, Low-code, Low cost, low
agnostic shareable team-focgsed risk architecture
integrations workflows automation

TrelliX




A Perfect Complement to Trellix EDRF

/71 1V NN

NDR e Discover unmanaged endpoints
and IOT devices

e Hunt for unusual user behavior

e |dentify suspicious file transfer

e Determine potential Command
and Control (C&C) traffic
and compromised devices

e Rapidly scope an incident

e |dentify lateral movement attempts

e I|dentify potential exfiltration and
reconstruct stolen material

e Respond to block ransomware

EDRF and vulnerability exploitation

TrelliX

Copyright © 2025 Musaru bra US LLC.| All Rights Reserved - Trellix Confidential
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Eliminate Blind Spots

Data Sources

B & om

File Permissions  Network Topology Assets

Access Rights  Application Usage Active Directory

O g &

Asset

Cloud Services User Activity Criticality

Vulnerabilities

RAPIDY)

O tenable

@ Qualys.

Attack Path Discovery (APD)

Trellix NDR - Attack Path Discovery

Automated Blast Radius Modeling

LT 9]

8 —

| O

-
Attack Scenarios Database

f Context Aware Prioritization
-

Not Exploitable
Deprioritized
(25% - 50%)

Results

Prioritize
Vulnerabilities Daily

=
n

Track Business Risk
Over Time

!_

Automate Your
Remediation
Workflow

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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TreliX

88 Reporting
[T Risk Insight

Hosts
Patches
Vulnerabilities
Vulnerability Instances

Users

® Explore

% Remediation

@ Activity and Notifications
@ Scanning

& Setup

ttack Path Discovery - Risk S

(1] Risk Insight: Hosts Report

Risk

CRITICAL

CRITICAL

HIGH

View 100 Vv

Name
t585-w10pro-Cbhc51a
t585-w10pro-Cbc51a
t585-w10pro-Cbc51a
t585-w10pro-Cbc51a
t585-w10pro-Cbhc51a
t585-w10pro-Cbc51a
t585-w10pro-Cbc51a
t585-w10pro-Cbc51a
t585-w10pro-Cbc51a

t585-w10pro-Cbc51a

1"

12

13

14

15

16

17

18

Vulnerabilities

298

280

265

145

145

145

134

123

100

89

19 20 21

Unsuperseded Patches

298

280

265

145

145

145

134

123

100

89

22 23 24 25

All Patches Last

298

280

265

145

145

145

Critical (2)
High (5)
Moderate (10)
] (11)
Minimal (7)

Seanning Status

¥ Last Scanned: 2024.02-27 13:12

Last Scanned: 2024.02-27 13:12

9 Last Scanned: 2024-02-27 13:12

Last Scanned: 2024-02-27 13:12

Last Scanned: 2024-02-27 13:12

Y LastScanned: 2024-02-27 13:12

134 % Last Scanned: 2024-02-27 13:12

123 Last Scanned: 2024-02-27 13:12

100 @ Last Scanned: 2024.02-27 13:12

89 ® Last Scanned: 2024-02-27 13:12

26 27 28 29 30 31

32 33




Trellix NDR - Business Value & Outcomes

/71 1V NN

Centralized, Intelligent Visibility, and Analytics

Centralized Detection, Investigations/IR, and Hunting Operational Efficiency and Threat Intelligence

Prioritize and Triage Alerts using Al
Anomalies - lateral movement, data exfil, and C2
Traffic analysis in distributed environments

SOC Workflow Integration SOC Maturity

Enrich Context for Investigations Enable Tier 1 and 2 analysts for faster triage
Forensics - Detection to PCAP Reconstruction Reduce the need for packet analysis skills
Threat Hunting (I0C's, Threat Intel) Provide rich network data up to L7

Integrate with Sandbox/EDR/SIEM/SOAR Contextual alert aggregation across sensors

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



TrelhxX

NDR Key Use-Case

Duration - 20 Minutes
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= TrelixX Network Detection & Response Dashboard Q = ¢ b
A n a Iys l Dashboard Q  Show: Last 24 Hours v &
Packet Volume Over Time @
o s Spike in DNS Traffic HTP
r g . Potential anomaly detected — e
o e n C : s —
o000 ot:00 ) ot:00 o600 os:00 0si00 000 11:00 1200 13:00 1400 s:00 600 17:00 1800 15:00 2000 2100 200 2300

Feat u re h ig h I ig hts Top Alerts &g X Top Risky Conversations @& X Top Risky Assets ® g X

. Severity DateCreated  Alert Name Action Severity ~LastUpdated Source IP Destination IP Protocol Volume Severity LastUpdated  Asset Details IP Address 0S Watch
- A single pane of glass to
22/11/202 P a 2 tname-10.
CRIT 8 LI 8 I DI ® CRIT 102319268 [ | 192168.0.165 [ HTTP, UDP 450 Mb RIT LA 102319268 [ 88
. t ro t | t 01:10:00 AM PT n ffected Assets: 4 — 0:00 AM P 402 =
I . ) ! ! @) ‘sc DNSSECV?",““"'G” Gl (©)] CRIT 198.186.190.11 208.67.222.222 TCP 66 Mb CRIT oAt Ndr-Router-Delta-04A-.. ' 1 76 200.2 g ©
01:50:00 AM PT 4 ff | Assets: 43 00 AM 402
conversations, asset , oot [ —— — TR [, -
! HIGH) oot U"T“'?“‘ :"‘"”“‘7 ert ® (HicH) 200.75.200.2 204.194.22.101 UDP, TCP 12.90 Mb CRIT o eV Sema 4 Au 128.176.85.29 W
02:29:00 AM PT 402 f ets: 4 00 AM i
.
22/11/2024 BIND DNS Query Flood Attack 4 Ndr-Mailserver-Rho-19. I
° IS p ayS a e r S y eO e o et L > | Affect A ® (HIGH) 198.186.190.11 208.67.222.222 upP 5.54 Mb HIGH) o 128.20239.34 8
02:40:00 AM 2 f 1 Assets: 43 2
. . = =
22/11/2024 SC DNSSEC Configuration Error. i 2 Ndr-Hostname-10.Au I %
ocallon, >everity an e © (e ouse  wwiae W 14 a2 d
, 04:50:00 AM PT I fected ets: 4. B _ 0:00 AM P
M I | | z 7\ I I &CK Alerts By Country & X Alerts by MITRE ATT&CK @& g X Hosts OS vs Severity & X
Initial Access WINDOWS
Customer Value | oo

Persistence

- A unified dashboard
highlights critical risks,
enabling faster, prioritized
investigations and
response.

CRITICAL

HIGH
Lateral Movement I

\ | umox
N/

e
I
I
Discovery
I
I

Y

| weown

UNITED STATE Exfiltration

\,%x %\\\.\___—_-——//////
~. %“"%a iy, T S—— — / / / / / /



= TreliX | Network Detection &Response

Asset Details

Asset

(O gl Coatisaes | Windoss 0 B 1836307 € London, UK (1145 PM wm ShsEm 3“;;e’rs‘in‘lvast7days © 525 boerts 10568 A 0550 e
® S
Details Page
ik @ Packet capture
) & a 8 @ ® a (N ®
Feature highlights -
@ X Conversal tion Map X Events 49 X
- Provides a consolidated view of | e A o——— 5
critical asset information enabling a )]
quick understanding of the asset's A O 2N G P
status and context. ] I Desoaton® B =
- A conversation graph visualizing —— &
primary and secondary interactions == -
for both EW and NS traffic from the N |
asset, and an events panel detailing ampr | ST il i ComE - @
all events, netflow, and anomalies. By | e B || rswe | | e | [
= I.O\:l v _
Customer Value D

Q % ©
- A unified view of alerts to simplify

investigations, reduce fatigues and
accelerate SOC response.

\l’%%\\\\_-—_’//////
~. %“"%a iy, T S—— — / / / / / /

«
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Eliminate Blind Spots

e Shadow IT Visibility .
o On-Premises, Cloud, and hybrid " @ OF (@ \\
o Visualization of traffic patterns | \
across hosts - ‘ ’
Extend security visibility B ~ o “‘x“

of existing security investment

e Threat Coverage 7 ~ i P
o North/South Network Traffic O = NN\ e

e Passive Asset Visibility @ - L — )
" Discover 7 ', e sz
o Classify o : ; ‘ )

S (38w f / / / \ NN NS (88 = )
o Risk Prioritization ; LA NN N R
1 (s8] im o | L \ \ \ N S
g / / | \ o=k \,

Shadow IT Visibility for Distributed Networks
and Threat Coverage for all Network Traffic and Type Of Assets
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Visibility in Complex Networks

Blind spots are often identified during incident post-mortem

Digital transformation increases complexity
and risk to secure network environments

Customers need visibility to secure:
e On-prem, cloud, hybrid, and OT networks

e High-throughput data centers and user
workplaces

e Network packet and app-layer visibility

Trellix® NDR leverages existing investments
and increases actionable visibility:

TrelliX

1. Asset Discovery

2. Intu

aaaaaa ste with Alerts




Show:  Last 24 hours

Visibility
Dashboard

e Traffic overview

o Top talkers
o Top ports

o Top protocols

e Active assets
on the network

TrelhX

204.79 GB

Totalthroughput

03:33 09:06

Domain Controller
1 Devices

0o

By Traffic Volume (D) By Network Flows

Top Destinations

10.14.12.22

10.14.11.49 10GB

Other PC
2123 Devices % 164 Devices B
132 Servers 141 Clients

133 Servers 449 Clients

418 Servers 105 Clients

2448 Servers 122 Clients

21 Servers 21 Clients




Dashboard ~ Search  Alerts  Assets Cases  Malware Analysis  Health Status  Managev  Tool.

TrelliX | NETWORK INVESTIGATOR

e Identifies various e
assets on the network |EEE :
Utilizes heuristics, HTTP
User-agent, DHCP 3064 Active Devices
fingerprinting and other (& e ) (5 0 (& e ) (@ wree ) (3w ) (&% w)
techniques for detection S v v e T
Classifies assets into e
categories: =
o Servers (Web, DNS,

Database, etc. ) 08 73036 MB

Mobile devices, = ‘

Laptops / PCs I

IP Cameras, Medical S B

devices, Printers

Routers / Gateways,

Access points ‘
New web Ul page displays

discovered assets

What kind of traffic is on the asset? What kind of alerts are on the asset?

nnnnnnnnnnnnnn

653.37 MB

TrelhX




Sophisticated Attacks Evade Detection
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Customer needs multi-layered detections to expose sophisticated threats
Sophisticated threats go undetected by Trellix® NDR leverages advanced analytics to
existing network security infrastructures. detect attacker activity like data exfiltration:

e Attackers take advantage of
disconnected network tools

FILTERS (1)

e Evasive attackers hide their attack activity " e X -
within the complexity of enterprise ot ; R l
networks and blind spots .

e |ow and slow attacks hide within
constantly changing “normal”
baselines that evade anomaly
based detection

TrelliX
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Al Performs
Deep-Dive
Network
Investigations .

with a Click 0 n

Si m i | a r to E D R fo r t h e h Ost’ Alert Name DGA ACtIVIIy Detected

August 30th 2024, 2:25:14 AM
deep-dive on network activity DGA Activity Detecte -
Assets Details Attack Details JSON Intel Trellix Wise

using Trellix Wise for NDR. g e

WHOND - [nvestigations > Alerts

08/29/2024 7:28 PM - 08/30/2024 7:28 PM

csv &,

“Generated by Al, verify for accuracy
4 Evidence

[ ] What ha ppened? DGA Activity Detected Summarize this alert H Top affected entities ‘ indi
o [ Remediation steps H Knowledge graph
e What are the MITRE mappings? sl [ Seauence diagram || Know more |

ity Detects > Top affected entities
e What actions can | take? ‘ penAci beeee

Vv Summarize this alert

DGA Activitv Detected

e Where can | get more
information?

,,:f,,:jcgwmu-’*//////
——— /)

Trellix
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How can | hunt using GenAl?

Trellix Wise - relieve alert fatigue, enable analysts

Trellix Wise Details
e Summarize Alert
o Top affected entities
« MITRE Findings
o Remediation steps
« Knowledge graph
e Seqguence diagram
e Know more

o Interact and
ask more questions

e Evidence

TrelliX

smartvision-event
July 11th 4 57 PM

Alert Name

smartvision-event e 5 Intel
malware-callback v Evidence
malware-callhack
smartvision-
malware-callback fUEL g S/ rinefox-exa ] . .
"httpURL" "http://plainassets.attacker.local/firefox.exe",
— | ThalWare-callback
are-callback
malware-callback m
are-callback

Remediation steps Knowledge graph
are-callback

V'  MITRE findings 1are-callback [ Sequence diagram H Know more }

are-callback
> Knowledge graph

are-callback MITRE 1D ! L are-callback
) Vv Sequence diagram

are-callback
of graph o drag o p

are-callback

PowerShell

Server

are-callback

Access http: / /plainassets.attackerlocal /chrome.exe
are-callback >

The R d d GET http: / /plainassets.attackerlocal /chrome.exe
further m § d »

Serve chrome.exe

Execute chrome.exe

o

MITRE ATT&CK T1105 - Ingress Tool Transfer

PowerShell Server




DGA Activity Detected
August 30th 2024, 2:25:14 AM

Assets Details Attack Details JSON Intel Trellix Wise

*Generated by Al, venity for accuracy m

Summarize this alert Top affected entities MITRE findings
Remediation steps Knowledge graph
Sequence diagram Know more

> Top affected entities

Vv Summarize this alert

Summary:

The alert indicates that DGA (Domain Generation Algorithm) activity was detected, which is a common technique used by malware to establish
communication with a command and control (C2) server. The most important event is the connection to the domain "ok1static.oktacdn.com”, which
is likely a malicious domain generated by the DGA. The investigation should start by analyzing the network traffic and the host that initiated the
connection. The suspicious events include the DGA activity and the connection to the potentially malicious domain. The alert was first detected on
the host with the IP address 10.14.11.48.

Key Points:

- The DGA activity is the most important event, as it indicates the presence of malware on the network.

- The suspicious processes include any processes that may have initiated the connection to the malicious domain.

- The events are related in that they all contribute to the detection of the DGA activity, which is a common technique used by malware.

- The events may imply that the host with the IP address 10.14.11.48 is infected with malware that is using a DGA to communicate with a C2

server.
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Improve Response Time

e Reduce manual analysis
o Triage Alerts using Trellix Wise™ (GenAl)

Alert Details &
“Generated by Al, verify for acouracy

) FE_HackTool Win_Mimikatz.5 5]

o Provide quick summary of alert © Saramn w

o Quickly scope affected entities
Get detailed information on MITRE TTP's S D

A Sequence diagram

Get sequential steps related to the alert (m
. . . MITR &CK  T1016- System Network - a3 \2‘
Inte ract Wlth Trel I I1X Wlse - Ask more Configuration Discovery( )% explorer.exe(pid. 3840) _mimikatz.exe(pid.4800) conhost.exe(pid.3132)
questions e e
e Enrich alert context e e R

3 (se
\

Open _mimikatz.exe

B
7y

o Sensor flows and metadata

192.168.99.101 Execute mimil 'a_fzimmands
o Vulnerability management data s -
EW NS Attempt to logd various DLLs

U

o ePO endpoint data

192.168.99.77

M . Assets with Identical Alerts (B Perfarm system information discovery
e Identify threat trends and risk exposure w o

o Asset d eta i Is _ SOC—d rive n Wo rkfl OWS s i~ R - . Attempt to access Windows Credential Manager

m Alerts e FOIEII SR P s Attempt to

U

&
2
g

n Conversations HEH DRNARS 1245:17 PN 012105 10122905

Attempt to|delete files

- Events DSOS 124511 B0 0315 a2 18156 -
o e oy . ope NS 101053 I 216018 BLIS12.124 Attempt to deobfuscate/ decode files
o Visibility into vulnerability sprawl =
| Atta Ck‘ rad | us mOd el | ng Attempt to persist ;i%istry run keys

m Context aware exposure
e User

o Asset

e Privilege

Overall Rick Trellix Wise™ GenAl-driven enrichment and guided
workflows accelerate investigations

e —— -/ 7 /
— /)



Enable SOC Workflows

e Quickly Triage Alerts

NN NS
NN SN~
NN —~—
N S ——
I
o ——
s —
Ry
_-///
4
-~/ /
-/ /7 /
s/ /

Z

Send to AX !
o SOC Analyst Workbench
o Asset categorization by criticality Q osetotis
m Risk-based scoring and aggregation 72

framework 0 vrtn

m Top alerts & by geo

m Risky assets and sessions Defot

m  Asset OS Vs Severity Widows e Plyer 120
o MITRE ATT&CK Dashboard

e Support Threat Hunting/Forensics
o Forensics - Detection to PCAP Reconstruction
o Threat Hunting

= |OC/IOA

m Threat Intelligence

m Flows/L7 Metadata

e Integrate with Sandbox, EDR, SIEM, SOAR

Prioritization enables Tier 1 and 2 analysts for faster triage,
answerlng° “What do | focus on first?”

Trelllx/ —— - 7 7 7 /7 /
— /)



Trellix Packet Capture (PX) - w/Forensics
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Lossless packet capture up to 20Gbps provides vital data into effective network forensic investigations
Extensive Visibility session decoder to view and search web, email, FTP, DNS, SSL details and files
Ultrafast search leverages unique indexing architecture for fast answers

Easy drill down allows analysts to quickly respond to alerts that matter

Event Based Capture (EBC) that uses defined and custom Suricata rules to capture data around a specific event in
network traffic

Packet Index

Packets Capture /] Management
Interface / '

' Interface
e \ Packet Capture
(PCAP) :
Signature match :

Over SSH

generates an

TrelliX
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Effective Searching Captured Data - Find Anomalies

Trellix Network Forensics

Key Use Cases

List

Saved Searches

Scheduled Queries ©
o Export results to SIEM

PX Filters

Build SOC analyst dashboards o

Traffic analysis in distributed environments

o

o

e Find Anomalies via Search:

Malformed HTTP Header

Suspicious Domains-random strings, Downloads
Rare protocols used for outbound connections
Data Exfil - Be4 Blobs in POST Body

SOC Workflow Integration Custom Rule Management

Enrich EBC Alerts °
Forensics - Detection to PCAP Reconstruction o
Threat Hunting (IOC's, Threat Intel) o

Integrate with Sandbox

Integrate with SIEM/SOAR

TrelliX

Central Signature Update Tool engagement

Manage Rulesets

Deploy / Remove Rulesets




- Discussion and Demo Use Cases

Key: Use Cases

Effective Searching Captured Datz - Find Anomalies

o List o Malformed HTTP Header

e Saved Searches . . .

e Scheduled Queries o Suspicious Domains-random strings,
o Export results to SIEM D load

e PXFilters ownloads

e Build SOC analyst dashboards o Rare protocols used for outbound

e Traffic analysis in distributed environments
connections

SOC Workflow Integration Custom Rule Management
e Enrich EBC Alerts e Central Signature Update Tool engagement
e [orensics - Detection to PCAP Reconstruction o Manage Rulesets
e Threat Hunting (IOC's, Threat Intel) o Deploy/Remove Rulesets

e Integrate with Sandbox
e Integrate with SIEM/SOAR

TreliX
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Who's to blame?

What are the possible outcomes?

TrelliX
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TrelliX

® Japan

Belligerents
[E3) Satsuma Domain
Commanders and leaders

SY& Yamagata Aritomo | [E3) Saig Takamori t

30,000

30 killed!!

Strength
500

Casualties and losses
500 killed

The Battle of Shiroyama, 1877




If you KkKnow the
enemy and kKnow
yourself you need
not fear the results
of a hundred
pattles.

-Sun Tzu

———m—r e
———==SSSN\\/.
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TrelliX

Weaponize

Deliver

To better understand the enemy

Exploit

Control

Execute

Maintain

MITRE

Persistence

Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Execution

Collection

Exfiltration

Command and Control




Intelligence Driven
Defense
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\ctionable
Intel
Lockheed Martin @ Knowledge

- Management
Monitor
& Cyber Analyst
Threats Training
Situational g Threat Intelligence
Management and
@ Awareness Analyst Workflow

Platform

EEntl‘ﬂ IiZE % Insider Threat

. Detection
Operations ¢ asams
Focused Monitor
Organization &) ICS Mor
& s0C Services G End _
% Executive Buy-in EthFSEBUI‘Ity

Maturity +

Intelligence Driven
Defense”

Trel W: https://www.lockheedmartin.com/en-us/capabilities/cyber/intelligence-driven-defense.html

®

Proactively

Defend

Analysis &
Mitigation

‘. Enhanced Threat Measure

Success

Measurement &
Accountability

G Assessments

G Tests
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TrelliX

The Threat Intelligence Group
Part of the Advanced Research Center (ARC)

Moto: “Always Vigilant against Evil”
24/7 mission-critical insights on the evolving threat
landscape

Valuable Intelligence based on:

e Product integrations
e Custom intelligence collections

e In-depth research
History
e 2015 Support US Intelligence Community (IC)

e Expand service to IC agencies, defense orgs, Homeland
Security, Federal law, commercial & financial orgs

e 2022 Trellix (McAfee & FireEye) ARC

hitne /Aananartralliv cam/anstic/Alatfarm /thrasatointallinanca



https://www.trellix.com/en-us/platform/threat-intelligence.html
https://www.trellix.com/en-us/platform/threat-intelligence.html

Operational Threat Intelligence Foundation

NCA

= EU Rr‘pDL Eogn%bercrime

eeeeee National Crime Agency
JOINT CYBER DEFENSE
COLLABORATIVE =/ - C
< = AW 4 CIRCL }5
‘, l)(:Eerw M A N D I A N T G?NTEL471 @/ ) ‘k @ Malt§aﬂg ﬁEBDEERR LEglf\qg

1.5 PB 8.75 TB 2B

of data data processed email samples malicious file detections
(samples) per day per day per month

Real-time, reliable, information

t9: Anticipate threats
2 Detect and block threats
3 Accelerate informed responses

TrelliX




Data-Driven Threat Intelligence Trellix Insights

—

Insights has intelligence on:

+4000 +250 +2250 +100

campaigns different threat different malicious and actors and tools with
groups non-malicious tools extensive tracking

Advanced Threat Landscape Analysis System(ATLAS):

+/-250 15.8 15.8

malicious file detections | Thousand Unique MD5 | Thousand Unique MD5
in last 30 days. campaigns detections campaigns detections

TrelliX
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7/ Trellix

” . . - C = a :
Moto: “Always Vigilant against Evil e Located in multiple time zones, €Y x -y
24/7 coverage. ( /GENC;,?_,--'

e Concentrated hubs in Europe and
East Coast US.

e Analysts remote and on-site with
customers.

e Native speakers in Russian, Chinese,
Vietnamese, French, German, Spanish,
Portuguese, Hebrew, Arabic and Dutch.

e Skillset, from analyst to Vulnh and Malware
research

+200 o Customers ranging frqm National CERTS,
researchers |IC agencies, LE Agencies, Defense, and

commercial orgs.

e Top Publications

Trelln? e Data-driven research from intel to
p rOd u CtS- Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidentia




Partnerships and
Relationships

Intelligence-sharing partnerships:

MISP CIRCL.

JCDC CISA.

Mandiant inc. RPP.
CyberVeilig Nederland.
Intel471.

JPCert.

AlS CISA (under development).

Relationships Public Sector:

Europol EC3 Advisory Group
NSTAC

JCDC

NSA CCC

FBI

NCA

NHTCU.

TrelhX




= Trelhx

[ ] A .
Available Integrations
Extend the capabilities of your SecOps environment, including monitoring, analysis, workflow, triage, remediation, enrichment, and more.
Tenable Security Ce... SIEMs Qualys Trellix ePolicy
Enrich asset details with Monitor for suspicious activity i... Enrich asset details with Orchestrator (ePO)
vulnerability... x vulnerability... x

Monitor for suspicious activity i...

Vulnerability Scanner Ticketing Vulnerability Scanner Ticketing

Nozomi Guardian

Feature highlights

- Enables broader visibility and o network..
context with 3rd party integrations. ——

- Supports ingestion, enrichment,
notification, and tasking of data,
including log data, threat
intelligence, endpoint data, and
3rd-party security events.

Benefit

- It reduces the time needed for

investigations by centralizing
disparate data and providing
additional context.

l@,\\%x\-.\__-———-—-//// / /

Trellix 1
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Attack Path
Discovery

Feature highlights

- Visualizes potential attack paths
that threat actors could exploit to
compromise critical assets,
leveraging vulnerability data and
network topology to model
potential privilege escalation and
lateral movement scenarios.

Benefit

- Attack Path Discovery enables
security teams to proactively
eliminate high-risk attack vectors
before attackers can exploit them,
allowing security teams to prioritize
patching based on actual risk
paths rather than generic severity
scores, and focusing limited
resources on vulnerabilities
that truly matter.

TrelhX

= Trelix

Attack Path Discovery

b [ Risk Insight Hosts

t585-w10pro-Cf9ed7

Aipatches

uuuuuuuuuuuuuuuuu

xxxxx

Network Detection & Response

—— )/

NN NN
NN S —
NN ——
N S~ — —
e
o —

Vulnerability Evidence

Third Party Status

* DeepSurface Scanning

Risk Reduction Risk Ratng. Critical Paths View top 3 paths.

w5 5QL server

D--o-9--0-9--0-9-0-0-o-8

—— samrsaien g

Factors contributing to this risk rating
Vuln. Attack Scenarios 3@

- %2

Remediation Information

Vuinerabilities 1,435 » " MissingPatches  Unsuperseced 16

Microsoft KB3055014

Microsoft KB3039779 Com—

CVE-2020-10:

Microsoft KBS012170

CVE-2022-301%0
o

OVE.
CVE-2021:33742

o
CVE2015-1671

CVE-2015-2435

——— S/ /

/7 /7 /7 L



APD - Context-Aware Prioritization - Scenario 1

VNN~

t562-w11ent-C04e08

Adversary

User Exposure : [T Asset Exposure : (LTS Privilege Exposure : [(IIEIEN  Overall Risk : [N
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APD - Context-Aware Prioritization - Scenario 2

VNN~

t562-w11ent-C04e08

Adversary

Asset Exposure : [l privilege Exposure : [EETIT3N  Overall Risk

User Exposure:
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APD - Context-Aware Prioritization - Scenario 3

VNN~

t554-w2022file-C8528e
t562-w11ent-C04e08
{5} HR (shared folder)

8

GRUYERE\Carol ™ Write Access

: J Use;s (grl)up) ,
°‘ o o Q

GRUYERE.CMEESE Windows Domain
Authenticated Users (group)

Any User

Adversary Cafol

Trelhx

User Exposure : Asset Exposure : Privilege Exposure : Overall Risk :
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Is there behaviour of a device similar to
that of an infected one?

Is a User logged into a device they
doesn’t use?

Is an ICS device connected to an unusual
host (external/internal)?

Is someone scanning your |IoT/Enterprise
network.?

Is there a User who has access to critical
infrastructure been compromised?

Was someone successfully able to steal
credentials by phishing?

Is someone trying to push a malicious
binary from enterprise from Enterprise
to ICS?

70+ Al/ML models that will detect

different anomalies and malicious
activity on ICS networks.

TrelhX

= TreliX = Network Detection & Response

Asset Details

HW-GAS-VALVE-2230
CRIT
Y Fil

Alerts Severity : All v Alert MITRE TTP : Undefined

Timeline

A

Alerts (5713)

O\ criT

Connections to Abnormal Destination IPs

OCCURENCES

5 22/11/2024 03:45 PM

LATEST OCCURENCE

FIRST OCCURENCE

Source IP

22/1
02:10:00 AM PT

local/Administrator 10.23.192.68

22/11/2024
04:03:00 AM PT

local/PowerUser 192.168.0.165

local/ServiceAccount 10.23.192.68
04:47:00 AM PT
22/11/2

local/ITSupport1
05:10:00 AM PT

% local/Manager2024
05:40:00 AM PT

10.23.192.68

A\(High) Unknown Asset Function Code
- OCCURENCES

5 22/11/20

LATEST OCCURENCE

03:45 PM

FIRST OCCURENCE

22/11/2024 03:45 PM

22/11/2024 03:45 PM Lateral Tool

ateral Tool

ALERT MITRE TTP

Asset Details

P ADDRESS

10.23.192.68

Destination IP

172.24.221.187

192.234.0.265

ALERT MITRE TTP

or 7

88 OPERATING SYSTEM

HoneyWell

@ Locartion
London, UK (11:45 PM GMT)

P CRIT
/x
Server 2.0

= 5
Eou

192.168.10.85,

(D ow
(8 Low

/192680165,

B, CURRENT ACTIVE USER

local/Administrator

Anomaly Detection on ICS network

D) USER HISTORY TRAFFIC

3 users in last 7 days

© EvenT
1,923 events / 105GB

£ LAST EVENT

a

Show: Last 24 Hours v

22/11/2024 07:15:00

Updated 5 min ago C'

@ Packet capture :

‘Ql

182.24.221.56

Q  100%

Events (30/149)

& Network Activity

DATE SOURCE 1P [

22/11/2024 03:45 PM 10.23.192.68

SOURCE PORT
101 80

DESTINATION PORT

SOURCE USER SOURCE HOST

Guest User LT-BCLINE-01 [PC]

SOURCE GEOLOCATION

London, UK

DESTINATION MAC ADDRESS

00:0c:7D:BA:C4:EE Belarus

FILE HASH
MDS5

High) Beaconing Event
DATE SOURCEIP &

2020/12/12 03:45 PM 10.23.192.68

e

bra US LLC. | All Rig

DESTINATION USER

DESTINATION GEOLOCATION

DESTINATION IP [ PROTOCOL

192.168.0.165 HTTP

NETWORK TRAFFIC VOLUME

4001 GB

SOURCE MAC ADDRESS

00:0B:6C:BA:C4:FF

DESTINATION HOST

ehost.by

FILE NAME

Proc.doc

@

DESTINATION 1P B

192.168.0.165

PROTOCOL

HTTP

“onfidential
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O ases g aueres Ou

NOZOM

Wineniies < 10

Alerts

Acknowledged Status

Time ¥ & Description

ononmois
0900219 L s—e—"
09300149 © et s sty betwe

913001016 © susicous Activky -

Network Anomalies

TrelliX | meoworkDescton st aspon

® Alert Details
) Connactions to Abnormal Destnation s

Spearphishing
Exploit
Windows 10 Enterprise 5139
Yesio

Be

P
Windows 10 Enterprise 5139
Asset Discovery

TrelhX

latform

R O % ©® |swndrdemo

B OB @ |sndrcomo

B OB O |senwdomo

Protocol

ums I oresh €3

Destination Protocol

Enterprise

Network Event

e 102319268 201 192.1680.165

0 e trsaneoi g

it ipandorasong fle9043 byte.
Processix733cd rthitpdpandorasong le:9043 by,

= TreliX ' Network Detection & Response

Asset Details

HW-GAS-VALVE-2230
CRIT

Alerts Severity: All v Alert MITRE TTP : Undefined v

Timeline

Alerts (5713)

A\ i) Connections to Abnormal Destination IPs

OCCURENCES  LATEST OCCURENCE FIRST OCCURENCE
5 22/11/2024 03:45PM  22/11/2024 03:45 PM

Source IP

11/2024
local/Administrator 10.23.192.6:
02:10:00 AM PT 2 S
2/11/2024
local/PowerUser
04:03:00 AM PT
221721
local/ServiceAccount
04:47:00 A PT
4
local/ITSupport1 10.23.192.68
05:10:00 AM PT
E—

nager2024 10.23.192.68
05:40:00 AM PT

A(High) Unknown Asset Function Code
OCCURENCES  LATEST OCCURENCE FIRST OCCURENCE

5 22/11/202403:45PM  22/11/2024 03:45 PM

Asset Details

€ 17 ADDRESS 88 OPERATING SYSTEM @ Location

10.23.192.68 HoneyWell

Conversation Map

ALERT MITRE TTP

Destination IP 198.186.190
=Y )
=)

172.24.221.187 Sfrvev!ﬂ
S

I

Em

192.168.10.85,

=
S(tow

ALERT MITRE TTP

London, UK (11:45 PM GMT)

© EVENT / TRAFFIC

3users in last 7 days 1,923 events / 105GB

Last 24 Hours v

£ LAST EvENT
22/11/2024 07:15:00

Updated 5 min ago C'

® Packet capture

Events (30/149)

& Network Activity

oATE SOURCE P 1y

22/11/2024 03:45 PM 10.23.192.68
SOURCE PORT DESTINATION PORT

101 80

SOURCE USER SOURCE HOST
Guest User LT-BCLINE-01 [PC]

DESTINATION 1P PROTOCOL

192.168.0.165 HTTP

NETWORK TRAFFIC VOLUME

4001 GB

SOURCE MAC ADDRESS

00:0B:6C:BA:CA:FF

SOURCE GE

London, UK

ehostby

DESTINATION MAC ADDRESS DESTINATION GEOLOCATION FILE NAME

00:0c:7D:BA:CA:EE Belarus

FILE HASH

MD5

High) Beaconing Event

DATE source P I

2020/12/12 03:45 PM 10.23.192.68

Proc.doc

©

DESTINATION 1P 11 PrOTOCOL

2.168.0 HTTP




Nozomi Alerts in NDR

= TreliX | Network Detection & Response b Alert List

VNN~

Alert List Show: Last 24 Hours v

( E Visualization

Alerts Severity: All v Alert MITRE TTP : Undefined v Status: New,Open v Network: ICS v Showing 4 out of 13, results = Updated 5 min ago (&

Severity Alert Created Alert name MITRE TTP Source IP Destination Port Device Type Status

Malware Transfer Detect...

S Ak oY Execution: Command Line Interface 192.168.0.165 [ 128.176.85.29 Nozomi Guardian

Traffic Similar To Known Malicious URL

Command and Control 192.168.45.12 190.75.200.2
12:30:00 AM PT

202 Duplicate IP...

T Adversary-in-the-Middle 10.23.89.54t 172.16.10.120 Nozomi Guardian New

2024 Unknown Asset Function Code

Remote System Information .. 45.67.129.11 203.0.113.15 Nozomi Guardian
1:12:00 AM PT 1

24 Unknown Asset's Protocol... s
Change Operating Mode 123.45.67.89 198.51.150.200 Nozomi Guardian

30:00 AM PT ID: 54

2024 Tor Activity Detected
0:00 AM PT 10371 Multi-hop Proxy 192.0.2.100 45.123.234.56

CoinMining Activity Detected

10:00 AM PT I 1

Resource Hijacking: Compute Hija.. ~ 10.200.15.77 198.51.67.12 Open

Multiple Access Denied Events...

AT Data Encoding 169.254.33.15 172.31.17.189 Nozomi Guardian Open

4 Anomalous Packet

e Impair Process 172.31.17.189 169.254.33.15 Nozomi Guardian Open
50:00 AM PT I

Malformed Packet

e A ET Discovery 198.51.67.12 192.0.2.100 Nozomi Guardian Oper

Network Scan...
A Network Connection Enumeration 45.123.234.56 123.45.67.89 Nozomi Guardian Open

202 DGA Domain Detected

e o Dynamic Resolution 198.51.150.200 45.67.129.11 Suppressed
)5:33:22 AM PT

Rogue Access Point

5 ST Wireless Compromise 203.0.113.15 10.23.89.54t Nozomi Guardian Suppresse:
6:00:00 AM PT 40271

4 High Rate Of Outbound Connections...

Command and Control 45.67.89.200 192.168.45.12 Nozomi Guardian Suppressed
08:00:00 AM PT

New Li...

ASo00 ki Lateral Movement 172.16.10.120 200.75.200.2 Nozomi Guardian Suppressed
)9:30:00 AM PT

rubra US LLC. | All Righ
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TrelhX

= Trelix

Mitre ATT&CK

Y Filter

C' Matrix: 10T/ICS v

® Observed

RECONNAISSANCE
Active
Scanning

Gather
Victim Hos...

Gather

Victim Iden.

Gather
Victim

Gather
Victim Org...

Phishing for
Information

Search
Closed...

Search
Open..

SearchOpen
Websites/.

Search
Victim-Ow..

Network Detection & Response

RESOURCE
DEVLOPMENT

Acquire
Infrastruct

Create
AccouCom...

Compromis
e

Develop
Capabilities

Establish
Accounts

Obtain
Capabilities

Stage
Capabilities

Mitre ATT&CK

Il“||“lIIIIIl|||Iul“l“l““lll“lllln T
16:30 17:0¢

IINIYIALA(EESS I EXECUTION

Drive-by
Comprom

Exploitation
for Client...

Exploit User
public faci... Execution

@ Phishing 4 ‘

Replication
through

Trusted
Relationship

Valid
Accounts

PRIVILEGE
PERSISTENCE
ESCALATION

Account Access
Manipulat Token

Boot or Exploitation
logon for privileg...

Create
Account

Office
application.

Server
software..

Valid
Account

DEFENSE
EVASION

Access
Token

BITS Jobs

Build Image
on Host

Debugger
Evasion

(OXC)

« D

CREDENTIAL
ACCESS

!

OS Credential 1
dumping v

Brute Force

Forced
Authentica...

Input
Capture

Network
Sniffing

DISCOVERY
Account
Discovery

Cloud
Service...

File and
directory...

Software
Discovery

LATERAL
MOVEMENT

Lateral Tool
Transfer

Remote
Services

COLLECTION
Audio
Capture

Automated
Collection

Input
Capture

Enterprise & ICS MITRE Mapping

Showing 4 out of 13, results

Show: Last 24 Hours v~

Updated 5 min ago C'

rocuseaview @ ( JED)

COMMAND
AND CONTROL

Application
Layer..

®

Dynamic
Resolution

° Ingress Tool
v | Transfer

Proxy

Traffic
Signaling

Web Service

EXFILTRATION
Automated
Exfiltration

Scheduled
Transfer

Expand All Collapse All

IMPACT

Data
Destruction
Data
Manipulat

Disk Wipe

Firmware
Corruption
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Detection, Forensics, Incident Response (DFIR),

Threat Intelligence and Threat Hunting

Prioritize and triage alerts using Al
Anomalies - lateral movement, data exfil, and C2

Traffic analysis in distributed environments

Trellix® NDR Use Cases: Values and Outcomes

Centralized, Intelligent Visibility, and Analytics

Centralized Operational Efficiency

Reduce manual analysis (Context, Al)
Enrich threat intel across multiple network segments

Identify threat trends and risk exposure

SOC Workflow Integration

Enrich context for investigations

Forensics - Detection to PCAP reconstruction
Threat Hunting (IOC's, Threat Intel)

Integrate with Sandbox/EDR/SIEM/SOAR

SOC Maturity

Enable Tier 1 and 2 analysts for faster triage
Reduce the need for packet analysis skills
Provide rich network data up to L7

Contextual alert aggregation across sensors
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, NDR Architecture,
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Duration - 20 Minutes




NDR Reference Architecture

VN NNSNS

NDR Console

Al/ML and Correlation Detection - Risk-Based Scoring

AttackPath Asset
Discovery Discovery

Threat

1 : 1Y
Intelligence Hyperautomatlon Trellix WISE

L7 Metadata,

L7 Metadata, Flow Records and Alerts Alerts and PCAPs

Trellix Integrations Third-Party Integrations

@ePO/HX (EPP/EDR) splunk> @ %

N DR sensor : a C1SCO company e
Network o@s CMS o@ IPS ,VPC Flow Logs ~

Forensics @ Malware Analysis (AX)

|
S 2
\GROWDSTRIKE

Otenable

1. EX HX Alerts Only
2. Roadmap 2HCY25
3.Same as an NX Appliance

TrelliX
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NDR Console / Analyst Workbench

Focus on most critical alerts and assets while avoiding alert fatigue

e Intuitive Analyst Experience

o Analyst-centric design empowers a confident
and rapid response.

o Intuitive workflows deliver information and context,
when and where you need it

o Al-guided investigations and automated responses,
are informed by elite security practitioners

e Scalable NDR System

o Flexible multi-node deployments and clustering
with distributed search with aggregated
Investigation and analysis

e Integrations Hub (Trellix and Third Party)
o Seamless integrations with Trellix and third-party vendors
o SIEM, Threat Intelligence, SOAR and more...

TrelliX

SOC2

DC1 [ Cluster J llx

| m x

o

packet capture

—

DC2

packet capture my
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NDR Portfolio

/

/
/
7
e
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NDR Sensor (NX Series)’ Detect and Block E-W and Advanced Threats
NDRS-x600 Series, NX-x600 Series e Built-in Intelligent Virtual eXecution threat detection
N E — detects new and emerging threats

NDRConsole @ | e Integrated ML Engines for Data exfiltration, DGA,
NDRC-2600-T | Beaconing and more
R ol | e FEvent-based capture, generation & tagging
: -"Vf . 1 e TLS Onboard, SSL Anomalies
[ NDR Sensor Virtual . L m y
r VA-NXS Series (Cloud. ESXi - KyM - Hybery e C&C, reputation, L7 visibility
(Cloud, ESXi -KVM - HyperV) e Flexible operation modes: defend, boost, flare

NDR Operations for security
analytics and threat detection

e Network metadata process and
alert analysis with Trellix Wise™ Al :

e Central search across PX R NDR Sensor (IPS NS Series)
and NDR consoles ‘- R

e Al /ML detections

e Flow and Layer 7 Records
with fast search

e Event enhanced MITRE, CVE, and
|OC Detection

Perimeter Protection and N-S In-Line Response
e Full IPS for Perimeter / Data Center Protection

Event-based capture

TLS Onboard

Event generation & tagging

DoS/ DDoS, Deep file inspection

C&C, reputation, L7 visibility

Forensics and Compliance

Forensics (PX Series) * 24x7 recording of all network traffic

Data exfiltration capture

TLS Onboard 'G'
Full, Lossless Packet Capture (PCAP)

Fast Search up to L4

Real-time L4-7 Metadata and Indexing

Physical, Virtual, Public and Private Cloud

1. Existing Trellix customers can switch on NDR without interrupting network operations after a simple software release upgrade to vil.x or newer.
More information is available in Network Security (NX) Datasheet

TrelliX
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https://www.trellix.com/assets/data-sheets/trellix-network-security-tech-specifications-datasheet.pdf

NDR - IT Deployment Architecture

/71 1V NN

NDR Analyst
Trellix Integrations Workbench
Internet aWS ePO - Context &Tasking
Public Networks @ ==y HX Server - IP to Host Map
K VN DRC ‘\ CMS - Alert aggregation @ NDR.ConSOIe
' \ (HX/EX) S'¢d] Appliance
' é TLC/AD - IP Host/User NX Series
ﬂ ﬂ Mapping 114 NDR Sensor
VNDR Sensor  VIPS  vPX N [F2 Sandbox - Malware
NDR'S \ Analysis IPS Series
_ ensor \ o
North - South (In-Line) —_— | {®%  Helix/Hyperautomation - L35 NDR Sensor
Fag, N & SecOps and Automation
- K PX Series
-
DMZ servers _-" Can'd Packet Capture
(i) NDR _- soc
— v DMZ1 Console ~ : __________ — 1 1
l , AQERREEEERREEELEE — @) Virtual
Appliance or S o CR_: ﬁ NDR Console
Cluster NDR Analyst o
m‘ LAN Switch TAP DMZ Switch Workbench S Virtual
e ) | e \ g Vs
B ... o S. Appliance
5 .+'.7 1 DC Switeh Third-Party Integrations (Sensor, IPS, PX)
\ TAP N o (11 ) (
— . .
NDR Sensor A\ LiJJT subnets R 4 i iﬁ\ @tenable
(Tap) & e X N \|/ . SIEM
% Core r & . HH Alerts, L7, Netflow = = = = =
LAN Switch Switch o o - B | H Y
R0Q o 5 o . ;
R o . i DC Firewall % VPC Flow Logs1 Network Packet
a0 —l opo’ aer Data Center Broker (TAP) Link
== 1.....e0:""" . Servers
)y NozomI Integrations
NDR Sensor \ NETWORIS
PX Appliance
NDR Sensor (Tap) PP HEE : : User / UX
Full Packet Capture . experience
(SPAN) DC 1. Roadmap 2HCY25
4B East - West B
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NDR - OT Deployment Architecture (Wired)

- NDR Sensor Tap NDR Sensor Tap SIEM SOC
IEI
OoT Level 5 " : e NDR Analyst
Enterprise IT Corporate % ™ Workbench
Networks and Servers, Q : A
Data Centers Workstations . @ NDR COI‘ISOle
I: E ‘.‘ nore Y Appliance
A NX series
A mx NDR Sensor
. Level 4 ?ite 'Tl_sle“t’ersv Q 5_"5' AV, D:vt N " NDR Analyst
Site IT Networks Dump_ ost, Istorian, Fatc NOZOMI.CMC ) Workbench
omain Remote Access <, A NOZOMI CMC
Controller Servers o e ¥
) T 1 = | ‘s, 2
. DMZ Switch il ) S .,
Lovel 3 and Love 35 e ] G A - L
andl?CS—DMZ LE GUARDlAf_\l: - ' XE¥® nprc W
Core Switch T |1 eeeccssssces = : i
T‘:l . NDR Console
M Appliance
Line Operator E ¥ . PP
Level 2 . : o K or Cluster
/Engineering m ¥ s X
Supervisory Control Workstations Q @ K \ j
NDR Sensor Tap K.
I [HMI / SCADA K Alerts, L7, Netflow = = = = &
= . .
(o) LAN Switch @ e Network Packet
Level 1 I_I_I GUARDIAN Broker (TAP) Link
Control Network PLCs / DCSs P . Integrations
o+ (0 (O]
: : : : User / UX
Level O Sensors / @ : éll: ﬁ:( experience
Field Network Actuators =
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éTreIIix NDR + Nozomi OT Integ Architecture

G\

NDR Console

I
&2

NDR Sensor

>
.(o

94

NDR Sensor 2
(L7 only)

GUARDIAN AIR
GUARDIAN

OT network

TrelliX v oED

@ NDR Console
@ NDR Sensor

NOZOMI| CMC

Q)

GUARDIAN

GUARDIAN AIR

ARC
EMBEDDED

K X
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VN NNSNS

AWS Deployment Architecture

E/W - Traffic Scan Between VPCs
a = East - West I
DOQ
. Amazon *
Workload VPC Production VPC
Route 53 —
=
DMZ Subnet .
Private Subnet DMz Server mirering
Private network Traffic ]- contﬁw
interfaces mirroring E] _' E | ]
%E/W VNDR DMZ network Internet
. _sensor interfaces gateway
Server contents North - South
----- e i i 2 W ) Security & Management == NDR ____1
% . TV Subnet- | | || e Console ‘
------ o o Caiaiel i Appliance
o - B R RCRCRCRY (ocX, ) N——
E/W vNDR I TP PR L E@ ] or Cluster NDR Analyst
Sensor gu Management network Workbench
VNDRC Console interfaces -
@ Transit Gateway Subnet @ Transit G'a@eway Subnet .
_}V'_ [ ]
g [ — .
Corporate Locations
N/S vNDR Sensor \ N/S vNDR Sensor
\ | > &T\?b ]
% = P
* —>
el AWS Direct Connect /
AWS Transit Gateway R P Router
N/S - Transit Gateway Bidirectional Traffic Scan (=] _ Gateway
Between VPCs and External Connections VPN connection

T Network Packet User/UX _________
relllx Alerts, L7, Netflow = = = = = » Broker (TAP) Link experience
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NX Azure Deployment Architecture

scan traffic -in/fout of Workload vnet

/
/
/
7
e
-~

Workload VNET l Security VNET

ElElEl @@: ||)(

GWLB NX

\ _ ScanTraffic - E/W Between INS and Production VNETS, in/out traffic to/from VHUB @

f Prod VN ET\

il - N\

2 m ¥
\ Firewall J //, N X

7
7
7
7
7
Packet .
Broker Firewall
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Proposed Network Detection and Response (NDR) architecture for VPC flow ingestion

Roadmap - Internal Only

VN NNSNS

\
CloudWach /Oe \0\{"—0‘.\‘ € /53 Bucket wih

Trellix flowlog

ingestion i
5\; g Ll VPC Endpoints

Role
B
HTTPS/POST VPCH1 FI—-—-l

flowevents @

M5

LR RAJ

LiLLL

M5

N

NDR console Private
subne

LAALLL

T

AALLL

LA

@
P

NAT Gaeway

License/

telemetry cloud.fireeye.com Trellix
Trelll)( __________________________________ - kel | Confidential | .- ________________
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Trellix
IPS
Manager

vIPS solution components (AWS as an example)

. I

Trellix
Virtual IPS
Sensor(ESXi)

Trellix IPS [}

Trellix
VIPS
Sensor

Trellix
IPS
Manager

Availability Zone #2 \
|| )
GWLBe subnet @ GWLBe subnet

J

Protected )

Workloads Protected

Workloads

I
I
I
I
I
I
I
/

Subnet #2 y

— E——— . . T S EE——— E——— E— S— —— E—— E—— —— — E—— — — — —

Trellix Confidential




viPS Protection for North-South Traffic

77711 VN NN

Internet \
‘ gateway
Elastic Load

Balancing

Trellix IPS — — — — e — — — — — S
~N 7 o >
F Availability Zone #1 ‘ ( Availability Zone #2
' GWLBe subnet GWLBe subnet
Trellix vIPS )

Sensor

. N\
Trellix
IPS Protected Protected
Manager Workloads Workloads

W\ e )
Trelix [ Trellix Confidential |




viPS Protection for East-West traffic

_________________________________

@ GWLBe subnet

subnet #2

________________________________________

7
~
>
<
=
)
S
E
<
N
)
=]
™
H*
N
’/

a Availability Zone #1

Trellix IPS @ GWLBe subnet
I Trellix vIPS (n

Sensor subnet #1

,
J

e o = - - - - — - - - —————

Trellix
IPS
Manager

o

Protected

Protected

1
Workloads 4
\ Workloads )/ \ \ j/
Vi bd

Trellix | Trellix Confidential |



NDR Deployments: NDR Console, PX and NDR Sensor

DMZ
(public)

| Core Firewall

WWWwW — —
Edge firewall Edge Switch

- ML Detection, Visibility, and Search Dashboards

|]|]|] A - Visualized and enriched results Monitoring
- Aggregated alerts port

Q | . Reconstructed artifacts

- Threat Intel, MITRE Matrix TTPs
Packet NDR

Capture Sensor Inline
s e R — - |
, .
|

TAP

Management Network

4 |
Core

d .
h:ﬂ SPAN Switch
Port

3
NDR Console JSON - L7 metadata, flows; NX alerts

Tre"D( Endpoints



NDR Deployments: NDR Console, PX and IPS

DMZ
(public)
| Core Firewall
WWW — —_—
Edge Edge
Firewall Switch

- ML Detection, Visibility, and Search Dashboards

[ll]l] A - Visualized and enriched results
- Aggregated alerts

Q I - Reconstructed artifacts

- Threat Intel, MITRE Matrix TTPs

Packet Inline IPS Sensor

Hy

Capture

HIIPS

(g} pcap — ¢
% - | ——— =

Manager

v | Management Network

A
NDR Console JSON - L7 metadata, flows; IPS alerts

Trelln? Endpoints




NDR Console Configuration: Standalone Deployment

/
/
/
7
e
-~

A standalone (single-box cluster) contains two internal nodes with
no other external NDR Console appliance as part of the cluster.

NIO1 PXO01
ﬁ0.0.2409 10.0.240.10 m
ethO ethO

Network Packet Capture

Investigator

master node

PX02
Stores metadata 10.0.250.10 m
distributed by the ethO
connected master data node Packet Capture

node and allows
the metadata
to be searched.

e Collects metadata from one or more
connected Packet Capture systems

e FEvenly distributes the data load between
it and the other internal data node

TrelliX
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NDR Console Configurations: Multi-Box Cluster Deployment

A single NDR Console appliance is configured as the master node, while
additional NDR Console appliances act as data nodes in a multi-box cluster.

Multi-Box NDR Console Cluster

e A multi-box cluster significantly increases
storage and search capacity

e One master node connects to one or more
Packet Capture systems

e Clustered with one or more Network Investigator
systems configured as data nodes only

PXO01

NI01
192.168.1.10 paasterNode 0 1 540.9
eth1 ethO
NIO
Data Node
192.168.1.11
oth
Nio3
192.168.1.12 %
eth1

TrelliX

10.0.240.1@
ethO

Packet Capture

Packet Capture
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NDR Console Configurations: Distributed Search Deployment

(Single-Box
______________ Dubai ,
________________ e Each localized NDR Console cluster
NI-DUB (single- or multi-box) operates independently.
OpenVPN e Each cluster is set up to be a data node
P
- _@_ . (Single-Box) Cape associated with a director node.
Dallas — S R ittt e | -
min - TOWH
Analyst _.--== NI-DAL NI-CPT LEGEND
R (Director Node)

/ <+---------- Metadata
N SEO (Multi-Box Cluster) R Query
+ Aeentral NDR Console = o

configured-as.a NI-SFOT ssq T AN T | :

L SRS _ | L 4 ' Market

directornode. ~TTT---____ e < -------- AN — e —— B arketing
. It can Search any ________________ —-——->(MaSter ’// ‘I Packet Capture (PX-MKT) ‘

connected NDR Console. Node)———————---;/ ———————— o i

\ ’ T~

. It does not collect el . -7 SPAN’TAF’m Sales

or store metadata. Packet Capture (PX-SLS)
- It can pull pcap data NI-SEO2 - -

from or pivot to any N —

SPAN/TAP

connected Packet Capture (Data Node) | - | HR

- Data nodes are added Packet Capture (PX-HR)

on to the director node. «

\ 4

TrelliX




Trellix Logon Collector (TLC) Integration
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. User and hostname details are essential for improving contextual understanding of security incidents

. Layer7 metadata and netflow events from downstream security devices usually lack user and hostname information

. TLC connects to Domain controllers to monitor user logon events

. Integration enables Network Investigator to associate user and hostname information for IP addresses

- Network Investigator enriches security events, Layer7 metadata events and netflow events with user and hostname
information

. Assets page in Web Ul has a separate section listing all active users in the network

Web based user interface Access to Microsoft Active Directory
for configuration and status for group information < <
» B
\ - Access to security event log g
Q - through WMII for user logons - -

Domain 1

User
Workstation

Access multiple
domains at once

Trellix Logon Collector i
(Windows Server 2012, 2012 R2, 2016, 2019) S ‘ 3

Updates sent to clients
through JMS queue

Exchange Server
Domain

Controller

Logon Monitors at remote sites
Logon Collector client library to reduce network bandwidth
Client process >
Logon Collector
(Windows Server 2012, 2012 R2,
2016, 2019) |

Trellix product Domain 3
Trel I Ix (remote)

Remote site

Domain 2




Tenable Security Integration
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Feature highlights

e NDR enriches alerts and asset details with vulnerability scan findings from Tenable Security Center.

e Tenable vulnerability scores are integrated with NDR's network activity analysis for holistic asset risk assessment.

e Assets with high network risk and significant vulnerabilities are identified for prioritized investigation.

Customer Value

This integration enhances risk visibility by combining network threat data with Tenable vulnerability assessments, enabling

proactive risk mitigation.

Competitive Relevance

This integration provides superior contextual awareness, going beyond basic network data by adding vulnerability

insights for a richer security picture. It enables deeper investigations, correlating vulnerability data with network behavior,

which many competitors lack.

TrelliX
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ePO Integration
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Feature Highlights

e NDR enriches its asset details with endpoint data from ePO On-Prem, providing details such as operating systems,
installed products, and agent status, for a broader context.

e Enables analysts to initiate endpoint containment actions directly in ePO On-Prem from the NDR interface, speeding
up response to threats.

e Correlates network-based detections with ePO's endpoint data, offering a unified view of assets and their security
posture.

Customer Value

e Allows analysts to quickly identify, understand, and contain compromised endpoints by leveraging ePO actions
directly fromm NDR.

Competitive Relevance

e Showcases strong integration capabilities with existing Trellix solutions, enhancing value for customers using ePO.

e Provides superior endpoint control capabilities directly from the NDR platform, which gives an edge over less
integrated competitive offerings.

TrelliX
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Splunk Integration

Feature Highlights
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e NDR Console forwards enriched metadata and alert data to Splunk for centralized logging and analysis.

e Allows Splunk users to correlate NDR detections with other security data within their Splunk environment.

e Enables custom dashboards and reporting in Splunk based on NDR data.

Customer Value

e Allows customers to leverage existing Splunk investments fully by adding NDR's network detection data.

Competitive Relevance

e Robust integration with Splunk caters to a broad customer base that relies on it as a central SIEM..

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



SIEM Integration

Feature Highlights

NDR forwards rich, detailed logs including alerts, metadata, and context to the SIEM platform for centralized analysis.
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e Enables SIEM users to correlate NDR data with other security events from diverse sources within the SIEM

environment.

Customer Value
It allows for cross-correlation of NDR insights with other security data, enriching the threat detection capabilities of

the SIEM.

This enables customers to maximize their SIEM investment by adding detailed NDR visibility to their existing analysis

[ )
workflows.

Competitive Relevance

e Provides enhanced threat detection and response by complementing the SIEM's logs with rich NDR data for deeper

insights.
Grants customer flexibility by allowing them to analyze NDR data within their pre-existing security ecosystem, offering

a significant advantage over less open integrations.

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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NDR Roadmap

Duration - 20 Minutes
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NX Evolution

Advanced Threat point product to NDR solution
P NDR Solution

N
ATD m y

Point Product

!l! * More detections (ML & Al)
» Cross sensor correlations
Same + Al-driven investigations
Great Sensor - Risk-based prioritization
- Dynamic File Analysis Only Better * Automated response
- Multi-flow Attack Detection
- Multi-engine ATD Detection +
- Lateral Movement (Smart - ]
Vision) * Dynamic file analysis
. IDPS detection * Multi-flow attack detection

* Multi-engine ATD detection
* SmartVision lateral movement

TrelliX




Network Detection & Response Roadmap

VN NNS~

DONE DONE Q4’25 H1'26
Attack Path Next-Gen
NDR v4.0 . NDR v4.1
Discovery NDR Sensor
‘ ‘
Asset discovery, risk Integration with Trellix Extended control to Consolidated NDR
profiling, encrypted Endpoint and ICS/OT environments, sensor for active control
traffic analysis, DNS vulnerability tools/data hyperautomation, user with SSL, 60 Gbps per
anomalies, DGA and for risk identification and anomalies engine, and sensor, stacking to 300
credential steal. reduction. cloud workloads. Gbps.

Simplified Integrations Hybrid Operations Data Federation

TrelliX
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GREEN - Scoped & WIP
BLUE - Partially Done
ORANGE - Scoped
BLACK - To be Scoped

| ehase Q3 2024 Q2 2025 (April

Outcome : Enable users to bring down the time to understand, derive context and respond to threats quickly, leveraging GenAl

Analyst e Actionable insights & summaries e Risky Conversations o Asset List e Selective Packet capture
Experience - with Trellix Wise e Risky Assets e Alert List e Alert Acknowledgment
)BT o Improved alert summarisation e Top Alerts e User List
e Interactive MITRE ATT&CK dashboard e Asset Details e Alert Details
e Analyst Springboard e MITRE / Asset OS / Geo widgets

Outcome : Reduce time and effort users spend analyzing event data throughout the different stages of its life cycle.

° Passive Asset Discovery e Risk Based Aggregation Part 1 e Tor Activity e ICMP Tunnel e Scanning Activity
° DNS tunnelling (Sensor, User Defined Criticality e Traffic similar to (not same) as e L ateral Movement e Integration of Network sensor
Detection & ° DGA Focus) known Malicious traffic e Successful Phish (Phishing Exfil) / alerts
Analytics ° Reputation detection e SSL Anomalies (Expired, Weak e Risk Based Aggregation Part 2 Credential Steal eCommunication with Newly
(GTI/DTI): Cipher, Self Signed) (Plugin Focus) Registered Domain

o Malicious URLs
o Malicious IP
o Malicious Domain

Outcome : Provide customers with increased network visibility with an NDR sensor optimised with traffic profiles for the traffic segment achieving 100 Gbps

e VNX Sensor (8.5 Gbps) - ESXi e Metadata Generation e Alma Linux
NDR Sensor & e NDR Sensor HW - 20 Gbps e NDR Sensor HW - 30 Gbps e OS Fingerprinting
NDR Forensics e Traffic Profiles (E/W, N/S) Inspection Mode e Selective Packet Capture
e Security Content/DTI Integration ° Vi[rztsuxa_l E\/Dl\ljle Sensor - 10 Gbps
- 1,

Outcome : Expand organisation's security posture by sharing security events across their networks and assets through integrations

Integrations &

Ecosystem e MS Active Directory e Asset Enrichment (Tenable Security e Attack Path Discovery e Asset Enrichment and Containment e Trellix Hyperautomation for NDR

e Trellix Logon Collector Center) Tasking (ePO On-prem)
e Notifications (SIEMs, Splunk)

Outcome : Enable proactive product Outcome : Reduce the total-cost-of-ownership (TCO) of the NDR module by optimizing performance
support Outcome : Improve product experience through user behaviour analysis

Platform, e Health and Detection Telemetry e Pendo (User experience analysis) e Sensor - Registration & Activation e NDR Module Performance

Management & e Data Lake - Elastic e Entitlement & Licensing Module

e Federated Search [Elastic] (NDR Packages)

Monitoring




Analyst Experience - DFIR
Workbench

Detection & Analytics

NDR Sensor & NDR
Forensics

Integrations & Ecosystem

Platform, Management &
Monitoring

Outcome : Enable users to bring down the time to understand, derive context and respond to threats quickly, leveraging GenAl

e Hyperautomation

e Alert Details, Recommended mitigation actions
e Alert Policy Exception

e Safe Suricata Rule Builder

e Retrospective Analysis (90 Days)
e Captured packet Analysis
e User alert feedback (Thumbs Up / Down)

Outcome : Reduce time and effort users spend analyzing event data throughout the different stages of its lifecycle

. Domain Controller . Malicious use of RMM
Attacks/Anomalies o RDP

Golden Ticket o NetSupport

Silver Ticket o Teamviewer + 30+

DC Shadow

DCSync

Kerberoasting

O O0O0O0O0

° DNS Anomalies

o Rebinding
Poisoning
Hijacking
TypoSquatting
FastFlux

O 000

e User Anomal

o Improbagle Travel time
Login from UnManaged device
Login from UnUsual Host
Password Guessing
Password Spray
Distributed Password Spray
SuccessFul Password Guess

OO0000O0

e Asset details - Severity of conversation
e Asset details - Trellix Insights

oMITRE D3FEND knowledge-graph

e Compliance Value reporting

eHTTP Anomalies e User Visjbility Enhancements
oHTTP Tunneling e Cloud Visibility Enhancements
oVVPN Anomalies e Endpoint Visibility Enhancements
eCommunication e User Community Anomaly
with Unusual e Asset Community Anomaly
Location
eTraffic Pattern
Anomalies

eExploit Correlated
OS and patch level

Outcome : Provide customers with increased network visibility with an NDR sensor optimised with traffic profiles for the traffic segment achieving 100 Gbps

e Qualify new NDR Sensors (Virtual & HW)
e |Pv6 Compatibility
e Cloud NDR Sensor -10Gbps (AWS/Azure/GCP)

e New Gen High-end HW model
e Virtual NDR Sensor - 10 Gbps
- Hyper-V
e VNDR sensor perf improvements
- ESXi, KVM

e HW Enhancements
- SAS ports for full pcap storage
- Replaceable components
- Switch based architecture
- All'in one appliance

Outcome : Expand organisation's security posture by sharing security events across their networks and assets through integrations

e Native Response Tasking (Palo Alto FW, Cisco FW, CheckPoint, Forti)
 |0T/ICS Ingestion (Nozomi Guardian)

e Qualys, Rapid7

e SIEM and EDR (Crowdstrike, Chronicle, SentinelOne)

Outcome : Improve operational excellence

e NDR Module Performance )
e Migrate Phase 4.0 Pages to React.js

e Asset Enrichment and Containment Tasking
(MS Defender)

e Asset Enrichment (Rapid?7)

e Palo Alto NGFW

e Beachhead

e New Hardware - Console

e NDR Console Base Platform
eConsole RBAC & User Management

e Asset Enrichment and Containment Tasking (SentinelOne)
e ZTNA Ingestion (Zscaler ZPA, ZIA)
e \WIZ Cloud risk visibility and virtual patching

e User audit trail

e Value Reporting

o Multi Factor Authentication (MFA)
e Titan Dashboard



http://react.js

TrelhxX

Time for a Break!

Duration - 30 Minutes
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TrelhxX

Duration - 40 Minutes
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TrelhxX

NDR Licensing

Duration - 10 Minutes
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NDR Packages

Essentials

Threat
Monitoring

New Alert Ul for NX
customers

- NDR Console Licence

- Analyst Workspace

- IVX for Network Traffic

- Detections, threat intel, blocking, etc.

capabilities as per NX

. Trellix Wise Essentials
- Virtual NDR Console
. 5Virtual NDR Sensors

- 2 Virtual Central Manager

Upgrade from
NX SKUs

Core

Detect, Investigate,
Respond

Full NDR

- NDR Console Licence

- NDR Sensor Licenses per Appliance
- Trellix Wise Core

- Trellix Insights Freemium

- Threat Intelligence

. Threat / ML/Al Anomaly Detections
- Asset Discovery

- Hyperautomation

- Trellix Response Actions

Enterprise

Advanced Detection,

Deep Investigation
0)o

Core, Plus

- Trellix Wise Enterprise

. Trellix Insights

- IVX Manual API Submission

. Attack Path Discovery

- Hyperautomation for NDR (SOAR)
- Full NDR Forensics

- 5 Additional Virtual NDR Sensors




NDR Packages - Future
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IOT/ICS NDR IVX Enterprise
Addon NDR Addon

Nozomi Guardian

- |oT/ICS Asset Visibility & Threat
Detections

- Manual File Analysis

.- File Protect

TrelliX

Requires NDR Core or NDR Enterprise



NDR Trellix Wise (Al)

/
/
/
7
e
-~

NDR Essentials

- 100 Requests per Month

- Available Requests:
- Summarize this alert

- MITRE findings

TrelliX

NDR Core

- 100 Requests per Month

- Available Requests:

Summarize this alert
MITRE findings
Remediation steps

Knowledge graph

NDR Enterprise

- 1000 Requests per Month

- Available Requests:

Summarize this alert
Top affected entities
MITRE findings
Remediation steps

Knowledge graph

Sequence diagram

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential




NDR Packages (Breakdown by feature, Page 1)
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NDR Console

NDR Sensors 45 Virtual Appliances 5 Virtual Appliances 7410 Virtual Appliances
Analyst Workbench
NDR Detections & Correlations X'
Threat Intelligence (DTI) Vi
IVX for NDR Vi V& 4-
IVX (API Submission) X X VE
IVX (File / Manual Submission) X with VX Enterprise Addon
SSL Traffic Decryption
Active Sensor (inline blocking)
Asset Discovery X
Attack Path Discovery X X
Trellix Response Actions X

|oT/ICS Detections X with 10T/ICS Addon with 10T/ICS Addon

3rd Party Integration (Ingestion X

and Enrichment)

Tre"lx 1Only NDR console detections are not available. Detections, threat intel, blocking, etc. 3 Available on separate IVX Enterprise appliance
capabilities as per NX or IPS are available.
2 Integrated with NDR Sensor or additional IVX Enterprise appliance purchase or CloudMVX Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential




NDR Packages (Breakdown by feature, Page 2)

Workflow automation with Trellix
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. 'I (4
Hyperautomation for NDR X Products
Trellix Insights' Freemium Freemium
. . . : Freemium [Summation / MITRE / .
Trellix Wise Freemium [Summation / MITRE] omlecE Crph ) Bemed kifon Stiess
Netflow Session . ’
Reconstruction X
Retroactive Analysis - -
Behavioural ' X X
Retroactive Analysis - DPI! ) ¢ X
Event Based Packet . ’
Capture'! X
Selective Packet Capture X
Continuous Full-Packet . . .
oI X with Forensics (PX) NDR Addon
Full-Session ) ¢ with Forensics (PX) NDR Addon
Reconstruction
CMS (Management) ) ¢ "4 2 Virtual CMS 74 2 Virtual CMS

TreliX 1Roadmap

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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Customer Owns

J

NX

Available for purchase

PX

Not available for purchase

IPS

Not available for purchase

TrelliX

Upgrade Path for Existing Clients

| want to Upsell or Cross Sell

—

—

Available for purchase

Available for purchase.

Only NDR Core subscription is
included for detections, visibility and
response capabilities.

Forensics subscription is still
separate.

Need to associate the IAs from
existing PX Hermes or Classic
deployments to NDR subscription
for the |IA to get NDR core license
and feature functionality.

Available for purchase.

Please reach out to PM team to
include the IPS license as part of the
NDR Core subscription.

IPS doesn’t have all NDR Sensor
features, customer may require to
deploy additional NDR sensors
depending on the use-case.

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential

NDR Essentials NDR Core NDR Enterprise

—_—

)

Available for purchase

Available for purchase.

Forensics subscription is included
Need to associate PX and |A
appliances to the NDR Enterprise
subscription for the new licenses.

Available for purchase.

Please reach out to PM team to
include the IPS license as part of
the NDR Enterprise subscription.
IPS doesn’t have all NDR Sensor
features, customer may require to
deploy additional NDR sensors
depending on the use-case.
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Vendor zZ
Or Zz?

e« They only analyzes metadata without capturing full packets. Trellix advantage: Supports complete L2-L7 packet
capture and inspection [ Impact on security: Comprehensive forensics and threat investigation capabilities.
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e« They have no SSL/TLS decryption capabilities, only analyzes encrypted traffic metadata. Trellix advantage:
Supports both in-line and out-of-band SSL/TLS decryption [ Critical difference: Ability to inspect encrypted traffic
content vs. just metadata

e They leverage unsupervised learning can generate higher false positives. Trellix advantage: Advanced machine
learning models with contextual analysis [1 Key difference: Precision in threat detection vs. purely behavioral
analysis.

o« They rely solely on behavioral analysis without DPI. Trellix advantage: Combines DPI with advanced behavioral
analysis [ Impact: More comprehensive threat detection and analysis

TrelliX

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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Vendor_XXx

Or xX?

TrelliX

Their platform requires integration with third-party security tools like firewalls or SOAR platforms to implement
blocking actions. Trellix offers built-in blocking: Our platform provides native Intrusion Prevention System (IPS)
with immediate threat mitigation capabilities (] Direct response actions: Trellix can automatically isolate
compromised devices and block malicious IPs without requiring additional integrations.

Their scope is limited: Focuses primarily on network protocol analysis with support for about 70 enterprise
protocols. Trellix's broader coverage: Our platformm combines network, endpoint, and multi-vector threat
intelligence for comprehensive protection [1 Advanced analytics: We utilize machine learning and behavioral
analytics across multiple security domains

They rely primarily on protocol analysis and behavioral detection based on network traffic patterns. Trellix's
advantage: Uses advanced machine learning and behavioral analytics across multiple security domains [
Enhanced detection capabilities: Our platform can identify sophisticated threats that may not be visible through
network analysis alone

They're focused solely on network detection and response (NDR). Trellix's advantage: Provides an integrated
security platform covering network, endpoint, and cloud security [1 Unified management: Single console for
managing multiple security functions vs. multiple point solutions

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential
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Vendor Yy

Or yY?

TrelliX

detection-only solution, no prevention, no containment, no enforcement. It relies entirely on third-party systems
(SOAR, firewalls, etc.) to take action. Trellix includes native prevention through IPS, sandboxing, and behavioral
blocking.

sees only network telemetry. Trellix platfomize network, endpoint, email, and cloud telemetry into a unified
detection surface — with correlated alerts and incident views across domains.

Offers good detection starting point, but real-world tuning is required for efficacy. Customers often describe “a sea
of logs” without guided prioritization. Trellix offers pre-built, context-rich detections and threat scoring out of the
box

provides network logs, but no malware sandboxing or full-packet retrospective forensics. Trellix offers deep
inspection of suspicious files with MVX and retains packet-level data with PX.

Alerts lack enrichment or correlation, forcing analysts to manually investigate each signal across disconnected
tools and surfaces.

Nno native mechanism to correlate activities across stages of an attack

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidential



Vendor Aa
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Or aA?
o Their platform requires integration with third-party tools like firewalls and SOAR platforms to implement blocking
actions

e No native SSL/TLS decryption capabilities, relies only on metadata analysis. Trellix's advantage: Full SSL/TLS
decryption support for real-time inspection of encrypted traffic. Complete visibility: We can detect threats hidden
in encrypted traffic that metadata analysis might miss

o Relies solely on metadata analysis without full packet capture capabilities. Trellix's advantage: Complete packet
inspection and capture for comprehensive threat analysis. Enhanced forensics: Detailed packet-level data for
thorough incident investigation

e Focuses primarily on behavioral analytics and metadata analysis. Trellix's advantage: Combines behavioral analysis
with deep packet inspection and advanced ML detection. Multi-vector detection: Our platform identifies threats
across multiple attack vectors

TrelliX
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Trellix NDR Differentiators

e In-line L2 deployment with blocking
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e Full, deep packet inspection for hunting, investigations, and forensics
e Leverages IPS engine with detection and prevention mode

e On-prem sandboxing engine, faster detection and blocking, no data share with
cloud

e Malware Callback detection and blocking

e Webshell & Beaconing Detection

e Uses statistical analytics, supervised and unsupervised machine learning
e SSL Inspection engine or use JA3 signatures

e SMB Detonation of files/objects

e Detection of fileless malware (i.e. Mimikatz)

e Extend visibility and automatically map discovered assets to device
Trelix. y y map

Copyright © 2025 Musarubra US LLC. | All Rights Reserved - Trellix Confidentia
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