
The Ongoing Saga of Job-Themed Attacks

Indicators Of Compromise (IOC)

Email Subjects

CONGRATULATIONS YOUR JOB APPLICATION HAVE BEEN APPROVED FOR ZOOM INTERVIEW

CONGRATULATIONS YOUR JOB APPLICATION IS IN PROGRESS

Edmonton Fire Recruittme

Hire .Net Developer FREE for 25 Hours

Hiring Majoor Account Executivv

Job | Opportunityy for Tand

Job Application Form (eQDYD7BERuQe9N036a5xG3d9IWM)

Job Offer $750 Weekly

Job Offer.

Manager of DEI Job Posting (R

Re : CV Forner Eugenia // Application for a job

Re: 1 Job near Daaytton, Ohio from

Re: Appplication foor Job

RE: Contract Agreement/job

Re: Edmonton Firre Recruitment

Re: Filling your job opeenings

Re: FW: Job letter request

Re: Hiring Maajor Account Executive

Re: Job # 145992592-001; 8208 144

Re: Job | Opportunity for Tanndem

Re: Job | TVS Eurogrip is hiring for HR recruiter for Madurai plant in Aparajitha payroll.

Re: Job Description- FIS Global

Re: Manaager of DEI Job Posti



Re: October 29tth Virtual Job F

Re: Recruiting Question

Re: Rocktllabs Pte Ltd is hiring fo

Surpassing HR Solutions Pvt Ltd : ARE YOU LOOKING FOR VENDORS FOR HIRING!!!

Troyeshi Gladden has copied you on New Hire Request A. Graham 61008953.

You signed: "New Hire Request - M. Parker"

Malicious File

Typ
e

SHA256 FileName

7zip 819de67e8f90de205729b02dedb290fc125f764a5f5c1aab30bd9d17c1
c108d5

Crystal Reports -
Hiperclima_QR Proposta
ORIG_ed_files-job_114728.7
z

7zip 4b747a86574bc6a6c32bdcc308916363945f752bbe48ae921d87e569b
1163021

Crystal Reports -
Hiperclima_QR Proposta
ORIG_ed_files-job_114728.7
z

cmd 3defa2f2c34e190a0cbec72659d594095f9e6eba7b01bb24a3583881ce
c9dbd8

123.pdf_/123.pdf_.cmd

doc
x

bcca25aee75b8f81804bde2ad33713f98ec5dfd43ad3f74606ba6a572f9
4b195

Tamilazhagi Resume
new.docx

exe 326ca39d736a2e1a6cd7a666bdb55d962ebd40a4e037f08f011548664
844374b

Bank slip_pdf.exe

exe 8504be162a53d4a4ee47e14bf834e99b80784b95aad86aa0baa6fe34f9
f5dd53

MV SEACON DALIAN-FINAL
HIRE.exe

exe 1ac1161060a6e0e5e56ca582e5e5609d629d7570c95ac78a30abc0580
ca415e7

audit_XINHAITONG22_1004
738_1_2023092210.exe

exe 30745ac3ac911156e713f1f52ed7587869b8e3809b5e06a5459fce08a2
d3166b

MV FORTUNE STAR V.2308
- 3rd hire
soa_20231123133401.exe

exe 79f57d4535ea2c200dae1b7ff0187e5421c0b2e8759543eb169b35ff96f
afd34

MV SEACON DALIAN-FINAL
HIRE-TO ALF.exe



exe 1b45b47a4a0ee5d5d1a50213034c4381f335c4672a88688582e417e28
d042f0a

ADNOC PROJECT.exe

exe ea2bb430b5c1ba1b78d5c6b0512437ebb5b40612bdb8e8dfd1056ae88
fe75141

REF0293990002999000290
2001111-PDF.exe

exe dc9f1a465a5f0feeb72886ba8839693b268c1126aed1f003bdc904238c
2ef1bb

2023-11 CV Forner
Eugenia.exe

exe a632c21d5762ed568cd9c3501bcad788235525e68e1c9cac7efd3b725
d60eb4a

Crystal Reports -
Hiperclima_QR Proposta
ORIG_ed_files-job_114728.e
xe

exe 698b928cca88038cf034f50c87196a9a0512c6bc46d99df6b84cd03f03
47b978

Crystal Reports -
Hiperclima_QR Proposta
ORIG_ed_files-job_114728.e
xe

exe 73c35a9c51fd81a81c6d40de61d34720bd6a2820cb1ece1dd3f481798
d64ac71

MV ATLANTIC VISION
V.2307-BALANCE HIRE
SOA-revised
_20231010135518.exe

exe 083ebd4988019f0a9d946f19c96206a799b9d5a522948b32ba3561096
ad45c93

QUOTATION FOR REPAIR
JOB.exe

exe 0af7d86df3d0c5531482a1ed4b552ee43e307298a023b2255e58c3ce53
8c81d2

REF_TANKERSSHIP-029910
0001947998239100198389
10-PDF.exe

exe d5e566c32400a7a5e90603f057f875b6f09f3a59a1d7e16feba426038d
df5696

MGL%20Wholesale%20Gro
up%20L.L.C%20Application
%20Form.xls.exe

exe 985d4bfc6dafca0c8adf516fb2be7015ea955518317d4d9568a1522702
ddd82c

refWUD3648900SHJK.pdf.e
xe

exe b1aea1add55460ecc70da63e95df2730365eb7befd99d7c7084f8dbe90
9ff4ea

RFE_Q009329300_CHARET
R_330002210335FIRMORD
ERPDF.exe

exe ab3eb849490834407657e205832591cfa3c3504ed9373bf53396015d6
2b9e549

Audit_XINHAITONG22_100
4738_1_2023092210.exe

exe 1430292819a38e1bf8f3a723532b5206e4c01755e51ca3b6914a1b43c
a7cd9d3

MGL%20Application%20for
m%20sheet.pdf.exe

exe f678e2ca7cb0849fd4d8794b9278de0ba8fefe51c56f767b1894ec56a2f
2cec4

MV SEACON DALIAN-FINAL
HIRE-TO ALF.exe



exe b960e59e160d3b049843908bcfb05c00326a252a574de70d2126ddaa8
f48a962

2023-11 CV Forner
Eugenia.exe

js f69af19d832587d1015c38d48360adf24ff9ed498d38ac66d99f82943f7
e0a89

Laboree2.js

js 52266f673b2e172966581ef37b40baa2ab6b7b1da4288c959de0571bb
51d627f

Cumk0.js

js d65d28b926196102ba8724595b3e5090119e2bcc7f940f1cc7aeb8895
4cbd3a1

Utg.js

js 5075dce20b3ca57119c3cbfbb35648a989b605fdc9f227f30178420ad4
e65717

Veniamq.js

js 41db97621e487dd833796f708ff756b379e17038096070999694e7ed4
8e7aa2d

Assumendao.js

js 348e464cd91ca49d78fa35977a6ca23ac6da05be26a73c36bc008ec72
d57f00b

Laboriosamkt.js

js e1f1a028a020701f98a2f375de6139bccedd7011e35cac81a4476efe12
7e46fd

Illo3a.js

js 51bd64a894e2aaf4098c5727894100f9f76a7914e09c7f7a3b334c4cd9
a70d62

Suntar.js

js 3c50cd800c4810b5860ebb9cd10d9ea1d7f68e7737a04ff4e5dcc2ceaa
331ca3

Teneturja.js

js 8d268483934e0a73cf1378daac839ec53da6a53e23ce2403665a5271d
561067e

Sed7z.js

js 283d587e2d0ad19c4b840f32b31a8b57b950bd3b0307b2822c554de57
83a60fb

Distinctiob.js

js bfc768d5a1a32e88ac3c8ba0339d2d40a1cc65a2acd689223dcdf9eb82
e4db3d

Dolorumhu.js

js 8461a2b86843dd57cc3b0dbd2656cb340e53aee840c486c24e2a6d7ffc
81cb0c

Exc.js

js 9f9871d37f0d8d98662a058d5775ef363d37bbf66c12076c6c31011441
ac7a26

Quoshb.js

js 3bfeacf41411453713e17689161046ba3a57b58ef04dcba6ec076daf04
a89323

Alias3.js

js b4023fc1ef631835f9fd37984fee52e85215ad6d750d1c17e3443d7aca5
7df5a

Quism.js



js eac6a6a93741dd262ea4995c587d73871ba9ec57f5810f5d6373f5ef5d
52abd7

Ducimusxj.js

js b5e8a96b812d9845bc6f975c9b64699034c080cbeef83b5f6b2101fc52
0ce9ec

Mollitia6.js

js 6bf6790d80892f13f63fb4b20933fc892ff691099084cece7b4c6c4d04b
1eddf

Possimus3t.js

js f7616023ed20756306646a9d1493f0e5247022c6810ff21d7c907e121d
5491c8

Doloremqueqh.js

js b9d1a207eafac979c5cadd64a2b497ddbe34899001a2870d94843e7e5
25d5d4d

Quidem1.js

js 013377e55591f189fec013ebd371b528af256cfdf02bc4bae2632efb6f9
0f2c1

Qui4z.js

js 4293ac2693ec8e3a0fea57529c0468f28d2ef3833657a850c58925b99b
ab7410

Et3.js

js 7b790ef083a752ff3f6f1d8233134df6df1be050fce679014570871c9fd4
eb40

Nisied.js

pdf 64d964afd68078efbdfae7c62a28bd1b895761eabfab85d5cbf4641622
3b9264

New Hire Request - M.
Parker - signed.pdf

pdf 703117d77bdaf6e4d246abbb4a3a22773bc3f789daf1e8cf4e21999657
c338c3

Gmail - Resignation
letter_.pdf

pdf 2563e535771a0bd9a89c3ab6ab9e3df8e8ccea0ff1c1db9a3ece1f6e735
40bef

Case 2023 1829 SECOND
FORM DUAL RECUSAL PR
JUDGE Graeme And VP
JUDGE SANDHU v0.9.pdf

pdf 6a11e27c65dfdb25dda50dd63a55570d1a11ebb30b15c8a2c7d8fdf536
57729b

New Hire Request -
61010049 Micro II - C.
Thompson.pdf

pdf d9420b7163beca1499dce952db4359b3ae655a7a62341aac44aab47f6
187f25d

49cc29c6-9b40-4110-8da7-
ca0e6c53d038

pdf 9aafab14c01b52e6c4b6c977031e7674cb3489e666b085ba59538ab4a
c26e010

New Hire Request A.
Graham 61008953 -
unsigned.pdf

pdf b78e5d02b5d65d6dc0882fcea14feb1f6739b9487eeb3846280e44d617
255ec4

New Hire Request
61007976 Lab Tech II - D.
Hook - unsigned.pdf



rar 9161fb68b8900999fad86b51d97fad22ad9f9c2db4c048c6d330c8f8dc
b55246

Bank slip_pdf.gz

rar dfd1853620371eeeb13dfa01987db46c134070b23c5b8e841a7fc10a06
1aa49f

MV FORTUNE STAR V.2308
- 3rd hire
soa_20231123133401.rar

rar 9d2eb5861e16e7a4dae18228b5c8ee372b30633dd222c7b6d02852c05
0d8a5b9

ADNOC PROJECT.rar

rar 3e17ad875b9d8fe9918aeb9de22e2e2a753b38eaa78070f3246631d24
11f7298

REF0293990002999000290
2001111-PDF.rar

rar bb83b993756327a77aa573eebd95c85188cb87354fdf6fc001ff2bfb89b
1e6c3

QUOTATION FOR REPAIR
JOB.rar

rar 6463aab04ae2a74820e1e6a80433267182cf58ec5a68c01dec9f31dadb
0e5476

REF_TANKERSSHIP-029910
0001947998239100198389
10-PDF.rar

rar a73b8d726b0c2e1d124ff8868957b0031164777fdc0014c5ac9a1fc6f37
bf695

RFE_Q009329300_CHARET
R_330002210335FIRMORD
ERPDF.rar

rar e215b91ab8e791d0a7a58a462f33a2ef36886b2b9d8bb211466172902f
092796

CONSEQUATURf.rev

rar e215b91ab8e791d0a7a58a462f33a2ef36886b2b9d8bb211466172902f
092796

PLACEATv.rev

rar e215b91ab8e791d0a7a58a462f33a2ef36886b2b9d8bb211466172902f
092796

SITqb.rev

rar e215b91ab8e791d0a7a58a462f33a2ef36886b2b9d8bb211466172902f
092796

Ap.rev

vbs 556a1b6f7e124c0dbff6d0defa5c475f7854a2c0cae559ca1961c9ae449
3e726

Job Description.wsf

xlsx d294983628b9dab303684f2dd2dba6394bd23b47d4dbd6e30192d50b3
445fd09

Phan Trung Hau - VN All in
One Employee Form.xlsm

zip c8b25d99a3ea0922afa70827d7bfd0dc17d68b4dd7971a936a7fae439b
3d90bc

MV SEACON DALIAN-FINAL
HIRE.zip

zip 593e124f80b1ea2d20dd1827f0f1b9baea191fd79a412b64d0532b9b9b
7bf94c

attachments.zip

zip a49525ba0e820d5685d484e24432f8267caa136f587238615cd06b553
e8a3b45

audit_XINHAITONG22_1004
738_1_2023092210.zip



zip cfd81b04b569478d2669ee4217ea8de7784afb0c0127b7dbfcbf3ac7e9
3cd919

MV SEACON DALIAN-FINAL
HIRE-TO ALF.zip

zip 64e2bbf7b8bc96c8354da7b52ed3c41552aacd7b122f389350695329b
6ca0038

2023-11 CV Forner
Eugenia.zip

zip 705da3165f2587ab5cc5bb17f74cd4b81ca8e420dddaec07b9456343fb
bca178

MV ATLANTIC VISION
V.2307-BALANCE HIRE
SOA-revised
_20231010135518.zip

zip 3b9e7036ef9f75db13ec1b7d1f24e200ed4c5e7b189dae876531b023a2
306247

Laboree2.zip

zip 721e32c44563fcce975f57506c4f08e7a1466456575cf07fa5a50a672ea
3205d

Cumk0.zip

zip fd0a3012d25530d1a86a468cc768cc6e3692ac57516d3a0addb49c11b
52f5df6

Utg.zip

zip 8bb5b50a48b22693e8b01683e7caec9aa5ed1718eed05ca4eeaade634
914ee8d

Veniamq.zip

zip 45341fdcd90428c8473c363a7f1790021b2cd07371b278f58c3122e532
2e39ce

Assumendao.zip

zip 1f7c341b8a3edae29b52ce9b54c893ea3d4a18d6c4e7166bd5f390a393
66ed9e

Laboriosamkt.zip


