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Introduction
The Drive Encryption Essentials course from Education Services 
provides attendees with interactive training on the design, setup, 
configuration, and management of encryption software. In addition, 
students will understand how to effectively implement the software in a 
complex enterprise.

Course Goals 

• Analyze the impact of Drive Encryption on a security environment.

• Install Drive Encryption.

• Analyze an environment for installation blockers.

• Configure policies and deploy using the Trellix Agent.

• Evaluate the requirement to protect against cold boot attacks 
using Drive Encryption.
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• Analyze the impact of policy changes in a Drive Encryption 
environment.

• Perform various methods of user self-recovery.

• Perform basic troubleshooting of Drive Encryption. 
 

Agenda At A Glance 
2 hours

This course has the following modules. Each module is a combination of 
instructional material, videos, and links. Please complete each module. 
Also refer to all the documentation of this product. (Installation Guide and 
Product Guide from Product Documentation Portal).

• Course Introduction

• Product Overview

• Installation

• Configuration

• Product Management

• Recovery

• Troubleshooting

• Summary

Audience 

Security management 
professionals responsible 
for the deployment and/or 
management of the products. 
System and network 
administrators, security 
personnel, auditors, and/or 
consultants concerned with 
network and system security 
should take this eLearning.

Recommended 
Pre-Work 

It is recommended that 
students review the 
Drive Encryption Product 
Documentation. This training 
is intended to supplement 
the documentation and not 
replace it.


