
Trellix Drive Encryption Essentials Course 
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Highlights

Duration

4-hours 

Audience

Security management professionals 
responsible for the deployment  
and/or management of the products. 
System and network administrators, 
security personnel, auditors, and/or 
consultants concerned with network 
and system security should take  
this eLearning.

 
Recommended Pre-Work

It is recommended that students 
have a working knowledge of 
Microsoft Windows administration, 
system administration concepts, a 
basic understanding of computer 
security concepts, and a general 
understanding of internet services. 
It is also necessary to have prior 
experience using Windows CLI 
commands and Trellix ePolicy 
Orchestrator. 

Learn More

To order, or for further information, 
please email  SecurityEducation@
trellix.com

The Drive Encryption Essentials course from Education Services  
provides attendees with interactive training on the design, setup, 
configuration, and management of encryption software. In addition, 
students will understand how to effectively implement the software in  
a complex enterprise.

Learning Objectives

	� Analyze the impact of Drive Encryption on a security environment.

	� Install Drive Encryption

	� Analyze an Environment for Installation Blockers

	� Configure policies and deploy Drive Encryption software using Trellix Agent

	� Evaluate the requirement to protect against cold boot attacks using 
Drive Encryption

	� Perform Recovery with Drive Encryption 

Agenda at a Glance

	� Module 1: Course Introduction Install Drive Encryption

	� Module 2: Product Overview

	� Module 3: Installation

	� Module 4: Configuration

	� Module 5: Product Management

	� Module 6: Recovery

	� Module 7: DETech Tool

	� Module 8: Troubleshooting

	� Module 9: Summary

Visit Trellix.com to learn more.

About Trellix

Trellix is a global company redefining the future of cybersecurity and soulful work. The company’s open and native extended detection and 
response (XDR) platform helps organizations confronted by today’s most advanced threats gain confidence in the protection and resilience 
of their operations. Trellix, along with an extensive partner ecosystem, accelerates technology innovation through machine learning and 
automation to empower over 40,000 business and government customers with living security. More at https://trellix.com.
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