Indicators of Compromise (I0Cs) for QakBot JS Campaign

by Trellix Advanced Research Center

URLs Linked to QakBot

hxxps://castelanbusiness.com/mmio/?621701
hxxps://book4noon.com/rodp/?886796
hxxps://ambarinfinity.com/ti/?776696
hxxps://urbanfreshgrocers.com/hnm/?650896
hxxps://techcorpsolar.com/hiio/?540796
hxxps://adttowing.com/uups/?354696
hxxps://kasilassports.com/osoe/?101796
hxxps://sauangodoy.com/em/?496696
hxxps://nagashishclinic.com/upt/?660896
hxxps://rstransbrokerage.com/asms/?001696
hxxps://incoglobalm.com/erme/?919796
hxxps://professionalaccountantsgroup.com/qad/?
649796

hxxps://zenxglobal.com/qtu/?173796
hxxps://homhugs.com/uau/?747696
hxxps://casa-forte.it/rrf/?062796
hxxps://capstonee.com/iu/?595696
hxxps://welnez.org/ui/?594696
hxxps://yangstory.com/si/?938796
hxxps://opencartturkey.com/omat/?767696
hxxps://reviewnight.com/pii/?357696
hxxps://kenobs.org/tu/?637796
hxxps://clifton-computers.net/Im/?795007
hxxps://xboxvicio.com/su/?509996
hxxps://hostraha.com/ql/?959996
hxxps://sawatours.com/uoid/?603007
hxxps://yourhealhealth.com/aluq/?485007
hxxps://globalboardadvisors.com/emi/?099996
hxxps://nesport.com/raue/?545007
hxxps://fahmy-group.com/au/?436007
hxxps://abbaruna.com/auo/?067996
hxxps://ankitashrivastava.com/Isem/?872996
hxxps://allformasti.com/iene/?046996
hxxps://scalega.com/assm/?176007
hxxps://incoglobalm.com/erme/?714007
hxxps://api.irs.org.in/ptua/?435007
hxxps://bahrainplumbing.com/iudq/?768996
hxxps://mymsa-eg.com/us/?455007
hxxps://chielslawfirm.com/sroa/?073996
hxxps://hgldu.com/da/?456007
hxxps://goromgorom.com/be/?846007
hxxps://athens4d.com/ete/?236007
hxxps://pulsarcircuits.com/qus/?810007
hxxps://sauangodoy.com/em/?779796

hxxps://darkessence.lk/st/?0859572
hxxps://desentupidorafloripa.com.br/ma/?5128572
hxxps://evitamin.com.pk/qn/?7078572
hxxps://eurolact.ro/eo/?2587572
hxxps://chiety.com.co/elra/?4149572
hxxps://adecoco.us/it/?8379572
hxxps://radioproyeccion.cl/ettu/?0809572
hxxps://caper.my.id/na/?0718572
hxxps://singapore-estate.biz/su/?5618762
hxxps://electriuniverselle.ma/lidr/?2120672
hxxps://radarsf.com.br/qx/?8748762
hxxps://faisalkabir.me/ur/?1531672

hxxps://sindicato2tvn.cl/otai/?4368862
hxxps://hip.co.th/oimu/?6800672
hxxps://blissvillegurgaon.com/anot/?4338762
hxxps://radarsf.com.br/qx/?5748762
hxxps://photoin.click/daa/?8588572
hxxps://mdea.gob.pe/lIsui/?5380672
hxxps://airterjuntpb77.lol/ms/?0220672
hxxps://saroor.shop/eevi/?6048762
hxxps://berkeley.edu.eu/ius/?3850672
hxxps://blogdosalao.com.br/dme/?8101672
hxxps://thelanguages.club/uai/?5100672
hxxps://minhazurrahmanbijoy.com/tne/?6087572
hxxps://leonexpress.ca/lotd/?4060672
hxxps://faisalkabir.me/ur/?9369572
hxxps://orangebrands.co.tz/im/?0067572
hxxps://institutoys.com.br/ra/?7056572
hxxps://punointerior.com/ec/?7178572
hxxps://alhoja.net/oe/?7498762
hxxps://pgsoftpb77.website/au/?9687572
hxxps://sandblaster.com.mx/uet/?4150672
hxxps://tpbmantaplah.store/Is/?1832772
hxxps://svnkarimganj.ac.in/tiee/?2832772
hxxps://thetania.site/qaiu/?5532772
hxxps://gallopadvisors.com/sttr/?4432772
hxxps://voosexecutivos.xyz/vs/?5134772
hxxps://crafttech.co/la/?7594772
hxxps://ccab.ro/tsui/?7806772
hxxps://tmportal.rcm.edu.ng/euv/?9925772
hxxps://employeejunction.tech/ul/?8544772
hxxps://munisantamaria.gob.pe/Itla/?0404772
hxxps://worldsports24.xyz/dtei/?1105772



hxxps://smmglory.com/tu/?592007
hxxps://roxtermoto.com/rl/?832007
hxxps://foodssl.com/uai/?837996
hxxps://ayyappatemplerohini.com/dd/?053007
hxxps://bomberosibarra.com/ios/?421007
hxxps://liceoparroquial.org/si/?453007
hxxps://carefreshness.com/isae/?040007
hxxps://foodssl.com/uai/?942007
hxxps://fahmy-group.com/au/?491007
hxxps://professionalaccountantsgroup.com/qad/?
858996
hxxps://alhindmetal.com/irao/?026007
hxxps://fernandinapm.com/amiu/?329796
hxxps://thulasipharmacy.com/unu/?028996
hxxps://hydronomicsgh.com/eut/?081007
hxxps://sdsolutionseg.com/uaue/?184007
hxxps://ikidobrand.com/iuit/?500796
hxxps://media.ebby.com/iabs/?0633651
hxxps://media.ebby.com/iabs/?0728100
hxxp://media.ebby.com/iabs/?0564093
hxxps://nidokenya.org/anlu/?323007
hxxps://gawahweekly.com/gps/?094677
hxxps://detergent-jo.com/quo/?869677
hxxps://marvsafarisug.com/de/?173777
hxxps://samasugroup.com/vots/?627677
hxxps://xboxvicio.com/mt/?478677
hxxps://alhindmetal.com/xe/?199777
hxxps://datastatresearch.org/re/?588677
hxxps://allpinless.com/us/?881777
hxxps://drsalam.net/apsp/?267677
hxxps://visioni2c.com/tv/?286677
hxxps://dewanpolycaps.com/eq/?875677
hxxps://ortopediawong.com/al/?631777
hxxps://maxxuselanza.com/pi/?268677
hxxps://agenciailever.com/uetr/?487777
hxxps://onlinefreechatrooms.com/ronu/?612777
hxxps://lahotte.net/pl/?725777
hxxps://worldtravel-trip.com/nu/?984677
hxxps://silvermaidsdubai.com/Itis/?019677
hxxps://layalinatent.com/It/?372777
hxxps://royaleagletravel.com/un/?408677
hxxps://maazthadal.com/si/?350877
hxxps://aojelectrical.com/quii/?990877
hxxps://dristiindia.com/su/?321877
hxxps://detergent-jo.com/quo/?637777
hxxps://bellstowingandrecovery.com/me/?321877
hxxps://veerayatan.org/utl/?070877
hxxps://attractionsinuganda.com/ai/?618777
hxxps://zamzamtradingbd.com/qr/?683777
hxxps://woodtechsolution.com/qi/?882777

hxxps://savenauto.pt/tmq/?3284772
hxxps://thelanguages.club/uai/?0252772
hxxps://cycloaguas.com.br/ni/?1275772
hxxps://contradominismo.com.br/tiuh/?7383772
hxxps://mastionline.in/li/?6253772
hxxps://guiamodshacker.xyz/ntag/?5972772
hxxps://khoahoctunhien.vn/au/?8203772
hxxps://perkalianpecah77.website/rimo/?0192772
hxxps://funnylab.com.br/hee/?5203772
hxxps://grupoac.mx/nurn/?5525772

hxxps://ccitp.edu.pe/sdie/?8974772
hxxps://palasan.ro/uee/?5225772
hxxps://bfic.academy/noo/?1745772
hxxps://yourgoal.pl/eu/?4736772
hxxps://minhazurrahmanbijoy.com/tne/?0618772
hxxps://lokhandwalaminerva.co.in/exua/?3059772
hxxps://chambira.store/uo/?1758772
hxxps://groupe2.site/ah/?7697772
hxxps://wondercraft.co/aei/?1438772
hxxps://rebelsneakers.shop/cuo/?1848772
hxxps://nahid.info/ol/?0378772
hxxps://crimevartha.in/aep/?6308772
hxxps://marvens.in/su/?3128772
hxxps://jasmin.co.th/vot/?7498772
hxxps://haleportostudio.ro/ab/?8938772
hxxps://ansaf.or.tz/eneo/?1149772
hxxps://crafttech.co/la/?4028772
hxxps://sumeetgroup.com/eeuc/?0859772
hxxps://thewebcam.show/natt/?9939772
hxxps://highpana.co.za/uq/?5187772
hxxps://mexicoautomatico.mx/oa/?6048772
hxxps://qngnode.cc/cisp/?0518772
hxxps://stareheboyscentre.ac.ke/mc/?3118772
hxxps://oxyhealth.com.sa/pd/?6018772
hxxps://sohaibr.group/ofed/?0088772
hxxps://cymproinsac.com.pe/uits/?3636862
hxxps://indianrobostore.com/ou/?8609772
hxxps://denpasa.com.br/It/?7776772
hxxps://awaisahmadtech.com/oetn/?7078772
hxxps://stareheboyscentre.ac.ke/mc/?1498772
hxxps://gargtec.com.br/erms/?5685772
hxxps://handywaycargo.com.ar/uir/?1859772
hxxps://penoasfalto.com.br/pavt/?6168772
hxxps://nbnliving.com.mx/iet/?8748772
hxxps://affilisites.info/teau/?8315772
hxxps://codigojuridico.com.br/rs/?7859772
hxxps://isac.net.in/htc/?8488772
hxxps://sanluisbeltran.edu.co/tuoe/?2659772
hxxps://fundacionpuertoseguro.ar/soim/?1119772



hxxps://media.ebby.com/iabs/?0646265
hxxps://edubrovnik.org/duqi/?579677
hxxps://zankgroup.fr/ev/?832777
hxxps://bismihomeappliance.com/tvug/?540777
hxxps://fukutex.net/tle/?511877
hxxps://szquman.com/aod/?066777
hxxps://micro-it.co.uk/saas/?210777
hxxps://hurghada-fs.com/txm/?129777
hxxps://softsols.net/ao/?550777
hxxps://nesral3roba.com/iua/?575777
hxxps://hilltrusttopfoundation.org/slsm/?342777
hxxps://barakatpharmacy.com/ioe/?517777
hxxps://farmacomdemexico.com/rsre/?568677
hxxps://saharascientific.com/tnse/?501677
hxxps://onlinefreechatrooms.com/ronu/?960677
hxxps://tasvir.co.uk/qiu/?807768
hxxps://questmedicalimaging.com/nme/?618768
hxxps://newalbaheth.com/nves/?057768
hxxps://illuminatinwototheworld.org/elv/?538768
hxxps://ma4salebyowner.com/rcdn/?450868
hxxps://conceptacademia.org/ut/?159768
hxxps://rahmatanik.com/iis/?458768
hxxps://mintmovesllc.com/arem/?648768
hxxps://anxietyonaplate.com/ut/?089768
hxxps://mbhadvisory.com/im/?478768
hxxps://stockingsandhighheels4u.com/ripi/?5008
68

hxxps://forexjoustar.com/gaf/?870868
hxxps://motivationmafia.net/getu/?548768
hxxps://ohio-513-solar.com/teu/?177768
hxxps://songmartmalaysia.com/uet/?447768
hxxps://kandnsrecipecenter.com/et/?620868
hxxps://mount-fields.com/ele/?279768
hxxps://midaspire.org/ss/?566768
hxxps://midaspire.org/ucoc/?748768
hxxps://valuewholesellers.co.uk/taud/?128768
hxxps://earningmoneyonlinetoday.com/ia/?63107
8

hxxps://launchfxm.com/eein/?869968
hxxps://parasoltech.net/el/?750078
hxxps://g-economy.com/pa/?535078
hxxps://earningmoneyonlinetoday.com/ia/?85017
8

hxxps://shilhaandara.com/psn/?269078
hxxps://wzappstech.com/iioq/?782078
hxxps://seedsivf.com/iii/?627078
hxxps://ukecpakistan.com/esin/?281868
hxxps://newbeginningsshc.com/un/?505968
hxxps://riseteducation.com/er/?478078
hxxps://ladiesonlytravel.com/as/?147968

hxxps://okbcoy.com.ng/irul/?9315772
hxxps://simcomm.com/sr/?1909772
hxxps://opticaskairoz.com.mx/sei/?6565772
hxxps://jobportal.tiv.vic.edu.au/qse/?1698772
hxxps://synapseconsulting.be/eu/?5748772
hxxps://iscool.com.br/et/?9226772
hxxps://jacksonkatz.com/roee/?0188772
hxxps://nppnguyenduc.com/uiq/?8016772
hxxps://sandblaster.com.mx/uet/?1828772
hxxps://growshome.com/sdrn/?1308772
hxxps://learntor.ng/Im/?2454772
hxxps://francomontoro.com.br/itnb/?9244772
hxxps://securitycamhelpline.us/tru/?7826772
hxxps://ambienesraices.com.mx/st/?0337762
hxxps://hotel88alam.site/edar/?5048772
hxxps://inmobiliariaexhibimex.mx/or/?4588772
hxxps://artscape.co.in/aqus/?1968772
hxxps://hdtvplay.xyz/lv/?1085862
hxxps://advilla.co/odeo/?6605772
hxxps://hotel88alam.site/edar/?1263772
hxxps://maher-bucatariearabeasca.ro/xmol/?6663772
hxxps://topmedical.com.ec/oite/?8328772
hxxps://jasmin.co.th/vot/?0484772
hxxps://ppets.co.za/rra/?1918572
hxxps://institutoys.com.br/ra/?4218772
hxxps://ormschool.com/oe/?9662772

hxxps://chaparral.com.mx/ta/?5474772
hxxps://nbstone.co.kr/eniq/?7387772
hxxps://handywaycargo.com.ar/uir/?2168772
hxxps://theartofdentistry.ca/aimq/?2244772
hxxps://machidafightfit.com.br/pnai/?0197772
hxxps://hyundai.co.zw/nti/?7939572
hxxps://afes.edu.pk/ae/?1764772
hxxps://chiomadigitalagency.com.ng/rlim/?9183772
hxxp://com.ng/tq/?1
hxxps://crazystory.xyz/rdiu/?4794772

hxxps://medicalsoft.mx/aigs/?3978772
hxxps://inmobiliariaexhibemex.mx/utut/?9727572
hxxps://vishwahindu.edu.np/tequ/?3376572
hxxps://lukukenya.co.ke/teie/?9016572

hxxps://chiety.com.co/elra/?6286572
hxxps://homecrate.sg/ou/?1666572
hxxps://eurolact.ro/eo/?7436572
hxxps://fabricadeinfluencers.com.br/mn/?5177572
hxxps://syloam.eu/tuit/?9256572
hxxps://homecrate.sg/ou/?7766572
hxxps://fernandofaria.eng.br/or/?8226572



hxxps://zins-vergleich.net/smon/?468078
hxxps://mfmmegailorin.org/al/?461078
hxxps://stacksmind.com/aui/?134968
hxxps://anxietyonaplate.com/om/?396078
hxxps://alajwd.com/cu/?485078
hxxps://tudien.org.vn/esdn/?931078
hxxps://zins-vergleich.net/smon/?875968
hxxps://srivarispices.com/dqo/?058078
hxxps://sciforschenonline.org/ent/?412278
hxxps://poashoppersug.com/aeun/?366178
hxxps://pipclass.com/sa/?461278
hxxps://emmanuelgroup.org/dseq/?466178
hxxps://kenlinkinstitute.com/ae/?218178
hxxps://anxietyonaplate.com/ut/?293278
hxxps://alzheimerencasa.org/mruu/?666278
hxxps://itemregistry.co.uk/ipst/?277178
hxxps://commandoforex.com/ce/?057078
hxxps://prismaiq.com/eaut/?365078
hxxps://osam.org.ar/uea/?510278
hxxps://drtopeade.com/bo/?213278
hxxps://meridianseedsgh.com/nmue/?912278
hxxps://itacr.com/mo/?569178
hxxps://maranathahospital.com/meae/?209178
hxxps://mitedigital.com/munu/?696178
hxxps://tazamaholidays.com/ms/?172078
hxxps://girlandcars.com/utq/?224278
hxxps://ampkrafts.com/na/?688178
hxxps://poashoppersug.com/aeun/?528178
hxxps://perchstoneandgraeys.com/iq/?708778
hxxps://jupeganshop.com/ag/?361678
hxxps://thearabicmoallema.com/cusi/?768778
hxxps://jacksonkatz.com/iqda/?644578
hxxps://sumasuk.com/fe/?660878
hxxps://worlddigitalnetwork.com/op/?383678
hxxps://delwangatar.com/sp/?580678
hxxps://nontonwordcup.com/iii/?418778
hxxps://kcac.org.au/ce/?176578
hxxps://guidemyjob.com/esi/?205778
hxxps://natatourism.com/txnu/?934778
hxxps://armieaccessori.com/un/?759778
hxxps://abhyasana.com/noo/?613778
hxxps://leadsglobalsolutions.com/idui/?300778
hxxps://allsimpackages.com/te/?188678
hxxps://abhyasana.com/noo/?200878
hxxps://thenerdshub.com/It/?427578
hxxps://newbeginningsshc.com/etu/?680878
hxxps://jbsacademy.com/ruai/?420778
hxxps://jbsacademy.com/ruai/?318778
hxxps://pritammahapatra.com/aa/?848678
hxxps://noor786110.com/ta/?178578

hxxps://emerconotec.cl/so/?6246572
hxxps://thewebcam.show/natt/?9776572
hxxps://tpbspaceman.store/aul/?5606572
hxxps://awaisahmadtech.com/oetn/?0366572
hxxps://zoomtvak.live/ss/?5947572
hxxps://qngnode.cc/cisp/?2476572
hxxps://minhazurrahmanbijoy.com/tne/?3466572
hxxps://lotusint.xyz/nsn/?1126572
hxxps://apkvisions.com/nimn/?3296772
hxxps://dinindustries.com/mtu/?6795572
hxxps://fashioneverywhere.pe/tbq/?3467572
hxxps://nurad-x.com/cii/?9540582
hxxps://revistas.upp.edu.pe/asui/?1888482
hxxps://inmobiliariaexhibemex.mx/uia/?0370582
hxxps://pastipuastopan77.website/ox/?6880582
hxxps://sppu.com.br/oien/?3921582
hxxps://brandskhabar.in/mn/?4140582
hxxps://cinematalkies.in/emn/?0711582
hxxps://whatmobile.online/atui/?0698482
hxxps://lamaratourism.com/utoe/?1980582
hxxps://eac.mx/tct/?8901582
hxxps://synapseconsulting.be/iu/?9050582
hxxps://alirastreamento.com.br/oe/?4010582
hxxps://qualityservices.store/oit/?5720582
hxxps://ystramconsulting.com/Ip/?3000582
hxxps://krayflex.com/nei/?7090582
hxxps://rafa.co.th/tlaq/?5060582
hxxps://wonderip.co.in/eeu/?8340582
hxxps://wonderip.co.in/eeu/?6241582
hxxps://mabdurrazzaque.me/olus/?9509482
hxxps://sirinatureroost.com/eie/?6760582
hxxps://hotelcreta.mx/euu/?2251582
hxxps://compactoftherepublic.com/dait/?2191582
hxxps://unimasterpro.com.br/ea/?6591582
hxxps://cinematalkies.in/femn/?3189482
hxxps://berown.in/tp/?6771582
hxxps://tpb77baikhati.website/rgtu/?5110582
hxxps://photocarioca.com.br/uqcp/?0769482
hxxps://darcepel.com.br/oiso/?2412582
hxxps://nayomi.website/am/?3402582
hxxps://treskaro.com/maqga/?8322582
hxxps://foodanddesire.com.au/sn/?5851582
hxxps://penoasfalto.com.br/ttue/?6191582
hxxps://olivinaazul.com.br/mt/?4500582
hxxps://ectunnelvpn.me/in/?9361582
hxxps://valladolid.edu.mx/ueem/?2381582
hxxps://nrbexpresstourstravels.in/dh/?8599482
hxxps://quickdrayage.com/luid/?0099482
hxxps://floridaimporta.com.ar/ner/?6289482
hxxps://xpressbd.com/smi/?2899482



hxxps://tudien.org.vn/qgsi/?869578
hxxps://goromgorom.com/asee/?374678
hxxps://kcac.org.au/ce/?646578
hxxps://book4noon.com/tt/?094678
hxxps://simcomm.com/tued/?116678
hxxps://7colors.design/qr/?100878
hxxps://yarrowenterprise.com/av/?941678
hxxps://savenainn.com/qgaui/?169578
hxxps://digitallnet.net/eaxm/?600878
hxxps://sciforschenonline.org/cvm/?067678
hxxps://professionaladda.com/ilmg/?063778
hxxps://pipclass.com/sa/?935078
hxxps://saharascientific.com/bu/?639578
hxxps://jacksonkatz.com/iqgda/?509578
hxxps://leadsglobalsolutions.com/idui/?678578
hxxps://poshcutz.com/me/?833778
hxxps://khaledmo.com/vu/?965778
hxxps://restapiproject.com/petf/?437578
hxxps://indumever.com/unts/?344968
hxxps://kamderas.com/uutt/?255078
hxxps://mandastowing.com/tarb/?333078
hxxps://tazamaholidays.com/re/?665078
hxxps://theheadsoccerunblocked.com/tdu/?0711
78
hxxps://snohomishparks.org/edmi/?762078
hxxps://idscannershop.com/su/?344078
hxxps://toplitoral.com/paea/?721778
hxxps://sciforschenonline.org/ent/?062868
hxxps://worksint.com/tlu/?627178
hxxps://tasvir.co.uk/ni/?701178
hxxps://sideffectslv.com/vi/?948768
hxxps://chiomastech.com/oe/?944868
hxxps://allsimpackages.com/nnia/?178968
hxxps://techviralo.com/nueq/?245696
hxxps://themarylandbusinessnewspaper.com/teo/
471278

hxxps://sumasuk.com/tc/?113868
hxxps://testsieger-online.com/na/?362868
hxxps://abroad9.com/dt/?420178
hxxps://kaldiscoffeeethiopia.com/rn/?333868
hxxps://kenlinkinstitute.com/upm/?192078
hxxps://nutricionyfit.com/rt/?699768
hxxps://tasvir.co.uk/nmmc/?535868
hxxps://drzak.uk/iis/?964868
hxxps://samiser.com/ovti/?566081
hxxps://media.ebby.com/iabs/?0748974
hxxps://biocoreopen.org/caai/?289768
hxxps://bitakhoshnood.com/sri/?441178
hxxps://theconversationconference.com/nui/?451
796

hxxps://powertalk.com.ng/auqi/?1900582
hxxps://books.ttc.edu.sg/oe/?1495582
hxxps://omax.com.pk/em/?3797582
hxxps://jornaldoplanalto.com.br/tu/?8056582
hxxps://infocamaras.com.ar/ai/?5166582
hxxps://tn-idntt.ch/pi/?8295582
hxxps://fundacionpuertoseguro.ar/iu/?9476582
hxxps://karawitacc.lk/idvt/?7556582
hxxps://awaisahmadtech.com/oies/?8876582
hxxps://na-mdlaloseinc.co.za/aaie/?0736582
hxxps://bytecom.group/giei/?7497582
hxxps://portmapp.com/dbil/?7087582
hxxps://ccjsobral.com.br/it/?1157582
hxxps://audit.njc.gov.ng/id/?1737582
hxxps://jsmg.in/qrti/?7066582
hxxps://nutmegvalley.in/ltu/?1637582
hxxps://topan77beast.lol/io/?8926582
hxxps://rcmportal.rcm.edu.ng/rir/?8285582
hxxps://porwal.in/uoa/?7326582
hxxps://xltrading.ai/oame/?3057582
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