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Survey Details
QUANTITATIVE WEB-BASED SURVEY
• N=376 qualified completes

• North America (US and Canada)
• Field dates: 4/4/2022 – 4/15/2022

SURVEY RESPONDENTS
• IT and security professionals involved with cybersecurity 

technology and processes.
• Employed at organizations with 100 or more employees
• Midmarket (500 to 999 employees, 16%)
• Enterprise (1,000 or more employees, 84%)

• Multiple industry verticals including financial, manufacturing, 
business services, retail/wholesale, technology, among others

• Complete demographics included at end of presentation

Examine the people, processes, and 
technology supporting the 
modernization of security operations.

Research Objectives

Identify key value points, required metrics 
to back up those value points, and what’s 
expected from both products and 
managed services for XDR and SOC 
modernization.

Explore strategies used to automate triage, 
speed investigations, and help 
organizations find unknown threats.

Determine current perception and role of 
XDR as a component of security operations 
modernization efforts.
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Data Exclusivity Information

• All of the ESG clients that sponsored this research received the data on May 25, 2022 and will have 
exclusive access to the data for 90 days from this date. As such, the sponsor exclusivity period will end on 
August 26, 2022.
• For the first 30 days, (May 25-June 24) the data will be under embargo while ESG schedules final 

results presentations with all sponsors. Sponsors can start using the data publicly on June 25, 2022.

• During this sponsor exclusivity period, only clients that sponsored this research can use/promote data 
points publicly. We do ask that you abide by ESG’s research usage rights and citation policy, which can be 
found at the following link for your reference. If you do decide to use data points in content you create, we 
also request that no more than 5 data points be used per asset. After the exclusivity period is up, ESG will 
then start to write about and promote the findings through blog posts, reports/briefs, infographics, and 
other syndicated content.

Content and Deliverables
• ESG will deliver an eBook highlighting key findings by June 24
• ESG will create a library of instagraphics for sponsors to choose from and share by June 24

A Few Housekeeping Items 

https://www.esg-global.com/esg-content-usage-rights
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THE USE OF MDR IS MAINSTREAM AND 
EXPANDING.

While use cases vary, MDR services are 
widely adopted across organizations 

of all sizes and maturity.

Despite massive amount of security 
data in use, more is desired, as is 

better detection rules.

However, many are still figuring 
out how and where to apply it to 

gain value..

While much confusion exists about what 
XDR is, investment in support of 

advanced threat detection is significant.

While implementation strategies 
vary, automation investments 

are paying off for most. 

SOC MODERNIZATION: 5 KEY TRENDS

Double click the icon, then choose “Change Graphic” > “From Icons” in the drop-down menu located in the top left panel of ribbon.

MORE DATA AND BETTER DETECTION 
RULES ARE STILL DESIRED.

MITRE ATT&CK FRAMEWORK IS 
PROVING VALUABLE FOR MOST.

XDR MOMENTUM CONTINUES TO 
BUILD.

SECOPS PROCESS AUTOMATION 
INVESTMENTS ARE PROVING VALUABLE.
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More Than Half Think SecOps is More Difficult Today vs. Two Years Ago

5 Reasons Why
1. Growing attack surface
2. Threat landscape
3. More cloud usage
4. A growing number of security tools
5. Firefighting leaves no time to improve the program

The Expanding Attack Surface Creates More Challenges
1. More Vulnerabilities to Manage
2. Current Tools are Failing to Support Expanding Attack Surface
3. Modern Applications Development and Deployment has Increase 

Velocity Requiring New Skills
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A Look at Current SOC Maturity

• Over 70% have 4+ years of SOC experience

• Most rely on traditional SOC metrics: MTTD/MTTR

• Operating models vary (tiered, aligned to threat vectors, common queue)

• Despite skills shortages, ¾ say they are happy with current staffing, yet many 
still report gaps “after hours”

• Many report acute skills issues in support of AppSec

• Expert skills are also in demand, and many are turning to MDR services to fill 
gaps
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Trend 1: 
More Data and Better 
Detection Rules Are 
Still Desired

© 2022 TechTarget, Inc. All Rights Reserved.

Modernizing Security 
Operations: 5 Key Trends
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Question text: Approximately how many different data sources does your organization use for security operations (i.e., to monitor security across hybrid IT, for security analytics, etc.)? 
(Percent of respondents, N=376)

Despite Multiple SecOps Sources, More Are Still Desired
80% use more than 10 data sources 

3%

17%

50%

23%

7% 0%

Fewer than 5 5 to 10 11 to 15 16 to 20 21 to 25 More than 25
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Despite the Move to XDR, 
Endpoint Data Is Still 
Most Valued

As always, threat intel is also a top 
priority. Why are container logs so 
low? Ephemeral? 

Question text:
Of all the data sources your organization uses for security analytics/operations, which would you say are the most important 
for security operations (i.e., monitoring, analytics, etc.)? (Percent of respondents, N=376, three responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

5%

9%

10%

11%

11%

12%

13%

13%

13%

14%

15%

15%

16%

17%

18%

18%

20%

20%

21%

24%

Container logs

DNS/DHCP logs

Networking device logs

Active Directory or other LDAP directory logs

Email security data

Asset management tools

Operating system/server logs

Vulnerability management systems or scanners

Network packet capture data

Public cloud logs and/or cloud network taps

Log data from identity and access management systems

Identity data logs

Web security data

SaaS security posture management systems

Malware sandbox

NetFlow and/or IPFIX data, and/or VPC flow logs

Cloud security posture management systems

Log data from security devices

Threat intelligence feeds

Endpoint security data
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Question text: How important is it for your organization’s threat detection technologies to support the ability to develop custom rules and/or custom machine learning models? (Percent of respondents, N=376)

Custom Detection Rules Are Important for Most 

58%

39%

2%

Very important, we won’t use threat 
detection technologies that don’t offer this 

support

Somewhat important, we prefer threat 
detection technologies that offer this 

support but will consider those that don’t

Not very important, we consider it a feature
that is nice to have
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Question text: When it comes to threat detection rules, which of the following best describes your organization’s approach? (Percent of respondents, N=376)

Despite OOTB Detection Rules, Most Invest Further in Custom 
Detection Rules Engineering

48%
43%

9%
1%

My organization develops a
significant number of custom

rules to supplement the
detection rules provided by

vendors

My organization develops
some custom rules to

supplement the detection
rules provided by vendors

My organization may develop a
small number of customer
detection rules but mainly
relies on those provided by

vendors

My organization does not
develop any custom detection
rules and completely relies on

those provided by vendors
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Standards and 
Frameworks Are Having 
an Impact

Question text:
Which of the following does your organization use as part of its threat detection program? (Percent of 
respondents, N=376, multiple responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

20%

25%

25%

27%

28%

30%

37%

41%

43%

SNORT

Bro/Zeek

Suricata

Yara rules

Kestrel rules

STIX/TAXII

Security Onion

MITRE ATT&CK

Sigma rules
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Trend 2:
SecOps Process 
Automation Investments 
Are Proving Valuable

© 2022 TechTarget, Inc. All Rights Reserved.

Modernizing Security 
Operations: 5 Key Trends
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Question text: Is your organization actively automating security operations processes? 
(Percent of respondents, N=376)

Most Have Already Invested in SOC Automation
While strategies vary, 90% are investing

Question text: What was your organization’s primary objective for automating its 
security operations processes? (Percent of respondents, N=338)

46%
44%

8%
1% 1%

Yes, extensively Yes, to a
limited extent

No, but we
plan to over

the next 12-24
months

No, but we are
interested in

doing so
sometime in

the future

No, and we
have no plans
for or interest

in doing so

20%
19%

16%
15%

14% 14%

1%

Improving
mean time to

respond

Improving
threat

detection
using

playbooks

Improving
staffing

throughput

Escalating
critical issues

faster

Improving
incident

prioritization

Isolating
infected

assets faster

Don’t know
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Automation Investments 
Are Proving Valuable

Question text:
How have your organization’s security operations improved as a result of automating 
processes? (Percent of respondents, N=338, multiple responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

38%

43%

44%

44%

49%

51%

Improved staffing throughput

Faster escalation of critical issues

More quickly isolated infected assets

Improved incident prioritization

Improved mean time to respond

Improved threat detection using playbooks
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Challenges Still Exist for 
Many

Current automation required 
ongoing engineering skills to 
maintain, yet 1/3+ lack skills.

Question text: Which of the following factors represents the biggest impediment to security operations process automation? 
(Percent of respondents, N=338)

Software development skills: 
Our security operations team 

doesn’t have the programming 
skills to develop 

runbooks/workflows, 39%

Process immaturity: Our security 
operations processes are relatively 

immature so we would really have to 
reengineer them before proceeding to 

process automation, 21%

Time: The security team doesn’t 
have ample time to work on 

process automation, 16%

Tools: Our organization doesn't 
have technologies like SOAR 
needed for security process 

automation, 16%

No impediments, 8%
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Half Leverage Process 
Automation within 
Existing Tools

1/3+ leverage commercial SOAR. 

What’s the glue between?

Question text:
Which of the following technologies does your organization currently use to automate security 
operations processes? (Percent of respondents, N=338, multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

27%

27%

29%

30%

31%

33%

37%

39%

53%

Incident response platform

Homegrown software or scripts

We use generic workflow automation tools

Our IT operations ticketing system

Open source security orchestration, automation,
and response technology

Our IT operations case management system

Commercial security orchestration, automation,
and response technology

A workplace communication system

Security operations process automation
functionality within another technology



© 2022 TechTarget, Inc. All Rights Reserved.

18

Many SOAR Use Cases 
Supported

Question text:
For which of the following activities does your organization use its SOAR? (Percent of respondents, N=187, 
multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

20%

23%

24%

26%

27%

30%

33%

34%

34%

35%

36%

43%

47%

As our central platform for scripting

Threat hunting

As our primary security operations workspace/interface

Vulnerability management

SSL certificate management

Security operations ticketing system

Alert enrichment

Orchestrating actions across heterogeneous security controls

Incident response/automated remediation

To help unify security and IT operations activities

General process automation

Security operations case management

Security investigations
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Question text: Please indicate your level agreement with each of the following statements regarding your organization’s SOAR implementation. (Percent of respondents, N=187)

Most Are Generally Positive, but SOAR Challenges Exist

36%

39%

42%

45%

45%

49%

49%

50%

50%

52%

44%

53%

40%

45%

45%

41%

44%

29%

43%

35%

10%

7%

12%

8%

9%

8%

7%

7%

6%

13%

7%

1%

5%

1%

1%

2%

9%

1%

3%

1%

1%

1%

5%

Using a SOAR tool is more complex and time consuming than we anticipated

Our SOAR demands skills in programming/scripting

Our SOAR has sufficient no code/low code capabilities

SOAR provides my organization greater visibility into cyber-threats

Our SOAR needed upfront investment to build automation workflows and response
playbooks

Deploying a SOAR forced my organization to review, improve, and document some of or all
its security operations processes

Our SOAR is effective for automating/orchestrating basic security operations tasks

My organization is reluctant to use SOAR for certain processes, believing that the SOC staff
must be involved

Our SOAR is effective for automating/orchestrating complex end-to-end security operations
processes

Our SOAR vendor provides the right types of out-of-the-box templates and content for
process automation

0% 20% 40% 60% 80% 100%

Strongly agree Agree Neither agree nor disagree Disagree Strongly disagree
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Trend 3: 
MITRE ATT&CK Framework 
Is Proving Valuable for Most

© 2022 TechTarget, Inc. All Rights Reserved.

Modernizing Security 
Operations: 5 Key Trends
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Question text: Does your organization utilize the MITRE ATT&CK framework for security operations? (Percent of respondents, N=376)

MITRE ATT&CK Becoming Mainstream, Yet Many Still Figuring it Out

48%

41%

7% 3%
1%

Yes, extensively Yes, to a limited extent No, but we plan to in the
future

No, but we are interested in
doing so in the future

No, and we have no plans
for or interest in doing so
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Most See Growing Value 
from Use of MITRE 
ATT&CK Framework

Question text: As you look forward, how important is the MITRE ATT&CK framework (and derivative MITRE projects like D3FEND) in your 
organization’s overall security operations strategy? (Percent of respondents, N=374)

Critical, 19%

Very important, 
62%

Important, 15%

Somewhat 
important, 3%
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Many Use Cases are 
Evolving for MITRE 
ATT&CK

Question text:
You indicated that your organization utilizes the MITRE ATT&CK framework for security 
operations. Which of the following are ways your organization is utilizing MITRE ATT&CK? 
(Percent of respondents, N=335, multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

23%

24%

27%

29%

30%

30%

31%

33%

34%

35%

37%

38%

To help us conduct real-world red testing

As a guideline for developing detection rules

To understand whether we have the right security controls in the
right places

As a guideline for selecting/testing security products

As a guideline for cyber-risk assessment

As a guideline for assessing our SOC maturity

As a supplement to integrated threat intelligence to help aid in
investigations and respond to threats

To make sure we are collecting the right data from the right data
sources

To help more quickly understand the full extent of attacks

To better understand the tactics, techniques, and procedures of
cyber-adversaries

As a guideline for security engineering

To help us better apply threat intelligence into our alert triage
and/or investigations processes
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Trend 4:
XDR Momentum Continues 
to Build

© 2022 TechTarget, Inc. All Rights Reserved.

Modernizing Security 
Operations: 5 Key Trends
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Question text: How familiar are you with extended detection and response (XDR) technology? 
(Percent of respondents, N=376)

XDR Awareness Continues to Grow Fast Despite 
Varying Definitions

Question text: In your opinion, which of the following most closely aligns with your 
organization’s definition of XDR? (Percent of respondents, N=372)

55%

28%

16%

1%

XDR is an extension of
endpoint detection
and response (EDR)

technology

XDR is a detection and
response product
suite from a single

security technology
vendor

XDR is an integrated
and heterogeneous

security product
architecture designed

to interoperate and
coordinate on threat

prevention, detection,
and response

Don’t know

61%

37%

1% 1%

Very familiar Somewhat familiar Not very familiar Not at all familiar
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Advanced Threat 
Detection Still Leads 
the XDR Agenda

ESG 2020-2021 XDR study 
reported the same top priority. 

Question text:
What challenges are driving your organization’s interest and investment in XDR solutions? 
(Percent of respondents, N=361, multiple responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

26%

29%

30%

32%

35%

36%

38%

51%

Can’t development and implement detection rules 
fast enough to keep up

Current tools aren’t scaling to handle our growing 
attack surface

Current tools approach is too complex

Current tools approach is too costly

Specific gaps in cloud detection and response
capabilities

Current tools aren’t effective at correlating alerts, 
causing us to struggle to keep up with alert triage

Current tools require too many specialized skills

Current tools struggle to detect and investigate
advance threats
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Question text: Has your organization deployed an XDR solution? (Percent of respondents, N=372)

Despite Many Definitions, Nearly 2/3 Have Deployed XDR

60%

21%

13%
3% 2% 1%

Yes No, but we are
actively deploying

an XDR solution

No, but we have
plans to do so

within the next 12
months

No, but we have
plans to do so

within the next 24
months

No, and we have no
plans to do so

Don’t know
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52%

44%

2% 2%

XDR will supplement current
security operations technologies

XDR will help to consolidate
current security operations

technologies into a common
platform

XDR will replace one or more of
our current security operations

technologies

Don’t know/too soon to tell

Nearly Half Can See XDR as Their New SOC platform 

Question text: Which of the following most closely aligns with the impact that you expect XDR to have on your organization’s security operations environment? (Percent of respondents, N=361)
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But is XDR the Silver 
Bullet?

“I want it all!”

Highest priority considerations
(3 responses accepted)

Question text:
Which of the following are, or likely would be, the highest priorities for your organization when considering use cases for 
XDR? (Percent of respondents, N=361, three responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

16%

16%

18%

20%

20%

22%

22%

24%

25%

25%

25%

26%

26%

Possible SIEM replacement

Possible EDR and/or NDR replacement

Threat hunting

Automated incident response

More efficient alert triage

Accelerating SOC analyst throughput

More effective alert and event correlation

Consolidating disparate tools into a common, simplified threat
detection and response architecture

Using improved threat detection to reinforce security controls and
prevent future similar attacks

A layered addition to existing threat detection tools, aimed at
identifying advanced or more complex threats

More efficient threat/forensic investigations

Improved detection of advanced threats

An XDR solution that could help prioritize alerts based on risk
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XDR Desired Outcomes:

Better attack surface 
coverage, triage support, 
centralized mgmt.

Question text:
What XDR outcomes would be most important for your organization in terms of security 
efficacy? (Percent of respondents, N=361, three responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

19%

19%

22%

23%

23%

25%

25%

28%

29%

33%

36%

Expanding our threat detection and response coverage into
a 7x24 model

Prioritizing existing alerts and weak signals

Improving visibility and event correlation across our entire
environment

Better protecting business-critical assets

Improving root cause analysis and remediation

Reducing the complexity of threat detection, investigation,
and response

Detecting more unknown, advanced threats that may go
undetected with our current tools and processes

Improving mean time to detect/mean time to respond to
threats

Creating a centralized management hub for security
operations

Improving the fidelity and prioritization of security alerts to
make it easier to triage and respond to events

Extending and enhancing our threat detection and response
capabilities across a growing attack surface

Desired outcomes
(3 responses accepted)
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More than Half Want XDR to Offer Prevention 
Again, is XDR a silver bullet?

Question text: What role should XDR play regarding threat prevention controls (i.e., security tools like antivirus software, firewalls, email gateways, web gateways, etc.) designed to block known malicious 
files, connections, emails, etc.? (Percent of respondents, N=361)

55%

42%

2% 1%

XDR should include threat
prevention controls

XDR should be integrated with
existing threat prevention

controls

XDR should focus on detection
and response only

Don’t know



© 2022 TechTarget, Inc. All Rights Reserved.

32

Aligned with Previous 
ESG Research, Still No 
Preference for XDR 
Providers 

Question text: If your organization were to make an XDR technology purchase tomorrow, from which of the following would it be the 
likeliest to purchase? (Percent of respondents, N=361)

A security platform vendor offering 
multiple security controls and 

analytics solutions, 16%

A threat intelligence 
vendor, expanding 

into XDR, 15%

A managed detection and 
response (MDR) vendor, 

expanding into XDR, 14%
A vendor exclusively 

focused on XDR, 
14%

An endpoint security vendor, 
expanding into XDR, 12%

A cloud security vendor, 
expanding into XDR, 11%

A network security vendor, 
expanding into XDR, 10%

A SIEM vendor, expanding into XDR, 7%

Don’t know, 2%
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Trend 5:
The Use of MDR Is 
Mainstream and Expanding

© 2022 TechTarget, Inc. All Rights Reserved.

Modernizing Security 
Operations: 5 Key Trends
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Question text: Does your organization currently or plan to use managed services for 
security operations? (Percent of respondents, N=376)

The Use of MDR Is Mainstream… and Increasing

37%

48%

11% 2% 2%

Yes, we do so
for a majority
of our security

operations

Yes, we do so
for a portion of

our security
operations as

an extension of
our internal

resources

Yes, but only in
a limited

capacity as an
extension of
our internal

resources

No, but we
plan to do so
sometime in

the next 12-24
months

No, but we are
interested in

doing so
sometime in

the future

We will increase 
our use of 

managed services 
for security 
operations 

significantly, 42%

We will increase our 
use of managed 

services for security 
operations slightly, 

46%

We will maintain our current 
use of managed services for 

security operations, 12%

Question text: Which of the following best describes your organization’s likely approach 
to using managed services over the next 12-24 months? (Percent of respondents, N=361)

85%
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Why MDR?

Use cases vary, but more than half 
want employees focused on more 
strategic security initiatives.

Others lack skills or coverage.

Question text:
What are the primary reasons behind your organization’s usage of or plans for managed services? (Percent of respondents, 
N=368, multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

35%

40%

42%

49%

52%

55%

Staff: My organization doesn’t have an 
adequately sized staff for security operations

Price: My organization did a cost analysis and
found that it would cost less to use a service

provider rather than do it ourselves

Skills: My organization doesn’t have adequate 
skills for security operations 

Augmentation: My organization believes that a
service provider can augment our SOC team with

security operations

Services: My organization believes service
providers can do a better job with security

operations than we can

Focus: My organization wants to focus its security
personnel on more strategic security initiatives
rather than spend time on security operations

tasks
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MDR Satisfaction Is High

Question text: How satisfied is your organization with its current managed security service provider(s)? (Percent of respondents, N=361)

39%

53%

7% 1%

Completely satisfied (i.e., 
we’ve experienced no issues 

to date)

Mostly satisfied (i.e., we’ve 
experienced a few minor 

issues to date)

Somewhat satisfied (i.e., 
we’ve experienced several 
impactful issues to date)

Not at all satisfied (i.e., we’ve 
experienced many impactful 

issues to date)
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Security Operations 
Investment Outcomes &
Future Plans

© 2022 TechTarget, Inc. All Rights Reserved.
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Investment Outcomes and Future Plans

Most report that their security program is improving
1. 38% report significant progress; 45% good progress, but still have significant gaps.
2. Better efficiency, fewer breaches/compromises, better attack surface coverage, improved 

MTTD/MTTR

Biggest SecOps improvements
1. Tools consolidation (47%)
2. More scalable cloud analytics (44%)
3. Detection rules (43%)
4. Skills training (44%)

Improving SecOps is a Priority and is Funded
1. 88% will spend more this year
2. 66% report tools consolidation is a priority (cost is the key driver)
3. Modern applications development and deployment has increase velocity requiring new 

skills
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What’s most important 
when evaluating future 
TDR Solutions?
1. Threat intel
2. Support for MITRE ATT&CK 

mapping
3. More detection rules
4. Scalability needed to support 

more data

Question text:
When evaluating threat detection and response solutions, which of the following considerations are most 
important to your organization? (Percent of respondents, N=376, three responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

21%

24%

24%

24%

25%

30%

32%

33%

36%

39%

Community of vendor customers who regularly share
and collaborate on threat detection rules

A robust set of out-of-the-box threat detection rules

Machine learning capabilities for anomaly detection

Detection rule tuning capabilities for particular
geographies, industries, etc.

Fast and intuitive data query capabilities

Ability to collect, process, and analyze terabytes of data

Support for open threat detection rule sets based on
things like Yara, Sigma, etc.

Vendors with a threat research team that regularly
updates detection rules to address new types of threats

Ability to map individual security events/alerts to the
MITRE ATT&CK framework (or other kill chains)

Threat intelligence platform capabilities
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SOC Improvement Plans

1. Improve operationalization 
of threat intelligence

2. Improve integration of asset 
management data

3. Improve alert and risk 
prioritization

This Year’s Initiatives Planned Actions

Most beneficial for 
better efficacy and 
efficiency

1. Purchase SecOps tools to 
automate and orchestrate 
the process

2. Integrated architecture to 
converge siloed security 
tools

3. Improve alignment of 
SecOps and IT Ops to 
improve IR

1. Improve security hygiene 
and posture management 
to reduce attack surface

2. Deploy a common UI as a 
SecOps workbench

3. Deploy threat detection 
with advanced analytics
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Question text: Which of the following responses best reflects your opinion about security operations at your organization? (Percent of 
respondents, N=376)

More Than Half Think SecOps is More Difficult

23%

29%

15%

25%

8%

Security operations are
significantly more difficult
today than they were two

years ago

Security operations are
somewhat more difficult

today than they were two
years ago

Security operations are
about as difficult today as
they were two years ago

Security operations are
somewhat easier today

than they were two years
ago

Security operations are
significantly easier today
than they were two years

ago
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Why More Difficult?
1. Growing attack surface
2. Threat landscape
3. More cloud usage

Question text:
You indicated that security operations are more difficult at your organization than they 
were two years ago. What are the primary reasons you believe this to be true? (Percent of 
respondents, N=194, multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

14%

18%

18%

19%

20%

20%

24%

24%

31%

33%

34%

37%

39%

40%

41%

It is difficult for my organization to identify and address threats
in a timely manner

Security operations are based on disconnected tools and data

It is difficult for my organization to develop detection rules in a
timely manner

We have been unable to automate complex tasks

We don’t always have the right skills or staff size to keep up with 
security analytics and operations

It is difficult for my organization to tune security controls in a
timely manner

We have gaps in our security monitoring tools and processes

Security operations are based upon a significant number of
manual processes leading to scalability problems

We collect and process more security data today than we did two
years ago

It is difficult to keep up with the operational needs of security
operations technologies

My organization’s increased use of public cloud services 

The volume and complexity of security alerts have increased

The attack surface is continuously changing and evolving

The attack surface has grown

The threat landscape is evolving and changing rapidly
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SecOps Challenges:

1. Firefighting leaves no 
time to improve the 
program

2. Attack surface growth
Analysis

Question text:
Which of the following would you say are your organization’s current, primary security 
operations challenges? (Percent of respondents, N=376, three responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

11%

15%

16%

16%

17%

17%

18%

21%

21%

23%

24%

24%

33%

34%

We don’t have the appropriate skills or staff size to keep up with the volume of 
security alerts

Managing and tuning the data pipeline

Creating and tuning detection rules

Measuring ROI on security operations

Detecting/responding to security incidents in a timely manner

Determining which incidents to prior itize

Investigating security incidents is taking longer

Keeping up with the volume of security alerts

We use too many disconnected point  tools for security analytics and operations,
making it difficult to piece toget her a holistic  strategy

My organization’s security analytics and operations are anchored by manual 
processes that hinder our ability to keep up

My organization is actively moving workloads to the public cloud, and we don’t have 
the appropriate level of security oversight in this area

Operationalizing cyber-threat intelligence

Monitor ing security across a growing and changing attack surface

The cybersecurity t eam at my organization spends most of its time addressing high
priority/emergency issues and not enough t ime on strategy and process improvement
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The Impact of an 
Expanding Attack 
Surface

1. Modern AppDev requires 
new security skills

2. Current tools fail to 
support new attack 
surface requirements

3. More vulns 

Question text:
What is the most significant impact the expanded attack surface (migration to cloud, work 
from anywhere, IoT, expanding supply chain, etc.) has had on your organization’s security 
operations and technology decision processes? (Percent of respondents, N=181, one 
response accepted)© 2022 TechTarget, Inc. All Rights Reserved.

7%

10%

11%

13%

18%

19%

22%

Heterogenous attack techniques for cloud services require new
in-depth knowledge, slowing decisions

New/more stakeholders are involved in security decisions,
adding complexity and slowing down decisions

Visibility gaps across the attack surface make it challenging to
make risk and prioritization decisions

Attack surface complexity slows investigations and response
decisions and delays response

The increased number of vulnerabilities together with less
frequent patching cadence challenges our ability to prioritize

mitigation efforts

Increasing attack surface complexity is not well supported by our
existing technology, causing us to reevaluate existing solutions

for more capable, consolidated solutions

Increasing change velocity is requiring us to prepare different
skills and engage more deeply with application development

teams
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Question text: Approximately how long has your organization’s SOC been in place (i.e., fully established as a SOC, not a collection of tools and 
staff)? (Percent of respondents, N=376)

Over 70% have 4+ years of SOC Experience

1%

26%

60%

13%
0% 1%

Less than 1 year 1 to 3 years 4 to 6 years 7 to 10 years More than 10 years Don’t know
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SOC Operating Models 
Vary

Question text: What is the division of labor within your organization’s SOC? (Percent of respondents, N=376)

Analysts are tiered based 
on skills and levels of 

responsibility, 28%

Analysts are assigned to 
individual threat vectors, 36%

Analysts all work 
together, sharing a 

common alert queue, 
regardless of skills or 

threat vector, 36%



© 2022 TechTarget, Inc. All Rights Reserved.

49

Regardless of Operating 
Model, traditional SOC 
metrics apply
Interesting focus on detection vs. 
response and dwell times. 

Skill shortage. Alert fatigue. Yet 
rank lower??

Question text:
Which of the following metrics does your organization’s SOC use to measure its 
effectiveness? (Percent of respondents, N=376, multiple responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

1%

28%

29%

31%

32%

35%

35%

41%

48%

52%

We don't track SOC performance metrics in any
consistent/formal capacity

Rate of false negatives

Analyst throughput

Rate of false positives

Alert dropout rate

Alert dwell time

Average incident investigation time

Mean time to respond

Mean time to contain

Mean time to detection
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Skills Gap Continues:
Expert skills are in 
demand
Interesting focus on infrastructure 

Question text:
Of the following jobs/roles, in which area is your organization most understaffed and/or 
lacking adequate skills? (Percent of respondents, N=376, multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

20%

21%

23%

26%

26%

26%

27%

31%

33%

34%

35%

37%

Incident responders

Threat hunters

Posture and risk assessment analysts

Threat analysts/researchers

Tier-1 analysts (i.e., for alert triage, “eyes on glass,” etc.)

SOC manager

Tier-2 analysts (i.e., for escalated incidents, investigations,
etc.)

CISO, BISO, or other senior management positions in security

Vulnerability assessment and prioritization analysts

Tier-3 analysts (i.e., similar to tier-2 analysts but more
experienced and focused on difficult/critical issues)

Security engineers

Security architect
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Question text: Please indicate your level of agreement with each of the following statements regarding your organization’s SOC personnel. 
(Percent of respondents, N=376)

Despite skills shortages, ¾ are happy with staffing, yet gaps after hours

34%

36%

41%

44%

45%

40%

33%

36%

39%

40%

12%

16%

12%

12%

11%

10%

11%

9%

6%

3%

4%

4%

3%

It is difficult to recruit and hire additional staff for our SOC

It is difficult to retain quality SOC personnel

Our SOC tends to be understaffed on “off hours”

We have about the right number of people working in the SOC for an
organization of our size

Our SOC staff receives an adequate number of hours of training on an
annual basis to keep up with their job responsibilities

0% 20% 40% 60% 80% 100%

Strongly agree Agree Neither agree nor disagree Disagree Strongly disagree
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Question text: Please indicate your level of agreement with each of the following statements regarding your organization’s security operations
environment. (Percent of respondents, N=376)

Trend 1: More data is desired, while…?

29%

29%

32%

33%

37%

38%

40%

43%

44%

45%

47%

48%

51%

38%

40%

38%

47%

41%

43%

45%

45%

44%

44%

44%

42%

38%

16%

16%

12%

15%

15%

12%

13%

9%

10%

9%

8%

9%

8%

14%

13%

14%

5%

6%

6%

2%

3%

2%

1%

1%

2%

3%

3%

4%

1%

1%

2%

1%

It is  difficult for my organization to keep up with and/or remediate the wide variety of security alerts generated by our security
analytics tools

It is  difficult to keep up with security operations demands and workload

It is difficult for my organization to keep up with the volume of security alerts generated by our security analytics tools

Security operations are still dependent upon numerous disconnected analytics engines and point tools

Security operations are still dependent upon numerous manua l processes

The cybersecurity skills shortage has impacted security analytics and operations at my organization

MITRE ATT&CK test results are an important consideration when my organization purchases new security technologies

My organization is examining the current SOC staffing model and contemplating changes that could improve the efficiency and
productivity of security operations

My organization needs better visibility into the security hygiene and posture of its IT assets to make better security decisions

My organization is actively integrating individual security analytics a nd operations tools into a much more integrated security
operations architecture

My organization is making a concerted effort to reduce the attack surface

My organization has the right KPIs and metrics for continuous improvement of security operations

My organization would benefit if we collected, processed, and analyzed more data

0% 20% 40% 60% 80% 100%

Strongly agree Agree Neither agree nor disagree Disagree Strongly disagree
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Question text: Approximately how many different tools and technologies (i.e., commercial, homegrown, open source, etc.) are used for 
security operations at your organization? (Percent of respondents, N=376)

Security Tools Usage Continues to Grow

5%

41%

48%

6% 0%

Fewer than 10 10 to 25 26 to 50 51 to 75 More than 75
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Tools and Technologies 
Used for SecOps

Question text:
Which of the following technologies does your organization currently use for security 
operations? (Percent of respondents, N=376, multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

14%

16%

20%

21%

25%

27%

27%

28%

28%

29%

29%

31%

31%

34%

34%

35%

37%

37%

38%

40%

Sandboxing technology

Various open source and/or commercial threat feeds/sources

Log management

Deception technology

Digital forensics and incident response technologies

Vulnerability management

Attack surface management

Intrusion detection/prevention systems

Extended detection and response

User and entity behavior analysis tool

Security orchestration automation and response platform

Security data lake (independent of SIEM)

Asset management

Endpoint detection and response

Data loss prevention

Threat intelligence platform

Network detection and response

Security information and event management

Cloud security posture management

Cloud-native detection and response mechanisms
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AppSec Skills Issues? 

Question text:
In which of the following security analytics and operations skill sets is your organization’s 
cybersecurity team least proficient? (Percent of respondents, N=376, three responses 
accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

14%

14%

16%

17%

18%

18%

20%

23%

23%

24%

26%

30%

30%

Hunting threats

Responding to incidents

Assessing and managing vulnerabilities

Engineering detection rules

Tuning/developing detection and correlation rules

Researching/analyzing threats

Managing third-party security service providers

Investigating security alerts

Maintaining/operating security analytics and operations
infrastructure

Triaging security alerts

Working with software development teams to mitigate
security risks in their code

Programming/software development skills for developing
security workflows

Working with IT operations teams to mitigate security risks
or respond to security incidents
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56MITRE ATT&CK Is Quickly Becoming an RFP Requirement

Question text: How important is it that your organization’s security operations technologies and tools support the MITRE ATT&CK framework? (Percent of respondents, N=374)

48% 50%

2%

Very important, we won’t buy products 
that don’t support the MITRE ATT&CK 

framework

Important, we prefer products that
support the MITRE ATT&CK framework

but will consider others

Not very important, we consider
products that support the MITRE ATT&CK

framework, but these products are not
given any preference
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Question text: How do each of the following statements align with your organization’s current SOC strategy? (Percent of respondents, N=376)

Many Facets to SOC Strategies

65%

69%

69%

72%

73%

76%

77%

78%

80%

80%

80%

26%

24%

29%

24%

23%

20%

21%

20%

18%

18%

19%

9%

6%

1%

4%

3%

5%

2%

2%

2%

2%

1%

We employ a single individual responsible for SOC processes, functions, and performance

We have multiple coordinated SOCs

We have around the clock staffing and operations

We employ generalists who tend to be responsible for and/or involved in all SOC activities

We are leveraging a hybrid SOC model, with a clear delineation of roles and responsibilities between our
own team and our  managed service partner

SOC is responsible for bot h cyber and non-cyber  corporate risk

We have a regimen and support  for continuous staff t raining

SOC(s) consists of physical spaces where staff and technologies are collocated

We employ specialized staffing and skills

We’ve implemented formal, defined, and documented security operations processes

We have dedicated resources assigned to developing and maintaining detection rules

0% 20% 40% 60% 80% 100%

Yes No, but we have plans to do this No, and we have no plans to do this
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Key Drivers Underlying 
Future Investment

Question text:
Which of the following factors have influenced your organization’s security operations 
investment decisions? (Percent of respondents, N=376, multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

33%

45%

48%

56%

We had a recent breach within the past 12
months

We are bringing security operations in house
from a third-party solution provider

We were finally able to hire skilled resources

Our long-term strategy includes building and
managing our own SOC
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Most Think Their Security 
Program Is Improving

Question text: Which of the following best reflects your assessment of the effectiveness of your organization’s security 
program in the past 12 months? (Percent of respondents, N=376)

We’ve made 
significant progress, 

38%

We’ve made good 
progress, but still have 
significant gaps, 45%

We’ve made limited 
progress, 11%

Our program is about 
the same, 6%
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Positive Outcomes:
Efficiency, efficacy, and 
coverage.

Question text:
Which of the following outcomes has your organization realized due to its recent (past 12 
months) security operations investments? (Percent of respondents, N=376, multiple 
responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

40%

52%

55%

55%

57%

Reduction in dwell time

Improved MTTD/MTTR times

More thorough attack surface coverage

We have experienced fewer compromises,
breaches, etc.

Better staffing efficiency
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Investments are 
Paying Off

Question text:
Which of the following investments have produced the most significant, positive security operations 
improvements for your organization? (Percent of respondents, N=376, multiple responses accepted)

© 2022 TechTarget, Inc. All Rights Reserved.

28%

38%

42%

42%

43%

44%

44%

47%

Adding third-party MDR services

Creating more and better response playbooks

Improving analytics to reduce noise and
increase fidelity

Investing in new types of solutions

Improving detection rules

Investing in skills training

Moving analytics to a more scalable cloud
platform

Consolidating security operations tools



© 2022 TechTarget, Inc. All Rights Reserved.

62

Question text: How do you expect your organization’s spending on security operations technologies, services, and personnel to change over 
the next 12 to 18 months? (Percent of respondents, N=376)

Improving Security Operations Is a Priority and Is Funded
88% will increase spending over the next 12-18 months

31%

57%

10% 2%

Increase substantially Increase slightly Remain about the same Decrease slightly



© 2022 TechTarget, Inc. All Rights Reserved.

63

Tools Consolidation Is a 
Continuing Priority for 
2/3

Question text: Which of the following statements regarding the consolidation of your organization’s security operations tools is most accurate?
(Percent of respondents, N=376)

We are actively 
consolidating the 

number of security 
operations tools, 

66%

We are considering 
consolidating the 

number of security 
operations tools, 

32%

We have no plans 
to consolidate the 
number of security 
operations tools, 

2%
Don’t know, 1%
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Cost Is #1 Driver for 
Consolidation Followed 
by Efficacy

Question text:
If your organization is actively or considering consolidating security operations tools, what is driving the need for 
consolidation? (Percent of respondents, N=368, multiple responses accepted)
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24%

25%

25%

26%

29%

30%

30%

30%

31%

32%

32%

32%

41%

Difficulty maintaining coherent operational processes

Moving away from on-premises solutions

Current tools struggle to scale to meet our needs

Our current security operations technology stack generates an
unmanageable volume of security alerts

Current tools have gaps that we believe can be filled through
consolidation

The need to drive more process automation

The need to improve our advanced threat detection capabilities

The need to reduce overhead associated with point tools
integration development and maintenance

The need to improve and scale our incident response activities

Our current security operations technology stack is overly
complicated, creating undesirable management overhead

The need to improve data correlation

The need to speed investigations and response

Cost optimization
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This Year’s SOC 
Improvement 
Initiatives

Question text:
Which of the following SOC-focused objectives, if any, will your organization pursue over 
the next 12 months? (Percent of respondents, N=376, multiple responses accepted)
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15%

18%

20%

21%

21%

22%

23%

25%

25%

26%

26%

26%

27%

28%

28%

28%

29%

33%

34%

Move to a common data schema

Bring in new data sources for monitoring/analysis

Consolidate user interfaces into a  common security operations workspace

Adopt or improve the utilization and development of standard rule sets

Expand/improve threat hunting

Consolidate/integrate individual security products

Improve data pipelining to accommodate greater data volumes and stream processing

Align our security operations activities with the MITRE ATT&CK framework

Increase data enrichment to provide more context during investigations

Move security operations technology infrastructure to the cloud

Use data science, AI, and/or ML to develop custom analytics

Develop workflows/runbooks to automate end-to-end security processes

Consolidate security operations functions into a common fusion center

Include more processes and technol ogies for a threat-informed defense

Actively automate common security operations tasks

Improve the definition and management of SOC KPIs and metrics

Improve alert and risk prioritization so we can focus on the most important areas of risk

Improve the integration of asset management data into the SOC

Improve the operationalization of threat intelligence
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Plenty of Areas to Focus 
on…

Process automation tops the list

Question text:
Which of the following actions will your organization take over the next 12 to 18 months to 
improve security operations? (Percent of respondents, N=376, multiple responses 
accepted)
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17%

19%

21%

22%

23%

24%

25%

26%

26%

26%

27%

28%

29%

30%

30%

35%

Begin or enhance a threat hunting program

Adopt MDR services

Restructure the way our team operates to improve individual efficiency

Conduct additional penetration testing and/or red teaming exercises

Consume and analyze more external threat intelligence

Purchase/deploy an XDR solution

Hire/train more security analysts

Work with professional services to help us assess and improve security
operations processes

Invest in risk and security posture management tools and processes

Develop more formal documented threat detection and incident
response processes

Deploy deception technologies to be used for threat intelligence
gathering and as a decoy for real network assets

Purchase threat detection tools based upon/embedded with artificial
intelligence/machine learning technology

Integrate the MITRE ATT&CK framework further into our security
operations

Improve the alignment of security operations and IT operations
processes to improve incident response

Actively develop/build or purchase an integrated software architecture
for security operations tools to combined siloed security solutions

Purchase security operations tools designed to help automate and
orchestrate security operations processes
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The Growing Attack 
Surface Underlies SOC 
Challenges

Question text:
Regardless of your organization’s current security operations and plans, which of the following actions would be most beneficial
for improving security efficacy and operational efficiency? (Percent of respondents, N=376, three responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

14%

15%

18%

18%

18%

19%

20%

20%

20%

21%

22%

23%

23%

28%

Documenting and formalizing security operations processes to
establish best practices

Improving detection rule development and tuning

Hiring more SOC personnel

Aligning security operations with the MITRE ATT&CK
framework

Actively testing our security operations processes and
technologies more frequently

Creating a central workspace for all or most security
operations activities

Integrating disparate security technologies into a common
security operations architecture

Improving communications and collaboration between
security and IT operations

Automating/orchestrating more security operations processes

Adopting XDR technology as a security operations foundation

Providing more training to the SOC staff

Deploying threat detection technologies with advanced
analytics

Deploying a common UI as a security operations workbench

Actively improving security hygiene and posture management
to reduce the attack surface
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Demographics

© 2022 TechTarget, Inc. All Rights Reserved.
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Respondents by Job 
Function

Question text: Which of the following best describes your current job function? (Percent of respondents, N=376)

Information 
technology (IT), 

82%

Information 
security/cybersecurity, 

18%
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Areas of Cybersecurity 
Involvement

Question text:
With which of the following areas of cybersecurity are you most personally involved? 
(Percent of respondents, N=376, three responses accepted)© 2022 TechTarget, Inc. All Rights Reserved.

11%

13%

15%

18%

20%

24%

25%

39%

41%

43%

45%

Email security

DevSecOps

Security architecture

Application security

Security operations

Security engineering

Endpoint security

Cyber-risk management

Network security

Data security

Cloud security
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Question text: Approximately how many individuals work full- or part-time in your organization’s SOC? (Percent of respondents, N=376)

Respondents by Number of SOC Employees

0%

11%

22%

41%

18%

9%

5 or fewer 6 to 10 11 to 25 26 to 50 51 to 75 More than 75
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Respondents by Age

Question text: Please select your age group. (Percent of respondents, N=376)

25 and under, 1%

26 to 35, 24%

36 to 45, 60%

46 to 55, 11%

Over 55, 4%
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Respondents by Role

Question text: Which of the following best describes your current job title/level? (Percent of respondents, N=376)

C-level executive, 
50%

Senior 
management, 

30%

Management, 
20%
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Respondents by Number 
of Employees

Question text: How many total employees does your organization have worldwide? (Percent of respondents, N=376)

100 to 499, 5%

500 to 999, 11%

1,000 to 2,499, 22%

2,500 to 4,999, 39%

5,000 to 9,999, 16%

10,000 to 19,999, 5%

20,000 or more, 3%
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Respondents by Age of 
Organization

Question text: For approximately how long has your current employer been in existence? (Percent of respondents, N=376)

Less than 5 years, 
1%

5 to 10 years, 24%

11 to 20 years, 43%

21 to 50 years, 25%

More than 50 
years, 7%
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Respondents by Industry

Question text: What is your organization’s primary industry? (Percent of respondents, N=376)

Financial, 20%

Manufacturing, 
16%

Business services, 
16%

Retail/wholesale, 
10%

Technology, 10%

Communications 
and media, 4%

Healthcare, 4%

Government, 1%

Other, 18%
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Question text: What is your organization’s total annual revenue ($US)? (Percent of respondents, N=376)

Respondents by Annual Revenue

2% 4%

7% 8% 7%

26%

31%

10%

3%
2%

Less than
$25 million

$25 million
to $49.999

million

$50 million
to $99.999

million

$100 million
to $249.999

million

$250 million
to $499.999

million

$500 million
to $999.999

million

$1 billion to
$4.999
billion

$5 billion to
$9.999
billion

$10 billion to
$19.999
billion

$20 billion
or more


