
 
 

 

Product / Version Content Version 

Trellix Policy Auditor 6.x 1392 

 

 

Oval ID Title 

oval:com.mcafee.oval.common:def:2946871 

oval:com.mcafee.oval.common:def:2946877 

oval:com.mcafee.oval.common:def:2946886 

oval:com.mcafee.oval.common:def:2946892 

oval:com.mcafee.oval.common:def:2946895 

oval:com.mcafee.oval.common:def:2946898 

oval:com.mcafee.oval.common:def:2946901 

oval:com.mcafee.oval.common:def:2946904 

oval:com.mcafee.oval.common:def:2946907 

oval:com.mcafee.oval.gen:def:453379 

oval:com.mcafee.oval.gen:def:453383 

oval:com.mcafee.oval.gen:def:453387 

oval:com.mcafee.oval.gen:def:453391 

oval:com.mcafee.oval.gen:def:453395 

oval:com.mcafee.oval.gen:def:453399 

oval:com.mcafee.oval.gen:def:453403 

oval:com.mcafee.oval.gen:def:453407 

oval:com.mcafee.oval.gen:def:453410 

oval:com.mcafee.oval.gen:def:453413 

oval:com.mcafee.oval.gen:def:453416 

oval:com.mcafee.oval.gen:def:453419 

oval:com.mcafee.oval.gen:def:453422 

oval:com.mcafee.oval.gen:def:453425 

Java Development Kit Security Update 22.0.1 for Windows 

Mozilla Thunderbird Security Update 115.10 for Windows 

Mozilla Firefox Security Update 125.0 for Windows 

Mozilla Firefox ESR Security Update 115.10 for Windows 

Google Chrome Security Update 123.0.6312.87 for Windows 

Google Chrome Security Update 123.0.6312.107 for Windows 

Google Chrome Security Update 123.0.6312.123 for Windows 

Google Chrome Security Update 124.0.6367.61 for Windows 

Google Chrome Security Update 124.0.6367.79 for Windows 

libperf-debuginfo patch for Redhat EL9 

rv patch for Redhat EL9 

aspnetcore-runtime-dbg patch for Redhat EL9 

dotnet-runtime-dbg patch for Redhat EL9 

dotnet-sdk-dbg patch for Redhat EL9 

dotnet8.0-debuginfo patch for Redhat EL9 

dotnet8.0-debugsource patch for Redhat EL9 

dnsmasq patch for Redhat EL9 

dnsmasq-debuginfo patch for Redhat EL9 

dnsmasq-debugsource patch for Redhat EL9 

dnsmasq-utils patch for Redhat EL9 

dnsmasq-utils-debuginfo patch for Redhat EL9 

grafana patch for Redhat EL9 

grafana-debuginfo patch for Redhat EL9 

2024-Apr-30 

Trellix Policy Auditor Content Update Summary 

New Checks 



 

Oval ID Title 

oval:com.mcafee.oval.gen:def:453428 

oval:com.mcafee.oval.gen:def:453431 

oval:com.mcafee.oval.gen:def:453434 

oval:com.mcafee.oval.gen:def:453437 

oval:com.mcafee.oval.gen:def:453441 

oval:com.mcafee.oval.gen:def:453444 

oval:com.mcafee.oval.gen:def:453447 

oval:com.mcafee.oval.gen:def:453450 

oval:com.mcafee.oval.gen:def:453453 

oval:com.mcafee.oval.gen:def:453456 

oval:com.mcafee.oval.gen:def:453459 

oval:com.mcafee.oval.gen:def:453462 

oval:com.mcafee.oval.gen:def:453465 

oval:com.mcafee.oval.gen:def:453468 

oval:com.mcafee.oval.gen:def:453471 

oval:com.mcafee.oval.gen:def:453474 

oval:com.mcafee.oval.gen:def:453477 

oval:com.mcafee.oval.gen:def:453480 

oval:com.mcafee.oval.gen:def:453484 

oval:com.mcafee.oval.gen:def:453488 

oval:com.mcafee.oval.gen:def:453491 

oval:com.mcafee.oval.gen:def:453495 

oval:com.mcafee.oval.gen:def:453498 

oval:com.mcafee.oval.gen:def:453501 

oval:com.mcafee.oval.gen:def:453504 

oval:com.mcafee.oval.gen:def:453508 

oval:com.mcafee.oval.gen:def:453512 

oval:com.mcafee.oval.gen:def:453515 

oval:com.mcafee.oval.gen:def:453518 

oval:com.mcafee.oval.gen:def:453521 

oval:com.mcafee.oval.gen:def:453524 

oval:com.mcafee.oval.gen:def:453527 

oval:com.mcafee.oval.gen:def:453530 

oval:com.mcafee.oval.gen:def:453533 

grafana-debugsource patch for Redhat EL9 

grafana-pcp patch for Redhat EL9 

grafana-pcp-debuginfo patch for Redhat EL9 

grafana-pcp-debugsource patch for Redhat EL9 

nodejs-packaging patch for Redhat EL9 

nodejs-packaging-bundler patch for Redhat EL9 

nodejs-devel patch for Redhat EL9 

ruby-default-gems patch for Redhat EL9 

ruby-doc patch for Redhat EL9 

rubygem-bundler patch for Redhat EL9 

rubygem-irb patch for Redhat EL9 

rubygem-minitest patch for Redhat EL9 

rubygem-mysql2-doc patch for Redhat EL9 

rubygem-pg-doc patch for Redhat EL9 

rubygem-power_assert patch for Redhat EL9 

rubygem-rake patch for Redhat EL9 

rubygem-rdoc patch for Redhat EL9 

rubygem-rexml patch for Redhat EL9 

rubygem-rss patch for Redhat EL9 

rubygem-test-unit patch for Redhat EL9 

rubygem-typeprof patch for Redhat EL9 

rubygems patch for Redhat EL9 

rubygems-devel patch for Redhat EL9 

ruby patch for Redhat EL9 

ruby-bundled-gems patch for Redhat EL9 

ruby-bundled-gems-debuginfo patch for Redhat EL9 

ruby-debuginfo patch for Redhat EL9 

ruby-debugsource patch for Redhat EL9 

ruby-devel patch for Redhat EL9 

ruby-libs patch for Redhat EL9 

ruby-libs-debuginfo patch for Redhat EL9 

rubygem-bigdecimal patch for Redhat EL9 

rubygem-bigdecimal-debuginfo patch for Redhat EL9 

rubygem-io-console patch for Redhat EL9 



 

Oval ID Title 

oval:com.mcafee.oval.gen:def:453536 

oval:com.mcafee.oval.gen:def:453539 

oval:com.mcafee.oval.gen:def:453542 

oval:com.mcafee.oval.gen:def:453545 

oval:com.mcafee.oval.gen:def:453548 

oval:com.mcafee.oval.gen:def:453551 

oval:com.mcafee.oval.gen:def:453554 

oval:com.mcafee.oval.gen:def:453557 

oval:com.mcafee.oval.gen:def:453560 

oval:com.mcafee.oval.gen:def:453563 

oval:com.mcafee.oval.gen:def:453566 

oval:com.mcafee.oval.gen:def:453569 

oval:com.mcafee.oval.gen:def:453573 

oval:com.mcafee.oval:def:2946871 

oval:com.mcafee.oval:def:2946877 

oval:com.mcafee.oval:def:2946880 

oval:com.mcafee.oval:def:2946884 

oval:com.mcafee.oval:def:2946886 

oval:com.mcafee.oval:def:2946889 

oval:com.mcafee.oval:def:2946892 

oval:com.mcafee.oval:def:2946895 

oval:com.mcafee.oval:def:2946898 

oval:com.mcafee.oval:def:2946901 

oval:com.mcafee.oval:def:2946904 

oval:com.mcafee.oval:def:2946907 

rubygem-io-console-debuginfo patch for Redhat EL9 

rubygem-json patch for Redhat EL9 

rubygem-json-debuginfo patch for Redhat EL9 

rubygem-mysql2 patch for Redhat EL9 

rubygem-mysql2-debuginfo patch for Redhat EL9 

rubygem-mysql2-debugsource patch for Redhat EL9 

rubygem-pg patch for Redhat EL9 

rubygem-pg-debuginfo patch for Redhat EL9 

rubygem-pg-debugsource patch for Redhat EL9 

rubygem-psych patch for Redhat EL9 

rubygem-psych-debuginfo patch for Redhat EL9 

rubygem-rbs patch for Redhat EL9 

rubygem-rbs-debuginfo patch for Redhat EL9 

Java Development Kit Security Update 22.0.1 for Windows 

Mozilla Thunderbird Security Update 115.10 for Windows is installed or not 

Mozilla Thunderbird Security Update 115.10 for Mac OS 

Mozilla Firefox Security Update 125.0 for Mac OS 

Mozilla Firefox Security Update 125.0 for Windows is installed or not 

Mozilla Firefox ESR Security Update 115.10 for Mac OS 

Mozilla Firefox ESR Security Update 115.10 for Windows is installed or not 

Google Chrome Security Update 123.0.6312.87 for Windows 

Google Chrome Security Update 123.0.6312.107 for Windows 

Google Chrome Security Update 123.0.6312.123 for Windows 

Google Chrome Security Update 124.0.6367.61 for Windows 

Google Chrome Security Update 124.0.6367.79 for Windows 

 

 

Oval ID Title 

oval:com.mcafee.oval.gen:def:329924 

oval:com.mcafee.oval.gen:def:329927 

oval:com.mcafee.oval.gen:def:329930 

oval:com.mcafee.oval.gen:def:329933 

oval:com.mcafee.oval.gen:def:329936 

oval:com.mcafee.oval.gen:def:329939 

kernel patch for Redhat EL7 

kernel-abi-whitelists patch for Redhat EL7 

kernel-debug patch for Redhat EL7 

kernel-debug-debuginfo patch for Redhat EL7 

kernel-debug-devel patch for Redhat EL7 

kernel-debuginfo patch for Redhat EL7 

Updated Checks 



 

Oval ID Title 

oval:com.mcafee.oval.gen:def:329942 

oval:com.mcafee.oval.gen:def:329945 

oval:com.mcafee.oval.gen:def:329948 

oval:com.mcafee.oval.gen:def:329951 

oval:com.mcafee.oval.gen:def:329954 

oval:com.mcafee.oval.gen:def:329958 

oval:com.mcafee.oval.gen:def:329962 

oval:com.mcafee.oval.gen:def:329966 

oval:com.mcafee.oval.gen:def:329970 

oval:com.mcafee.oval.gen:def:329973 

oval:com.mcafee.oval.gen:def:329976 

oval:com.mcafee.oval.gen:def:329979 

oval:com.mcafee.oval.gen:def:330853 

oval:com.mcafee.oval.gen:def:330856 

oval:com.mcafee.oval.gen:def:412506 

oval:com.mcafee.oval.gen:def:429194 

oval:com.mcafee.oval.gen:def:443824 

oval:com.mcafee.oval.gen:def:443827 

oval:com.mcafee.oval.gen:def:449748 

oval:com.mcafee.oval.gen:def:449751 

oval:com.mcafee.oval.gen:def:449754 

oval:com.mcafee.oval.gen:def:449757 

oval:com.mcafee.oval.gen:def:449791 

oval:com.mcafee.oval.gen:def:449794 

oval:com.mcafee.oval.gen:def:449797 

oval:com.mcafee.oval.gen:def:450079 

oval:com.mcafee.oval.gen:def:450082 

oval:com.mcafee.oval.gen:def:450085 

oval:com.mcafee.oval.gen:def:450088 

oval:com.mcafee.oval.gen:def:450091 

oval:com.mcafee.oval.gen:def:450094 

oval:com.mcafee.oval.gen:def:450097 

oval:com.mcafee.oval.gen:def:450100 

oval:com.mcafee.oval.gen:def:450103 

kernel-debuginfo-common-x86_64 patch for Redhat EL7 

kernel-devel patch for Redhat EL7 

kernel-doc patch for Redhat EL7 

kernel-headers patch for Redhat EL7 

kernel-tools patch for Redhat EL7 

kernel-tools-debuginfo patch for Redhat EL7 

kernel-tools-libs patch for Redhat EL7 

kernel-tools-libs-devel patch for Redhat EL7 

perf patch for Redhat EL7 

perf-debuginfo patch for Redhat EL7 

python-perf patch for Redhat EL7 

python-perf-debuginfo patch for Redhat EL7 

firefox patch for Redhat EL7 

firefox-debuginfo patch for Redhat EL7 

bpftool patch for Redhat EL7 

bpftool-debuginfo patch for Redhat EL7 

grafana patch for Redhat EL8 

grafana-debuginfo patch for Redhat EL8 

firefox patch for Redhat EL9 

firefox-debuginfo patch for Redhat EL9 

firefox-debugsource patch for Redhat EL9 

firefox-x11 patch for Redhat EL9 

thunderbird patch for Redhat EL9 

thunderbird-debuginfo patch for Redhat EL9 

thunderbird-debugsource patch for Redhat EL9 

squid patch for Redhat EL9 

squid-debuginfo patch for Redhat EL9 

squid-debugsource patch for Redhat EL9 

aspnetcore-runtime patch for Redhat EL9 

aspnetcore-targeting-pack patch for Redhat EL9 

dotnet-apphost-pack patch for Redhat EL9 

dotnet-host patch for Redhat EL9 

dotnet-host-debuginfo patch for Redhat EL9 

dotnet-hostfxr patch for Redhat EL9 



 

Oval ID Title 

oval:com.mcafee.oval.gen:def:450106 

oval:com.mcafee.oval.gen:def:450109 

oval:com.mcafee.oval.gen:def:450112 

oval:com.mcafee.oval.gen:def:450115 

oval:com.mcafee.oval.gen:def:450118 

oval:com.mcafee.oval.gen:def:450121 

oval:com.mcafee.oval.gen:def:450124 

oval:com.mcafee.oval.gen:def:450133 

oval:com.mcafee.oval.gen:def:450136 

oval:com.mcafee.oval.gen:def:450139 

oval:com.mcafee.oval.gen:def:450142 

oval:com.mcafee.oval.gen:def:450145 

oval:com.mcafee.oval.gen:def:450151 

oval:com.mcafee.oval.gen:def:450154 

oval:com.mcafee.oval.gen:def:450905 

oval:com.mcafee.oval.gen:def:450908 

oval:com.mcafee.oval.gen:def:450911 

oval:com.mcafee.oval.gen:def:450914 

oval:com.mcafee.oval.gen:def:450917 

oval:com.mcafee.oval.gen:def:450920 

oval:com.mcafee.oval.gen:def:450931 

oval:com.mcafee.oval.gen:def:450934 

oval:com.mcafee.oval.gen:def:450968 

oval:com.mcafee.oval.gen:def:450971 

oval:com.mcafee.oval.gen:def:450974 

oval:com.mcafee.oval.gen:def:450977 

oval:com.mcafee.oval.gen:def:450980 

oval:com.mcafee.oval.gen:def:450983 

oval:com.mcafee.oval.gen:def:450986 

oval:com.mcafee.oval.gen:def:450989 

oval:com.mcafee.oval.gen:def:450992 

oval:com.mcafee.oval.gen:def:450995 

oval:com.mcafee.oval.gen:def:450999 

oval:com.mcafee.oval.gen:def:451002 

dotnet-runtime patch for Redhat EL9 

dotnet-sdk patch for Redhat EL9 

dotnet-targeting-pack patch for Redhat EL9 

dotnet-templates patch for Redhat EL9 

dotnet7.0-debuginfo patch for Redhat EL9 

dotnet7.0-debugsource patch for Redhat EL9 

netstandard-targeting-pack patch for Redhat EL9 

go-toolset patch for Redhat EL9 

golang patch for Redhat EL9 

golang-bin patch for Redhat EL9 

golang-docs patch for Redhat EL9 

golang-misc patch for Redhat EL9 

golang-src patch for Redhat EL9 

golang-tests patch for Redhat EL9 

postgresql-jdbc patch for Redhat EL9 

nodejs patch for Redhat EL9 

nodejs-debuginfo patch for Redhat EL9 

nodejs-debugsource patch for Redhat EL9 

nodejs-docs patch for Redhat EL9 

nodejs-full-i18n patch for Redhat EL9 

nodejs-nodemon patch for Redhat EL9 

npm patch for Redhat EL9 

bpftool patch for Redhat EL9 

bpftool-debuginfo patch for Redhat EL9 

kernel patch for Redhat EL9 

kernel-abi-stablelists patch for Redhat EL9 

kernel-core patch for Redhat EL9 

kernel-debug patch for Redhat EL9 

kernel-debug-core patch for Redhat EL9 

kernel-debug-debuginfo patch for Redhat EL9 

kernel-debug-devel patch for Redhat EL9 

kernel-debug-devel-matched patch for Redhat EL9 

kernel-debug-modules patch for Redhat EL9 

kernel-debug-modules-extra patch for Redhat EL9 



 

Oval ID Title 

oval:com.mcafee.oval.gen:def:451005 

oval:com.mcafee.oval.gen:def:451008 

oval:com.mcafee.oval.gen:def:451011 

oval:com.mcafee.oval.gen:def:451014 

oval:com.mcafee.oval.gen:def:451018 

oval:com.mcafee.oval.gen:def:451021 

oval:com.mcafee.oval.gen:def:451024 

oval:com.mcafee.oval.gen:def:451027 

oval:com.mcafee.oval.gen:def:451030 

oval:com.mcafee.oval.gen:def:451033 

oval:com.mcafee.oval.gen:def:451036 

oval:com.mcafee.oval.gen:def:451039 

oval:com.mcafee.oval.gen:def:451042 

oval:com.mcafee.oval.gen:def:451045 

oval:com.mcafee.oval.gen:def:451048 

oval:com.mcafee.oval.gen:def:451166 

oval:com.mcafee.oval.gen:def:451169 

oval:com.mcafee.oval.gen:def:451172 

oval:com.mcafee.oval.gen:def:451175 

oval:com.mcafee.oval.gen:def:451768 

oval:com.mcafee.oval.gen:def:451772 

oval:com.mcafee.oval.gen:def:451776 

oval:com.mcafee.oval.gen:def:451780 

oval:com.mcafee.oval.gen:def:451784 

oval:com.mcafee.oval.gen:def:452417 

kernel-debuginfo patch for Redhat EL9 

kernel-debuginfo-common-x86_64 patch for Redhat EL9 

kernel-devel patch for Redhat EL9 

kernel-devel-matched patch for Redhat EL9 

kernel-doc patch for Redhat EL9 

kernel-headers patch for Redhat EL9 

kernel-modules patch for Redhat EL9 

kernel-modules-extra patch for Redhat EL9 

kernel-tools patch for Redhat EL9 

kernel-tools-debuginfo patch for Redhat EL9 

kernel-tools-libs patch for Redhat EL9 

perf patch for Redhat EL9 

perf-debuginfo patch for Redhat EL9 

python3-perf patch for Redhat EL9 

python3-perf-debuginfo patch for Redhat EL9 

expat patch for Redhat EL9 

expat-debuginfo patch for Redhat EL9 

expat-debugsource patch for Redhat EL9 

expat-devel patch for Redhat EL9 

kernel-debug-modules-core patch for Redhat EL9 

kernel-debug-uki-virt patch for Redhat EL9 

kernel-modules-core patch for Redhat EL9 

kernel-uki-virt patch for Redhat EL9 

rtla patch for Redhat EL9 

grafana-debugsource patch for Redhat EL8 

 

 

Benchmark ID Title 

RedhatPatchPolicy 

LatestPatchPolicyBenchmark 

Redhat and CentOS Patch Policy 

Latest Patch Policy Benchmark - 04.30.2024 

 

 

 

 

 

Updated Benchmarks 



 

Red Hat Enterprise Linux 7 STIG Benchmark - Ver 3, Rel 14 2nd February 2024 

Red Hat Enterprise Linux 8 STIG Benchmark - Ver 1, Rel 12 1st March 2024 

Canonical Ubuntu 20.04 LTS STIG SCAP Benchmark – Ver 1, Rel 9 2nd February 2024 

Canonical Ubuntu 18.04 LTS STIG SCAP Benchmark – Ver 2, Rel 11 2nd February 2024 

Microsoft Windows 10 STIG Benchmark - Ver 2, Rel 9 23rd November 2023 

Microsoft Windows 2012 and 2012 R2 MS STIG Benchmark - Ver 3, Rel 5 12th May 2023 

Microsoft Windows 2012 and 2012 R2 DC STIG Benchmark - Ver 3, Rel 5 12th May 2023 

Microsoft Windows Server 2019 STIG Benchmark – Ver 2, Rel 5 23rd November 2023 

Microsoft Windows Server 2016 STIG Benchmark - Ver 2, Rel 5 23rd November 2023 

Microsoft Windows 11 STIG Benchmark - Ver 1, Rel 3 23rd November 2023 

Microsoft Windows Server 2022 STIG Benchmark – Ver 1, Rel 3 23rd November 2023 

Windows 8 and 8-1 STIG Benchmark - Ver 1, Rel 22 11th June 2021 

Red Hat Enterprise Linux 6 STIG Benchmark - Ver 2, Rel 2 26th February 2021 

Microsoft Windows 2008 R2 DC STIG Benchmark - Ver 1, Rel 32 9th August 2019 

Microsoft Windows 2008 R2 MS STIG Benchmark - Ver 1, Rel 33 9th August 2019 
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DISA STIG Benchmarks 
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