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TTP Progression

successfully

Target Status Initial access Execution & Command &
(T1190) persistence control
Canadian Exploitation SharePoint PowerShell Blocked phase:
Health Eladlagleld exploit: Adversary execution: Used Managed to
Services targeted host via w3wp. exe to run execute code but
Organization CVE-2025-53770. $b64$- encoded failed to deploy
commands persistent web
shells.
u.s. Successful SharePoint Persistence Data staging:
Company compromise || exploit: Adversary (T1505.003): Archived

Installed web

sensitive files

host.

exploited host. shells into F.zip and
docssended. aspx | a.zip for
and test. aspx. exfiltration.
Vietnamese Full PHP-CGI exploit: Admin c2 (T1071);
financial compromise | Exploited public- Persitence Deployed Cobalt
institution facing app on Created rogue Sk bereen

local admin
account and
enumeration
commands.

with persistent
check-ins to
84.247.151.254.
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TTP Progression

Phase

Technique (ID) Observed Adversary Behavior

Sent an email with a weaponized PDF
titled “China bangladesh Think Tak
Forum-2025.pdf".

Phishing: Spear phishing
Attachment (T1566.001)

Initial access

User execution: Malicious file
(T1204.002)

Execution Victim prompted to click “Install” in
the PDF to run a fake Adobe

application.

Persistence

Boot or logon autostart
execution: Registry run keys /
startup folder (T1547.001)

Malware adds itself to Registry Run
keys to maintain access after reboots.

Defense evasion

Hijack execution flow: DLL
(T1574.001)

Employs DLL sideloading by using
legitimate MagTek software to load
malicious DEVOBJ.AII.

System binary proxy
execution (T1218)

Abuses legitimate binaries to mask
the execution of StealerBot.

(T1005)

Discovery Software discovery: Scans the system specifically for
Security software installed security products to aid in
discovery (T1518.001) evasion.

Collection Data from local system StealerBot automatically identifies

and gathers sensitive data from the
local machine.

Command &
control

Application layer protocol:
Web protocols (T1071.001)

Communicates with C2 servers using
standard web protocols.

Exfiltration

Exfiltration over C2 channel
(T1047)

Transfers stolen data out of the
network via the established C2
channel.
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TTP Progression

Phase Technique (ID) Observed Adversary Behavior
o Emails targeting EU Government

Initial access Spear-phishing (T1566.002) officials using EU/NATO themes.

Delivery HTML smuggling (T1027.006) Azure Blob Storage URLs used to
smuggle and download malicious ZIP
archives.

Exploitation LNK padding LNK files exploiting ZDI-CAN-25373 to
hide PowerShell commands beyond
display limits.

Extraction Binary proxy execution (T1218) | PowerShell carves a TAR archive and

extracts it using native tar.exe.

Execution DLL side-loading (T1574.002) Signed Canon utility (cnmpaui.exe)
used to load malicious cnmpaui.dil.

Payload injection Callback hijacking (T1106) EnumSystemGeolD API misused to
execute PlugX shellcode and evade
EDR.

Persistence Registry run keys (T1547.001) Establishes survival via the “Canon

Printer” key and masquerading in
Public folders.

Cc2 Web protocols (T1071.001) PlugX beacons to Cloudflare-
communication proxied domains using HTTPS with
randomized parameters.

10 Trellix SecondSight Threat Hunting Report February 2026



BR/I\>T120770EX
COFEAEIE. 20255F10A3HICStrikeReady LabshRxRULA—T IV —R10F71)IT
DR (OSINT)ImESED SIRFRYWE Uz, COF|ES ClE, BIVET7HAFHEEICKR I $Mustang
PandaDfEEMEFRIN TVE Lz, OSINTEHREEE BE 7 IVY—MHTMLRNY T U IR
A10—RZKX~TB7zHICAzure Blob StorageZFERAUECEZRASMICUELUTZ,
F=BIFESICA=ILT L AR )—=[CERY U, SQLLIKE/N9—2:
%download%web.core.windows. net% &R CERDE(E1 VTR IV F v &R
KUFEUZ. CNUISKY FTHADEF 1) T FlfHZE S F<EELAZI—0OV/NOAREICNT S
EBMDOZEAEMNAS MR EUTZ,.
ZDTL—2Z)I—IE VirusTotal CHTMLARAO—RZ S UIZRICE RS SNELE AD
CloudflareTurnstile R—J(ZI&. FrErIRJavaScriptZ# SFAFAT URL BA&FENTH
L XORESHE (F—=23) A EDINTVE U, NI BET DIV TIVEREEICOS
AT TEBDRBDT7—T 1 IPIE T CDIVI—RAAZZXAL(127 99 99 103...
DES2TOEBENURLICEIEND) [ EMDF v IR—VA VTSRSV FVEINITA
DIGREHDEETEDVIRFrERYEUR,
;u;nstxle.render( #cf-turnstile',

sitekey: TURNSTILE_SITE_KEY,

callback: (token) {
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h

() { console.warn('Turnstile error'); },
v () {

| try { turnstile.reset('#cf-turnstile'); } catch(e) {}

}

);

} catch (e) {

‘ console.error('Failed to render Turnstile:', e);

}

Figure 1: The SFAFAT_URL variable is a distinctive artifact within a benign Cloudflare Turnstile CAPTCHA check.
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TTP Progression

Phase Technique (ID) Observed Adversary Behavior

Spear-phishing attachment Stage 1: Attacker impersonated a job
(T1566.001) applicant to deliver a clean PDF Stage
2: Sent a follow-up email containing a
malicious ZIP.

Initial access

Execution Human-triggered Required the recipient to open the ZIP
(T1204.002) and double-click the weaponized LNK
file.

Execution PowerShell (T1059.001) LNK file executed cmd.exe to launch
heavily obfuscated PowerShell
commands.

Persistence Scheduled task (T1053.005) Attempted to create a task named

“Majority Company” to run entiment.
psl every 30 minutes.

Defense Evasion Obfuscation (T1027) & Used Base64 encoding for scripts and
masquerading (T1036.007) double file extensions (.docx.Ink) to
hide the true file type.

Command & Web service: GitHub (T1102) Abused GitHub repositories to host
control and download secondary payloads
using hardcoded API tokens.
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TTP Progression

Phase Technique Observed adversary behavior
Phishing: spearphishing link Targeted emails were sent to policy
Initial access (T1566.002) professionals containing a link to a fake

conference registration portal.

Persistence Account manipulation: After obtaining access, attackers
additional cloud credentials registered new devices in Microsoft
(T1098.001) Entra ID to maintain persistent access

to the tepant

Defense evasion Impersonation (T1656) The campaign posed as a legitimate
researcher from the Belgrade Centre
for Security Policy.

Credential access Steal application access The attack used OAuth Device
token (T1528) Code workflows to trick users into
granting permissions to their
Microsoft 365 accounts.

Credential access Input capture: web portal A fraudulent landing page was used
capture (T1056.003) to harvest corporate credentials and
email addresses.

Discovery Account discovery: cloud The threat actor identified and targeted
account (T1087.004) specific high-value cloud accounts
within the organization.

Collection Email collection: remote Attackers gained unauthorized access
email collection (T1114.002) to collect sensitive data from email,
OneDrive, and Teams.

Command and Proxy: external proxy Residential proxy networks, such as
control (T1090.002) Comcast IP addresses, were used to
mask the attacker's true geographic

origin.
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Nanhi Singh

President and Chief Customer Officer, Trellix

Learn more about how Trellix SecondSight turns your telemetry
into decisive defensive action at_
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