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EXECUTIVE SUMMARY

A+ FL0M. FRCERRBEL. YA \—tEF21)TTREE BEDOREE
REBEICEREFTSN=. KE DD IRBESNIERR S AT AITIRTFL TEELT =, 24D

EEMERE. BON-EGEENSBBADR/NEDEL T, FEIN-IRETE
BAENTEEL, INE RPN T—IIZE0 SN B EBER/ O AT LIZEAT B Trellix

DAEEETVHOMAERICERMEINTLSIERETT,

LOALESH. ZOETIVIIREANLGEERTEL . NLRTTREIE. $h
Rt HEERE. Y T7OEER LIED=HI2, 959K TSI TH—L4L Y
E—RT7UER, ZLTAVA—ybMER SN - EREBEIRET2RITEALTL

FT, DA/ AR—LaV [ERBEHICHEIRELEDTT A, RFICHERNRE
HEIL KL, BERERME. TNAMHZDEIICHRETSNTUL M F-BEIZS

BLTWET , ATHENZDRHL2EDT ORI RTH—A—30%

MESEBIZONT, BEHREDR—R, ZLTENIZHESEZTDRE~ADYR
JIFERLEITAHTLES,

TrellixIEN LR 7HBO RRELGBETEBREZHFLTEY. HEOEROK
I T HHEDRARERBLTIONET 20255F (2, HHEDTLARN—[F A
AT TERDODBEIZEDTAUVAR—=ILENT=EH D TrellixzF 1) T4H &
SR T 4710 DR R LELI-. ChoDRH L, RSN =L
WETIEEHL, B DOTLUAN) —ZE2>TIST NI TONEBENGE XY
TAARVERLTOWET N AILRT TR T =% BBTEH/ A XEETE
BRI RIDBRGEEZEFEHLYICLTOET EFEITAREX. Chonso—
NILVIEHRHE QTSN KEERNRETIBEENSDEDTHY . KEDANILRYT
TAVIZANSOF I 5 EAZMEERFALTLET,

SEX. TAREIIOMDERAISIREEVEII—LLTOHLIEF155FE
ECHELEL, HEMEREQARNMEIZRLEZTELEA . XETE 146H
=Y 1.022FEIL EWVSBEREDREREBIILEL-,

20255 HFREDITH VRN EIEAZSZE (Cascading Effect) ITLT=, Ch
. BYDHVACTEE DEB R YNNI —IFILEBERARL—aFIILTH
/80— (OM P ATLADREN. EEVATLEKDEBKRT7—V70—%
FRESEAAREMAHEHENSELRTT , ChHDRELITEIZBMFNEED
TIEHL, BEITLTz. 959K/ THOURDEE ., TS5/ F—0 R E,
SUYLIITHE EDRAA—ILEFIR(BEC) 1V TUMNEED YA /13—
HEBEDZEEZTT-RETIE. ABRBEDIFRTER 20%EmM L. kD REEE
TIXBREEZEIZKYIMEIEDEFIH 81%21E L1-C &, ABETHERINT
WET,

3 2025 Trellix Healthcare Cybersecurity Threat Inteligence Report

VN NNSN~——
NNNSN~N———
N~N———— ) /
~N—— /7 /

NN ~———

/]|
[ ] 1\
[ 1\ \
AR
VAN
AN NN
AN NN

/
/
/
I
\
\
\


https://www.trellix.com/blogs/research/80-to-0-in-under-5-seconds-falsifying-a-medical-patients-vitals/
https://www.trellix.com/blogs/research/80-to-0-in-under-5-seconds-falsifying-a-medical-patients-vitals/
https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://www.hipaajournal.com/healthcare-cyberattacks-disrupt-patient-care/
https://www.ibm.com/think/insights/when-ransomware-kills-attacks-on-healthcare-facilities
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https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://secureframe.com/blog/healthcare-data-breaches
https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://www.beckershospitalreview.com/healthcare-information-technology/cybersecurity/ransomware-costs-healthcare-21-9b-in-downtime/
https://www.censinet.com/perspectives/cybersecurity-operational-threats-healthcare-systems-benchmark
https://www.beckershospitalreview.com/healthcare-information-technology/cybersecurity/ransomware-costs-healthcare-21-9b-in-downtime/
https://www.capminds.com/blog/downtime-is-a-million-dollar-risk-enterprise-bcdr-strategies-for-2025/
https://www.bakerdonelson.com/ten-key-insights-from-ibms-cost-of-a-data-breach-report-2025
https://www.bakerdonelson.com/ten-key-insights-from-ibms-cost-of-a-data-breach-report-2025
https://www.ama-assn.org/about/leadership/hard-lessons-learned-change-healthcare-breach
https://www.hipaajournal.com/healthcare-cyberattacks-200k-increase-400pc/

Regulatory and Long—term Financial Impact
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Key Financial Metrics
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Trellix Telemetry and Intelligence
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https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://www.censinet.com/perspectives/cybersecurity-operational-threats-healthcare-systems-benchmark
https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/
https://www.hipaajournal.com/average-cost-of-a-healthcare-data-breach-2025/

Active Threat Operations (Campaign Tracking)
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Threat Actor Deep—Dive
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-203a
https://www.hipaajournal.com/ransomware-groups-targeting-healthcare-organizations/
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Strategic Trend: The “Patient Extortion” Game
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https://www.blackfog.com/rhysida-ransomware-us-breaches-and-mitigation/
https://www.blackfog.com/rhysida-ransomware-us-breaches-and-mitigation/
https://health-isac.org/wp-content/uploads/Health-ISAC_2025-Annual-Threat-Report.pdf
https://www.fiercehealthcare.com/health-tech/how-healthcare-ransomware-attacks-are-shifting-2025
https://www.fiercehealthcare.com/health-tech/how-healthcare-ransomware-attacks-are-shifting-2025
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Individuals Affected by Type of Breach

Type of Breach

Incident
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Unauthorized
Access/Disclo...
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Total Individuals Affected

Source: (U.S. Department of Health and Human Services Office for Civil Rights Breach Portal)
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Z52FY,
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SE: NLRATTIREEILOHDEFEHRELTEY.EDRATYY
ITAMERELI-101#ELYEELLZLY,

HE: ANATTREENEHLIREIL. $91,9105 ADOEANICEE
EZ=DIZR L EDRATYVIAAEDLEZEEX. FIFTRFD
1,540 ADEANIZEEEE5Z -,

THRRE: COEELREEDEF. ESRRATYVIA D EDHS
EHHLBREN. ALATTIREFEINEHLIFHMERELIYE. &Y
ZLDEMNEEEEZ B EETRELTONET,
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FETZVER/FRIE2EBIZZVEETT B BANDZEIETHMDEN

NXDT /TAO T UM XEENTHAS—A T, RITHRL—MRAVGERIES ., B

B EEFETOERICEET ARE. THDERE7 /R /BRTT.

o 2EBBHOMMEE: FET7IER/ARILSHT. 28BIZZVEEDEEELLY
azl/f:o
o [[EEMLEALDEE: XRAHBEIZENAIDOLT . COBEOREIZLDE
E5Z(T=EANIEH T H580976 ATHY . /\yFT/ITAVITUMIE
HELZZITHERAAD L —EBIBEEE A

Notable Incidents
Major Academic Health System Compromise: 55075 A ) & 1H R A5 H
2025438 . HATBELRZEMEBRVATLANTRYNI—Y L TEELEBHEHREL

FLfzo CNIFXRZEIZIERL., 2025F FHRKDANILAT TIREELY 5505 NI E%

5EZFLI=,

o Ml MEBIHEMOSVAOMAFZNFHEMHERERESERE
[CHHHLEL . BRV AT LAREGEDOFETLED, EDERGHR
&Y, RICRRB LV EEEREZHIHD1,800G L DFBEEMN
thhhFELI=,

Y ISAF—2 DRE:ESRRAT YL I A MEH 5405 84D iRk

20251 A TAIML2A LGIZHT T, RFEDRRATZYLIA NS Y LT
IZ&kBBAZZITEL- AMRIEEROEXREEXEDFE/N—F—THS=0H. =
DEREIZKY5408 ADEANERMNREBLELT=,

o HISAFI—UADELE BERMRIEIEKRT. BHD/N\—rF—HE
AZAV T EREESDEBFEFLEATL
HIBMENKFENRSUH LT DHEEIZ 1005 AIHE

HDBNEENTRKFH2025F3 8 M54 A DE(CInterlocko S LT 75 IL—
T ELYELT-,

o EE LUZJIL—TIE ERRBBREMHEBZESLZST15TI/1MD
T—AEREICHELHLEL=,

o IORMHBEBITONAT—IL, EITBEEEATLETNDI=HIZ, SECIE
HEBIZBWLTIIS0AERILOEEERZFRRLEL,
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KFRERIRT S DIRETE 147085 ADMAEDRERE

202548 . KEDKFEBERBRTSVIRHEEN. 4105 ADMAEIZEES
BZB3ERGTZAN—ATUMEFRRLELZ. ThIF/N\YFF TlIE
1 IREY—ERDBHEFTLE,

o FHHE KISHEM.WEMOELMAZET 2 (EMZET IREE
BU)DNLEY—EREAFINTEY ., REERBRICEONT
B— T4 T ILENTONDE RN HYELT=,

RFEHNREICHTIDHE: 1105 # DR

DA T UM, 2025 F MEBIZHRSINI=ED T, KFRRPNEFICHTS
BN TATUOTAT(REIZEADHLBAELDTLz, REEIL., F->=#BERD55(C
— ANDREEDIAVEL—E—[Z7IEAL. FORBIZ112EADBEANT—25FIE
[CEHBHLEL,

o FHMl:ThIX.IDEEBEEHEMESUTDR) B LUy avh—o RE
N BRIFDAIIWRGT X1 TAAEZYIDEERAVR—RUNTHD
BHZERTFHTY,

TACTICS, TECHNIQUES, & PROCEDURES (TTPS)
BT, Bifir. B&UFIE (TTPs)

NEDSA IS4 EFADHENFER DR AR SRR G TR ESR 1%L
=69 —AT. BET7I73—IIXREBFICIEERERYN I -REBOEBRYNT—Y
NoOERRREBICEERITIIAEZRERSETVET, COREIE. AR
TTIZB TR AN—X 1T HABEGLEMEMETIEE BFEDORE
[CRAIRGEDEGEDBARNLGEREZRLTVET . U TDEYLaVTIE. &
YLBREBEAVISANSIF DX Y R—U THRIND AV ITSARNSY
FrDRELEKRERBL. ITEERRDEREERT 5-HICERINDIEED
BT, BT, FIEB(TTP) IZDWVTERLETS .

Initial Access

494 (T1566.001) AKAEL TEELAIRIL (89%) TI A, #HELTLY
F9, 7O —IERE. TAINS U R TH—A—2 3 | OTBEIaVTS5A4T7
RAIDT—IZEFALT, EBRAYIZHNTVET,

VPNZE A (T1133): SonicWall (CVE-2024-40766) &1 Fortinet T /31 A D
ERIL. AkiralZE> TIZEMBRARAVELRYELT=,

Credential Access
Credential Dumping (T1003.001): Mimikatz&LaZagneld. BERD T —O X T—

AV MBLSASSAENES U TL.,. AU DRHEREZZO=OIZFERASNE
ERS
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Discovery & Lateral Movement

Living-off-the-Land (LotL): IREH (XRAT4TYV—IILEZERLTERRYL
J—hH&ETvELS LET,

WMI Queries: Get-WMIObject —Class Win32 NetworkAdapter [£. MACFZ KL

ARUHS — (5] :GE, Siemens) [ZE DN TERMIBZHAN T H-HIZFERS

nxEdv,

PowerShell: ITR YR T —ILBEERAVENT—IODRERICHET HEMN SN
PACS (EI{&) 4 —/\—TE—r,aTURERTTH=HIZERSET,

Impact (Data Destruction)

ESXiFE St (T1486): NA/IN—/IN\AHF—FZH LT HLET, 7O IEHBDORE
TUUERBICEEILTEE T, i, EHR(EFHEEEEHE) . PACS(EE7—hH
ATBEVATL) . BEUVSHRURTFLARLITRAE—ETREIESNTNVAZE
MEBOANIILRT T HEHTIE FITEBWTY,

Technical Indicators and TTPs

vk 7oR-arvbA—)L A2 T75 A5 F v (Source: Campaigns +
Detections)

Domain Patterns:

NIRRT T ET—IZLF=F AL medical-update[Jcom,
hipaa—compliance[.]org

BARRDI DT 424 microsft—teams|.Inet,
zoom—healthcare[.Jcom

YITRAMUDER: BEEDHD T ITRAVEFEDERDAILR
TTRA,

Network Indicators:

E—a /X8 —2: ELREREROBEEEMT S5=60D60
*&Fﬁﬁﬁﬁo

T=AELHEL: VI I T 7Y T T —hEESI-HTTPSh 1)
9,

KBFAEANZ X L WMIA RN FTRHY Ty BETOER
[CEBATEFFONE=RTSa—ILEn=8R Y,

File-based Indicators:

TIL T 7 T73)—: Cobalt StrikeE —a/, MetasploitR4A—K_ AR
A LsPowerShellZJL—LT—7%,

AR ERVINIITICHELETFAIL:
MedicalDeviceUpdate.exe, HIPAACompliance.pdf.exe.

K ERIE DIBFT: YPROGRAMFILES%¥Common Files¥Medical¥, BT
O 7IZEELO RN F—,
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THE VULNERABILITY MATRIX: IoMT AND OT

EXPOSURE
BRI X: IOMTELUVOTOEH

2025FDANIILAT T DB REE L. VTR T O —N—D LS5 MED K
ISR IR ESNALKARYEL-, Kb YIZ, FNIEEBRE/ DA F— vk (IoMT)
EARL—2a3F L TH/00—(OT) DEMLE I T THY. |, 99%DIHEETA.
BEE D EFATRELR T (KEV) EH DT NA REDIKEHIDEBLTVVET,

EEEEL BENEIVA—TSARAN—FRY91 7L BELT. KYBSLNEEDE
Fa )T EDORMEEEZTNSCEN S EHTIEH-Y628EDYITED TN
IhHYET,

R T 20255 D205 B DERA T D KMESHTIZKY ., 75%H81D
VDB DtFa)T4 FORGEHFFRELTVDSIEMNBALSMIZAYEL
Too FHLUENRT7— LI T DEKRLF2019FECVEDEELZITHIL. D
IEN—Fa—FEh =\ RT—FFEFETIAILENNRT—REHFHOLH
—07—LIIT7 TREBLETTEY. STIILL—T A FDIEIFDIZN
o TLVET,

= FHE{& (DICOM/PACS) : CTRF¥F—OMRIR X v —% & T M 5T fR i
Bl 5WARL—TAUT VAT LADIRIFIZEY ARRELTEELE
TY, AEICLDE, DICOM/PACST —4HRAT—232 D32% 5K e
DNEREERNVFOMRIFELSHY . 200D EES AT LK, FBELSUY
Loz 7EAMNEBRICERT HKEVEEZA TULVELT,
BEEZA—ENAEIL YA O—5—  TNED T NARIFE AR
X AT REERNTWNEZENEL, KYLERRYNT—IADF—+
DA ELTHERET HRTREME M EHYE T, Contec Health CMS80001ZB84 %
2025FENER T AREFTRTIE, TIAINWITTIL—oTFRAMDEET—4
#N\—FO—R&ENF=N\TYYIIPFTRLRIZEEL TN EMNBELMIZE
Y, BEMICT—2RBO/NNYIRT7ELTHEELTULVELT=,

Medical Device Compromise Distribution (2025)
EEKFDOERE DM (2025%)

Imaging Systems

M Patient Monitors
Infusion Pumps
Ventilators
Laboratory Equipment
Surgical Robots
Other

28%

18%

5%

6%

12% 8%

Medical Device Exploitation (Source: Detections + Underground)
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https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://nvd.nist.gov/vuln/detail/CVE-2025-0683

2025 Critical Vulnerability & CVE Breakdown

LT OIS, 2025FZ B L TNIILRT 7B TR EFEIRREICEASN.,

Eunr_iﬁ' Ei&UZ?’E%T—bbibf— :

Contec Health CMS8000 (CVE-2025-0683): C M E K% HE55 1%

. BEFEE=A—DIT7—LDxT7I HAHAENT-/\VIET [ZFH
HBEDTT, TIAHIIRETIE. TNARN FL—=TXRED
BET—AFEN—FA—REINt=/RTYYIIPTRLRIZEET ST
H. RERYE—FT 73— EAERFEREFLHLEZY., T/
AREFELTCERLAZWT 223 EETLIEYT 52 EAEEEIC
HYET,

Oracle E-Business Suite (CVE-2025-61882): DV ILFRT—
DERFz—UIE, BAEDNA/XREYE—FTOI—FEIT %48
HAEbHE. 1 —F—BEFHRE N EEE T [Z0racle Concurrent
ProcessingZ 2 ELF 9, 2025F10H6H . AHAILOracle EBSZ{#
AT 59 _XTORREICHL. ELICHIETDEIRTEETS—H
ZEFRTLELI FBIIINE . KIELGANIVRT T T—28 &I
BIF5%FENGEEL. MEEFLOTELIZ/N\YFEERTRE]
fEssEELTHEELEL z, CloOpToH L7 DLIEFEHED
BT, CORMGEZMICLTGER/N\YIIURESvyb
AL, BEREVATLOOEFEEOSVVREE T 20
T—AEHLHELEL, EERXORENSALD1D(E, Cl0pT
B LITT XY T OFHEITEL., 2025F8AICCOFENED
TADNEBASN BT RLEEREDERET IV EFEN
f=C&EMERELEL,

Cisco Secure Email (CVE-2025-20393): M & KiEZIE (CVSS
10.0) D OT AHi5514% (X, Spam Quarantine#EREM B NIZE-T
WBIBEDAsyncOSY TN 7 ICEEE5 X F T, 20255128
18H . NHS England Digital (. Cisco Secure Emaill 7 7S5 A4 7> X%
ENELE-ETHOERX v A= [CELT. SFZIEDT
S—hEeFEITLEL,

SonicWall SMA 1000 (CVE-2025-40602): S2EEF v DA{EIZL
L) . Appliance Management Console (AMC) TR DM -1=E X%
O—AJLIERFRORKMETYT , 2025F 128 IZAKRSh-CDIMET
M 1ZDULVT . NHS England National CSOCIEX  ANILARST TP I T4
TAIZH T DFRMGEBREEIYSDHIEFTFHELEL . CDOT
F—hI&. CVE-2025-23006&:& 8 LT-15E& . CORMEIZELYERE
HLTIL—MERRIZ& D) E—,a—FZE1T(RCE) NN ATREIZH B &
Z2ELTLET,
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https://www.cisa.gov/resources-tools/resources/contec-cms8000-contains-backdoor
https://nvd.nist.gov/vuln/detail/CVE-2025-0683
https://nvd.nist.gov/vuln/detail/CVE-2025-0683
https://www.picussecurity.com/resource/blog/oracle-ebs-cve-2025-61882-vulnerability
https://www.aha.org/advisory/2025-10-06-hospitals-are-oracle-customers-urged-take-immediate-action-address-security-vulnerability
https://www.aha.org/advisory/2025-10-06-hospitals-are-oracle-customers-urged-take-immediate-action-address-security-vulnerability
https://www.aha.org/advisory/2025-10-06-hospitals-are-oracle-customers-urged-take-immediate-action-address-security-vulnerability
https://www.rescana.com/post/barts-health-nhs-data-breach-cl0p-ransomware-exploits-oracle-e-business-suite-zero-day-cve-2025-61
https://www.rescana.com/post/barts-health-nhs-data-breach-cl0p-ransomware-exploits-oracle-e-business-suite-zero-day-cve-2025-61
https://arcticwolf.com/resources/blog/cve-2025-20393/
https://digital.nhs.uk/cyber-alerts/2025/cc-4732
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0019
https://digital.nhs.uk/cyber-alerts/2025/cc-4731
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The “Legacy Gap”: Unsupported Systems in Use

ZLDFERIZE T HEERG X 1) T4 LORMIF, X2 )TA+EEEET
[CEREENFLAD—T NARADIKREFTT

e  End-of-Life (EoL) Dominance: J&fER D EFEiE 35 D60% i A E % B

ETHY. EX )T 0FAHYER A,
e  Unsupported OS: EfiSN TWAEBEKIBDSEIZIE MY R—r &
NFELIEMBREREZBE AR —T4V T VAT LTEHEBLTLNET,
e Dwell Time GEEZRER ): /\wFNEASIN=ETHL ANILARTT TN
AIEEHTI2ERMMTELEEETY,

External Operational Technology (OT) Vulnerabilities and the
Hospital Pivot

OT—HVAC, ILR—4— NyI7VvTER. REEEFIHT HLRTL—1F, BE
EFIZRTFLDEBRARKREIRELET,

° Converged Risk: 20254F, Clarotyl OT R T.LMD65% (BMS, UPS, T
LR—A—)HKEVEIRZ , 13— YMIEHRSIN TS EEHELE
L=,

e  The Pivot Path: REE X/ \wFREHDHVACEITERIA—
T—ERELTEIMNYEFFT, —ERATSHE. DICOMEERVE
D=5 TIIL—T AL BHEHESRNICHFESE. A
BHOZTANEEBRZBVODAREESHYET . WD AT A
EDRI—U U hERART BT END =TV =8, ZDOTOTERY
FIEREEDITEF 1) ToEEIBLET,

e  USB Threats: OTY AT A I 7 F vy 1SN TSI EMNZINTT
H, USBRRHE T/ \wFERPEFHF N ThHNELTH, TNEDOTY
AT LIERETIEGLATREENHYET . 2024F DFFE TUSBRFSA
TETRREINETILIITO51%E. EERBLIVERKBEES
FTBHEIICEKETSNTULVELT =,

STRATEGIC RECOMMENDATIONS FOR
HEALTHCARE SECURITY LEADERS
AR TEFX L) TA)—F—~DRIEAHREIR

2026 FE DT OTyiaFIEESNTE=BE ORI T B0 NILRAT 7HE
[EMFLE-YRRIEXF ) TAD5, Hi—SIN) RIR—XDEREKA LT
LEITNIERYER A,

CDEEDELELGDIDIEAIWRTTIHELIE-EBAVTID IV ABEEDRAFK T

9, Trellix Insights solution& Trellix Intelligence—as—a—Service (INTaaS) H—E X% &

CCEBRAVTIDIVREERTAHIET MBIEY 7o T4 LN STaTH

TATEFTRANEBITL. RENRET AU EDIRBEEZENET HAEEEDH D
EREEETELLOITHYET, Trellix Insights[FESI2, J—F— v THYT )L AL

LOTO—NIeo—T—RIEDNTYRIIZEEIERZ T, X ) T4
HlZREIL T DO DRITRIREIIEEFIEZIE RS A EZMREICLEY . MMA T,
ERMTHEEEO—8ELT, UTHAEESNENETT,
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https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://c2a-sec.com/60-healthcare-and-medical-device-cybersecurity-risk-statistics-for-2025/
https://deepstrike.io/blog/iomt-vulnerabilities-statistics-2025
https://www.packetlabs.net/posts/claroty-2025-healthcare-exposures-report/
https://www.packetlabs.net/posts/claroty-2025-healthcare-exposures-report/
https://www.packetlabs.net/posts/claroty-2025-healthcare-exposures-report/
https://www.honeywell.com/us/en/reports/2024/usb-threat-report/usb-threat-report-download
https://www.trellix.com/products/trellix-insights/
https://www.trellix.com/assets/data-sheets/trellix-insights-datasheet.pdf

"BELA I REBLEI VTR EERET S

LHDOABEBERNS, A—ILTL AN —ITREE T SRR EHED85%& . #1E7
JEADEIUMN T4y VT IZE>TEIERISINTLNET ML, FBEEEHRD
GOz TRy N—DEIEZRIET 5B, BRIz A—/LF
HEBETAENFAARTYT  A—ILELP)E—FT7OERIZH LTIV
DI D H DS BRI (MFA) # & T, A—Lon0—%@kL. JL—
L AVTSATUR AL TFIRE  ANIWRTTDFSIZEHE=RE
Bl BtEnf-a—Y—RET—HI70—FHA A= X21T1%
FEALT. UV IR IFZAILET I R—2aV /BRELET,

TEGENRE I LBERE RN C I T Ao T—av Ry T—5
BREFERTS:

2025 F AEFHIIREL (BRI —O 0B RARL—3FILT4/0
—(0T) (HVAC/EML AT L/ NI TV TER) DEBENERKRT— 70—
ERESEAAREMNH D) [CEoTHE I o= D, BT,
Corporate IT. Clinical IT. Internet of Medical Things IoMT). &
Facilities/OTIZH =2 T, TIA I M CRADBELXEET T 5RO —FHF DR
Bibani=t I AT —L a3 v FRETRETT, ChERVET—IRHE LG
% (NDR) LA B HE T TNARADMS T4y EMLE-E—ay BEL
DICOM/PACSBIE. 7Y T T —h 1% & S-HTTPSIC&BiFbHLERHL.
BIZI— 1 M EITTELRWIOMT/OTEEIZR L TERLET,

THIZIBBEHCE=OITTATUoTATAHINFTUORERY LRIV
DEREMILTS:

BEHLOANDKE, BERE. BV TATUTATAEEDAI TR
DEMEEETSHE BBIETAToTAT1EEELREX1)TAERELT
FOIRETT , MFALR/NFEZIZELL, EETHOUNEHERL, EFE
FEELER (EHR) B KU ER 7 —HA/T@EIEL X T L (PACS) IRIEICfilh D 454E
D—570—(Zx L THEET IR EE (PAM) ESV R VB L JIT) 7Y
TREREL, b /vl a B BRELEEETH. BEUA—L
RYDRADIL— LRI T BT AT oTA4T4IZERAZ L THRBEZEML
9,

EREHE R D FHEN & Living—off-the-Land s— T AV REBHIE T B7-8IZ
EDRZERET S

LHDLKR—FTIE, 2025F DHEBEEH ., FRELFEHRDHF 2T (LSASS) &
LotL$ flir (PowerShell/WMI) Z— 2RI E AL CEER AT LERRL. E
Ry G HENRASNTNET . AR 7B ZFIOTURRA
UMRHEIEE (EDR)ZBEDIVRRA VB LU R— SN TULSES
RY—N\—/D—HRT—2a 0 £KICE L. BIBMICERTHIIEEFR
EETARETY [TYyD |BE(PACS/ A B—DI—RIVS U /OxT
RANRBIEBEIVRRAUN ZEEL., RRGfREESREERD
N ITLATVoEERIELET,
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https://www.trellix.com/products/email-security/
https://www.trellix.com/platform/network-detection-and-response/
https://www.trellix.com/en-au/products/edr/
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-EBERAShDAEEEANVR T FTERBELF Yo R—VICE TV -BE
=B/ETS:

99%MIRMEHS . BEEI D B AR ERESE M (KEV) ZHF DT /A1 REDaKEH1D
BELTBY.LAV—T NI RADERENSNTY,, LI=A->T, HBITE
RzxERLMBE IS LEERT RNETT  KEVESUF—RyMZEL
=2 X7 L (5 : Oracle EBS. Cisco AsyncOS) &L, BRA TPV R
EEALTTZITATEFroR—VF N TFOREICRBRESEET, /\yF&E
BAATRAREZIS AL, WEMaFO—IL (fREt. (RA8/\yFEA. FREEER
Db, F7ObaLREBER) FERALET,

FHHHLBEDARL—av LBEREBHSPHIZERET 5:

WEEN=ZFBOEBEFOEEANDENSEAERITL, REEEFHR(PH) A
FUoR—=G S5 URHiE TEIETIEISh TSI EM D, iEIERPET—
ARESFVELRBILEIVIO—ILERETRETT, PHIVRIOMNIADKE
IHRR—LEBURITIRRANREFHIRL, KETIVERERELT T ) r—
23 TASSIU T A A—D—R(AP) FAZERL. HEHLOADAY
OTUNCERERMIFIVADEOIZRETSNTLATVvIIcEhE-T—4
BkBAIE (DLP) ETH L RER . B LU R ERFFDPHICH I S5 5L
EALET .

BB LDERERB T 5-HICSOCEHRDAU I TUIEELDY)
IVRERRALTS:

BB LN BB TAESN, ARMSERDRIRICE->TEIERIENT
WN\BT=8. #B#EIL. *—JL + EDR+ NDR + BEA T REHBEE. S
Y LYIT7 BHEHLOA . BECOEODERERIN-TLATVvIIZHE
LMo E~ADT—o70—%ERT RETT, EHR/PACS/LabD ik
FRERICHTEIRE/ A T340\ VI 7T EBENGETT ANEIRIIL.
B EEZRIELT, —EICHBOVRATLEENICT DEEEEDHS
ESXiDIT TS ARER ARV FHIBLET
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https://www.trellix.com/products/dlp/

See more threat reports from

Trellix Advanced Research Center

This document and the information confinued herein describes computer
security research for educational purposes only and the convenience of
Trellix customers. Trellix conducts research in accordance with its
Vulnerability Reasonable Disclosure Policy | Trellix. Any attempt to recreate

part or all of the activities described is solely at the user’s risk, and neither —— / /
Trellix nor its affiliates will bear any responsibility or liability. ~———_ /
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